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YcnoBHbIe 0003Ha4YeHus

B naHHOM pyKOBOJICTBE IPUHSTHI CIICAYIOIINE 0003HAYCHUS:

Oo0o03Hauenune

Yr1o o3HauaerT

3nak «O0OpaTuTEe BHUMAHHE.

Basic Settings — Network
Settings

[Ipu onucanuu HacTpoiiku yepe3 Web-unrepdeiic,
KypPCHUBOM yKa3bIBaeTCs IMyTh K Web-cTpaHuIie

DEFAULT

[Tomy»&upHBIM HIPUPTOB BBIIEIAETCS KAKON-THO0
3HAYalUi apameTp, 3HaUeHHe, Ha3BaHUE KHOMKU U
T.1.

#IPADDRESS=[192.168.0.1]

Mpugrom Courier New BBIIECISAIOTCS TapaMeTPhI B
(aiine HacTpoek

<VALUE>

Vri0oBeie CKOOKY 3aMEHSIOTCS Ha 3HAUECHUE
IIEPEMEHHON B KOHCOJIbHOM KOMaHE

config syslog state <STATE>

KoHconbpHas koMaH1a BBIIETSETCS MOy KUPHBIM
KYpPCHUBOM

config syslog state enable

Pe3ynbTar BBINOJHEHNSI KOHCOJIBHONM KOMAH/IbI
BBIJICJISICTCSI KYPCUBOM

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike




T Fortis

1 BBeaeHue

B maHHOM pyKOBOJACTBE [JIaHO ONHUCAHWE TMPOILECCAa HACTPOUKH U
aIMUHUCTPHUPOBAHUSA yIIpaBIsieMbix KoMMyTaTopoB cepurt TForis PSW u SWU. [{ns
MHOTUX MPOTOKOJIOB HACTPONKA MPUBOJAUTCS HA KOHKPETHOM ITPUMEPE.

C ToYKkM 3peHHs] camMoro mpoliecca HACTPOWKH, BCE KOMMYTATOPBI CXOXKHU
MEXJy CO00Oi, B CBSI3M C 3TUM B JaHHOM PYKOBOJCTBE B KadyecTBE 0a30BOTO
yCTpOMCTBA OyIeM paccMaTpuBaTh yrpanisgembiii kommyTatop PSW-2G4F. Otnuuus
OT IPyTHX KOMMYTaTOPOB cepuu OYyT yYKa3aHbl OTACIBHO.

Hactpoiika paccmotpena Ha npumepe Web-unrepdeiica u telnet.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 5
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2 XapakTepucTHKM KOMMYTATOPOB

Kommytaropsl TFortis PSW npencraistor coO00i Bcenoroanbie

ynpasisieMbie TpomblinieHHbIe Ethernet-kommyTaTopsl ¢ PoE (v PoE+)
g cucteM [P-BuaeoHaO IO IEHUS.

KommyTtaropsl TFortis SWU — ynpasnsembie Ethernet-

KOMMYTATOpPbI [IJIsI MOHTa)ka B CTOMKY 197 1U.

KommyTtaropsl TFortis PSW-Ex nipencrasnstor coboit

B3PBIBO3AIUINEHHBIE yIIpaBisieMble TpoMbliiiuieHHbie Ethernet-
koMmyTaTopsl ¢ POE (v PoE+).

IHopnep:xkuBaemble GyHKIMU M IPOTOKOJIBI:

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike

Berpoennsiit Web-unrepdeiic

Telnet

SNMP vl, v3

KOHTPOJIb 3aBUCaHUs BUJEOKaMeEpP
peABapUTEIbLHBIN MOAOTPEB TEPMOKOKYXOB
KaOeJbHBIN TecTep

nportokosbl pezepBupoBanus STP(IEEE 802.1d), RSTP(IEEE 802.1w)
Port Based VLAN

Static VLAN (IEEE 802.1q)

Flow Control (IEEE 802.3x)

Quality of Service (802.1p) (CoS, ToS(DSCP) )
ynpasiienne MmyiabTukactom IGMP Snooping v2
SNTP

SMTP

Syslog

LLDP

CHUCTEMHBIN JKypHa

DNS

ynanéuueiii Ping

CUCTEMa HACTPOUKH COOBITUI UHPOPMUPOBAHUS
oonosnenue 10 uepe3 TFTP

dunbTpanus Ha 6aze MAC aapeca

ynpasienne u MoHutopuHr uepes [10 «TFortis Device Manager»
3epKaJIMpOBaHUE TTOPTOB
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3 CBeTtoBada nHankauus

KommyTtaTtopsr TForis PSW umMeroT 2 ¢cBeTOIMOMHBIX HHAUKATOPA,
MOKA3bIBAIOIINX PEKUM pabOThI MPOIIECCOPa KOMMYTATOpa. ITO MHIUKATOPHI
DEFAULT u CPU. (puc. 1.1, Tabn. 1.1) (Onucanue u Ha3HayeHUE APYyTrUX
CBETOJMOAHBIX HHIUKATOPOB CM. B PYKOBOZCTBE 1O 3KCILTyaTaluy B paszaene 2.7 -
DneMeHTbl KOHPUTYPUPOBAHMS U KOHTPOJIS).

Puc.1.1. Unnukatopst DEFAULT u CPU — kommyTtaTopsl PSW

KOMMYTATOP SWU-16

mmmnﬂﬂ!ﬁﬁ‘r

Puc.1.2. Unpukaropet DEFAULT u CPU — kommyTtaTopsr SWU

Tabnuma 1.1 HaznaueHne nHIUKATOPOB

CocrTosiHue HHAUKATOPA Cocrosinue yCTpOﬁCTBa

Nunukatop CPU muraer |HopmanbHas paboTa ycTpoiicTBa
penko (1 ')

Nunukatop DEFAULT | YcTpoiicTBO B HECKOH(GUTYPHUPOBAHHOM COCTOSIHUH,

TOPUT COCTOSIHHS C 3aBOJICKUMH yCTAaHOBKAMH
(IP ampec 192.168.0.1)

Nunukarop CPU Muraetr |WHIUKAIMS 3aBUCAHUS KaMephl (TUOO HET JIMHKA Ha

gacto (10 I'm) MOPTY C BUACOKaMepou, TMO0 KaMepa He OTBEUaeT Ha
Ping), a Tak)xe MHIUKAIIMS AKTUBHOTO COCTOSTHHSI CYXUX
KOHTAKTOB.

Nupukatopsl CPU u JlnarsoctupoBaHa HEMCIIPABHOCTh HA alIlapaTHOM WU

Default muratot nporpaMMHOM ypoBHEe. OOpaTuTech B CIIyKO0y

CUHXPOHHO TeXHUYECKOU mojaepku. Onucanue KoJ10B OMHUOKH

npenacrasiieHo B [Ipunoxenuu A.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 7
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4 KHonKu cOpoca HacTpoeK 1 nepesarpysku

KommyTtatopsr TFortis PSW umerot 2 anmapatHbie KHOTIKH st cOpoca
HACTPOEK Ha 3aBOJICKME YCTAHOBKU U JJIA Ilepe3arpy3Ku. Pacronoxenue KHONOK
IIPEACTaBICHO Ha puc. 1.1.

e Jlns mepes3arpy3ku KOMMYyTaTopa KpaTKOBpEMEHHO HaxkmuTe Ha kHOnKy CPU.

e Jlns cOpoca HaCTPOEK Ha 3aBOJICKUE YCTAHOBKU HAXKMUTE U yIePKUBANTE
kHONKy DEFAULT oxkouo 15 cexyna. [Ipu aToM noimkeH 3aroperbest
naaukarop DEFAULT. [locne 3TOro oTnyCcTUTe KHOIIKY.

KommyTtaTtopsl TFortis SWU umeror onny annaparayto kHonky RESET.

e Jlns nepesarpy3ku kommyTtaropa Haxkmute KHONIKY RESET Ha 3-5 cexkyn.

o Jlns copoca Hactpoek HaxmuTe kHOKYy RESET na 15 cexyna. [Ipu stom
noskeH 3aroperbes naaukatop DEFAULT. [Tocnie 3Toro oTmycTure KHOMKY.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 8
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5 YnpaBneHue KOMMyTaTopoMm

5.1 Uumepgpelicbl ynpassieHuUs

KommyTtatopsl PSW u SWU uMeloT HECKOJIbKO BApUAHTOB yAAIEHHOTO
ynpasnenusi: WEB-untepdeiic, Telnet, SNMP. Taxxe nocTynHoO ynpaBieHHe yepes
nokanbHy0 USB KOHCOb.

WEB-untepdeiic coaepxut HanboJsiee MoJIHbINA HA00Op KOHTPOIUPYEMBIX
napamMeTpoB, CHA0XKEHHBIX TOJIPOOHBIMU PA3bSICHEHUSIMU U KPAaTKOW cripaBKoil. B
KOMMYyTaTopax uHTep(deiic MpecTaBiIeH Ha PyCCKOM U aHTJIMHCKOM SI3bIKaX.
[TonxmroueHre K KOMMYTaTOPY BO3MOXKHO IpHU oMoy oosraHoro Web-0paysepa.

Telnet npencraBnsier coO0M anbTepHATUBHYIO POPMY KOH(GUTYpPUPOBAHUS
YCTPONCTBA MOCPEICTBOM KOHCOJIBHOTO MPUJIOKeHUs Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

VYmpasnenue nocpeactsom SNMP peannzoBano He B TOJTHOM 00bEME, HE BCE
KOMaH/Ibl ToAepKuBatoTcs. PekoMeHyeTcs ucnoiab3oBatb SNMP s
MOHHUTOPHUHTA, a HE JUISl YIIPaBJICHUSI.

Ynpasnenue uepe3 USB koHCOIb uMeeT Takol-ke KOHCOJIbHBIN HHTEpeiic,
yT0 1 uHTepdeiic Telnet.

5.2 Ymo HyxHO 3Hamb rneped NOOKIIr0oYeHUeM

OoOpaTrure BHMMaHueE!
KommyTatopsr TFortis PSW umeror Bcrpoennsiii POE unxexrop Ha moprax Fast
Ethernet. DTo 03Hauaer, 4YTO Ha JaHHBIC MOPTHI MOXKET MOJAABATHCS HAIIPSKECHUE
nopsinka 48~55 B.
[lepen moaxmouenuem [P kamep ybenurech B COOTBETCTBUHU
XapaKTepUCTUK Kamepsl U nmopta PSW.
[lepen NOAKIIOUEHUEM CETEBBIX YCTPOMCTB, HE MOIECPKUBAIOIINX
nutanue no PoE (Hanpumep kommnberoTepa, HOyTOyKa) B mopt Fast
Ethernet, orkitounte PoE Ha aTOM nopty, cHsB niepeMbluku. [logpobuee mpo
anmapaTHyro HacTpoukKy PoE unraitte B «PyKOBOJICTBE IO SKCIUTyaTalyu, pa3aes
2.3»

OoOpaTtutre BHMMaHue!
DOneMeHThl OJOKOB MHUTAHMS HAXOMSTCS TOJ BBICOKMM HAMNpPSKEHUEM.
Kareropuuecku 3amnpeiiaercsi KacarbCsi TOKOIPOBOMSIIHNX 3JIEMEHTOB
OJIOKOB MUTAHUSA 10| HAPSHKCHUEM.
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5.3 YnpaeneHue yepe3 WEB-uHmepdgelc

5.3.1 NepBoOe noagknYeHUe K KOMMyTaTopy

[Ipu nepBOM BKIIFOUEHHUH, KOMMYTATOP UMEET CIEAYIOIINE HACTPOMKH I10
YMOJIYAHUIO:

IP anpec: 192.168.0.1
Macka nojceTu: 255.255.255.0
Jlorun/I1aposb HE 3a/1aHbI
Vopasnswoumiit VLAN 1

DHCP xnuent BBIKJTIOUCH
STP BBIKJIIOUECH
Telnet BKJIIOUCH
SNMP BBIKJTIOUCH

[Tepen moakoueHNEM yOEIUTECh, YTO CETEBas KapTa KOMIIbIOTEpa HaXOAUTCS
B TOH e MOJICeTH, 4TO U KommyTaTop (192.168.0.%).

3amycture Web-0paysep u B agpecHoi ctpoke BBeaute [P anpec
kommyTtatopa.(puc 5.3.1.1)

a =4 |& http//192.168.01/  ~ 2 O X||@ Fort-Telecom PSW..
i

Puc. 5.3.1.1. lNoagkntoyeHne K KoMmMyTaTopy
ITocne MOAKJIFOYCHM A, Mbl JOJKHBI IIOIMACTh HA I''TABHYIO CTPAHUILY Web-
unrepdeiica.(puc 5.3.1.2)

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 10
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- - - w—— — [=Rien X
a\)a http://192.168.0.2/ - B0 X|@ Trortis Psw-264F x u A ok

Port 1 2 4 H 6

T Fortis | = MEmm— -— TFortis PSW-2G4F

Main Main (T1aBRas CTpanmma)

v Basic Settings

v opoms | TaBHAs CTpAHHIIA CONEPANT CEOTAYIO HHGOPMAIIO:
Serial number 0 « Device name - sassasiie yeTpoiicTa

« Device location - MecTopacrionosexme yetpoiicTsa

v Events Firmware version 00.01.01 Update + Contact information - KoTaxT! obenyKIBaIomeli
opramusaum
Bootloader version 01.00 + Serial number - cepuitsii KoMep yeTpofieTsa
+ Firmware version - Bepciis pOTPAAHOTO 0GeCTeHerHz
Mac CO:11:A6:04:00:02 + Bootloader version - 5epcit 3arpy3uika
» 10216802 — « MAC - Guirseckii azpec yorpoficTsa
« IP - cetesoit aapec yeTpoiictsa
« Mask - yacka nozcer
Mask 2552552550 it o oty T
. - « DNS - cereso azpec DNSZPBB
System Up Time 0d. 01h. 38m. 37s. + DHCP - pesxant pabors: DIEP: crajlkecksmi anpec mmt
DHCP e
« System Up Time - npozomiure: aGotst
STPRST? RSTP e D
« Time, Date - spess 1 nars{ggyucife no poroxony
(Refresh | o i
+ UPS - mamne Moayns GecniepeGoiioro mrasws.
« Battery voltage - manpwxese 5a AKE Moxyna

GecnepeGoitioro miTarmst (ToTsKo Ha yCTpoficTBax ¢

‘noazepKol GecnepeGoliHoro miTasis)

« Power source - ucrousik miTasia: AKB i ceTeBoe

¥ Update/Backup (TombKo Ha yeTpoi © ii
GecnepeboiiHoro mmars)

« Estimated battery time - ollerouroe BpeMs paboTsl

yerpolicTsa nocile mepekmouerns 1a mrarie o1 AKB (TOTbKO

ay c ‘masms)

« STP/RSTP - npotoxoms: pesepsuposasis: STP wmi RSTP

« VLAN - cmcox axiessx VLAN

« QoS - axmEROCTS Mexamm3Ma Quality of Service

« IGMP Snooping - IOXNep&Ka MeXAHH3MA YIDABTEHNSL

IpYINaMH MEOTOANpECKOl PACCHTK

o Comfort Start - wias CTapt Kadep

« Auto Restart - aBToMaTINECKas Iee3arpy3Ka 3aBHCIIX.

v Reboot/Default

| IIE

Saen
= « Svslao - OTINARKA CONOIERMI O COORTHAX M0 MOTOKAMY

Puc. 5.3.1.2. Web-unrepdeiic

Web-unTepdeiic MOXHO pa3ienuTh Ha 4 30HbI - (hperiMa, Kak MoKa3aHo Ha
pucyske 5.3.1.2:

1 - 6G0KOBOE MEHIO, UE€pE3 HEr0 OCYIIECTBISETCSA JOCTYII K Pa3IMYHBIM
rpynmnaM HaCTpOMKH

2 - OCHOBHOM (pperiM, CoepKaIIHi TPYIITY HACTPOEK

3 - cripaBKa IO JaHHBIM HACTpOMKaM

4 - manka ¢ coctosinueM JinHka U PoE Ha nmopTax (aBTOMaTu4ecku
oOHOBHsIeTCS Kakapie 10 cexyH )

IIpumeyanue: npu 3aBOJACKMX HACTPOMKAX JIOTHMH U MAapOJIb IS AOCTyNa K web-
UHTEp(ECy HE YCTaHOBJIEH, B MOCIEAYIOIIEM PEKOMEHYETCSI OTPAHUYUTh JOCTYII,
YCTaHOBUB JIOTHH U 1Iapoib. 1Ipu 3TOM Kakgoe nocineayromue NogKI0YeHNnE K
KOMMYTaTOpy OyJET CONMPOBOXKIATHCA CTAHJAPTHBIM JUATOTOBBIM OKHOM
ayTeHTU(PUKALIUH.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 11
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5.3.1.1 Cmpameausi Hacmpouku

[Iporecc HacTpONKH KOMMYyTaTOpa MOKHO pa30OUTh HA HECKOJIBKO KITFOUEBBIX
JTaIlOB:

1. MonTax, HacTpoiika PoE Ha mopTax myTém KOH(UTypaluu nepeMbIuekK.

2. YcraHOBKa CeTeBbIX HACTPOEK (3a1anue yHukaibHoro [P agpeca B npenenax
MOJICETH, YCTAHOBKA MACKH U LIUTI034).

3. YcraHOBKa JIOTMHA U IAPOJIA 711 OTPAHUYEHHUS JOCTYIIA K HACTPOMKaM.

4. 3anonHeHue MHPOPMAITMOHHBIX TOJIEH O HA3BaHUU YCTPOWCTBA, €r0
MECTOTIONIOKEHUH U TTOpTax. ITa uHMOpMaIUs B JaIbHEHIIIEM MOMOXKET TPHU
00CITy’KUBaHUH CETH.

5. Ecnu ucnonp3yercsi 0TKa30yCTOMYMBAs TOMOJIOTH KOJIBI0, TO HEOOXOIUMO
HacTtpouTth npoTokos RSTP. Pekomenayercs Bkimoyate RSTP Tonbko Ha
ONTHUYECKUX MOPTaX, YYACTBYIOIIHUX B IOCTPOCHUH KOJIBLIEBON TOMOJIOTHH.

6. [{ns pazrpannyenus tpaduka Ha nojcetu ucnoib3yrorcs VLAN b1 Beerna
PEKOMEHIYETCSl pa3TrpAaHUYUBATh MOJCETh JJIsl yIIPABICHUSI KOMMYTATOPAMU U
MOJCETh I BUJIEOKaMep HacTpoikoul otaenbHbix VLAN.

7. Hactpotika MonuTopuHra. s yao0cTBa aAMUHUCTPUPOBAHUS MOKHO
HACTPOUTH OTIPABKY COOBITHH "epe3 mpoTokoiibl Syslog, SMTP, SNMP,
CUHXPOHU3UPOBATh BHYTPEHHUE Yachl uepe3 npotokoa SNTP. [l
ABTOMATHU3UPOBAHHOTO MOCTPOECHUS KapThl CETU UCIOJIB3YyeTCs MPOTOKOoJI LLDP.
Takxe MOKHO HACTPOUTh MOHUTOPHUHT Tipu nomortnu rporpammel TFortis Device
Manager.

8. Ecniu k kommyTaTopy noakimodatorcs repmokoxyxu TFortis TH, To MmoxkHO
BKJIIOYUTH (PYHKIHIO TPEABAPUTEIHLHOTO MPOTPEBa KOKYXOB.

9. [Inst moBbIIIEHUS CTAOUIIBHOCTU Pa0OThI BUACOKAMEDP MOXKHO HACTPOUTH
(GYHKIMIO KOHTPOJIS 32 3aBUCAHUEM KaMmep.
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5.3.2 CeTeBble HaCTPOMKMU

Basic Settings — Network Settings
B nanHoMm pazzene yka3blBatOTCsSI OCHOBHBIE CETEBbIE HACTPOMKHA KOMMYTATOPA.

MAC co |11 |a6 fos Joo Joo |
P 192 168 [0 |1 |
Mask 255 255 [255 o |

Use gateway

Gateway
192 [168 [0 [100 |
Use DNS server
DNS
192 [168 [0 [100 |
DHCP Mode
Gratuitous ARP
Use WatchDog Server
WatchDog

192 [168 [0 |100 |

Puc. 5.3.2.1 CereBble HaCTpOUKH

MAC - ®usnueckuit afpec yCTpOHCTBA UCTIONB3YETCS I UASHTU(DUKAITUU
yCTpOMCTBa B ceTH. be3 kpaiiHelh He0OX0IUMOCTH, He peKoMeH1yeM MeHITh MAC
ajipec, MOCKOJIbKY OH FapaHTUPOBAHO 00ECIIEYNBACT YHUKAILHOCTh KOMMYTATOPA.
ITocnennue 2 Oaiita 3aBoackoro MAC agpeca cOCTaBIsIOT CEPUMHBII HOMEP
ycrporictBa. 3aBojickoi MAC aapec HaHECEH HA HAKIIEMKE U pa3MENIEH Ha KOPITyce
Y HA MIEYaTHOM IUIaTe€ KOMMYTaTOpa.

IP - CereBoit agpec yctporictsa. [Ipu paboTe B mpenenax ogHONU MOACETH
HE00X0IMMO 00€CTIeYnTh YHUKAJIbHOCTh CETEBOrO ajipeca.

Mask - Macka noaceTu

Gateway - CereBoil aapec nuiro3a. Eciu 1UTi03 He UCTIOb3YETCsl, TO OCTaBbTE
3HAYEHUE 0 YMOJIYaHuto: 255.255.255.255

DNS - CereBoii anpec DNS peconBepa. Mcnonb3yercs B HEKOTOPBIX
(GYHKIMX U1 TpeoOpa30BaHusl CUMBOJIIBHOTO IMEHH XOCTa B €r0 CETEBOM ajpec.
Ecnu He ucnomnb3yercs, TO OCTaBbTE 3HAUYCHHUE MO YMOI4YaHuto: 255.255.255.255

DHCP Mode - Bb160p pexxknma pabotsl ¢ mpoTokosiom DHCP:

1. Disable - DHCP otkiitoueH. KoMMyTaTOp HCIIONB3YET CTATHYECKHE CETEBBIE
Hactpoiiku. (IP, Mask, Gateway u 1p.)

2. Client - Bximtouene pexxuma DHCP knuenta. KommyTaTtop nostyvaer
CETEBbIC HACTPOMKHN aBTOMAaTHYECKH ITyTEM IIMPOKOBeIarenpHoro 3amnpoca k DHCP

cepBepy.
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Gratuitous ARP — [Ipu 3anmycke KOMMyTaTOp MOKET pacchliaTh
camooOpaménnbie ARP 3ampocht

WhatchDog — pyukmms koHTposas 3aBrcanms camoro kommyrtaropa. [Ipu
BKJTFOUCHHH 3TON ()yHKIIMA KOMMYTATOP MEPUOTUUECKH ITUHTYET)» 3aJaHHBIN aapec
cepBepa, eciu B TeueHuu 100 3armpocoB He ObLI MOJYYEH HU OJUH OTBET,
KOMMYTaTop rnepe3arpyxaercs. [[ns padoTel (yHKIIMK BaXKHO 00ECIIEUUTh
CTa0MJIBHYIO0 PadOTy MUTHYEMOT'O CepBeEpA.

5.3.3 HacTpomnka y4€THbIX 3anuceun nonb3oBaTtenen

Basic Settings — User Accounts

B nanHOM pasznene comepxarcs HAaCTPOUWKH YUETHBIX 3aIUCEH MOJIb30BATEIIEH.

User list
User Name | Password | Access Right

1 Admin Edit

[

| Add New User |

Puc. 5.3.3.1 Cnucox nonbs3oBatenei

[To yMOIYaHHIO €IMHCTBEHHON YYETHOW 3aIMCHIO SIBJISIETCS YUETHAs 3aIUCh
aIMUHUCTPATOPA C HEYCTAaHOBJIEHHBIMU UMEHEM I0JIb30BaTEINS U napods. T.e.
noctyn kK WEB- untepdeiicy u Telnet mpoucxonut 6e3 ayTeHTHDUKAIIIHN.

J{nst orpaHUYeHUsI 1OCTYIAa 0053aTEeNIBHO CIIETyeT CO3/1aTh KAK MUHUMYM
OJIHOTO ToJIb30BaTess ¢ npaBaMmu Admin. U, npu HE0OXOIMMOCTH OJTHOTO WIIH
HECKOJbKUX nob3oBarenei ¢ mpasamu User win Read Only.

Pazgenenue mpaB qocTyna ocyiecTBisieTcs BbIoopoM mojist Access Right

Add/Edit user

User Name user

New Password ssssese

Password Confirm | |esessee

Access Right |W|
Admin

Apply | Cancel User

Read Only

Puc. 5.3.3.2 HacTpoiiku uMEHM 10JIb30BaTENS U 1apOJIs
[Tonws3oBarens ¢ npaBaMu Admin UMeET MaKCUMaIbHbIE TOJITHOMOYUSI.
ITonp3oBareins ¢ npaBamu User uMeeT OrpaHUYEHHBIE ITOJTHOMOYHSI, HE MOXKET
VU3MEHSTh HACTPOUKH, UMEET JIOCTYI K CTATUCTUKE KOMMYTATOpA U
nuarHoctudeckuM uncrpymentam (Ping, Virtual Cable Tester).
[Tonp3oBarens ¢ mpaBamu Read Only nmeer cambie orpaHM4YEeHHBIE
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ITOJIHOMOYHUA, HC MOXKCT U3MCHATD H&CTpOﬁKH, HMCCT JOCTYII TOJIBKO K CTATUCTHUKC.

[Tocne mpumMeHeHus mapamMeTpoB, €CIIU BCE MPOIUIO YCTEITHO, 0TOOPa3UTCs
coobmenue "Parameters accepted" v moTpeOyeTCsi MPONUTH aBTOPU3AITUIO, BBEIS
JIOTYH Y TIApOJIb.

[Ipu cooOiiennn 00 ommodke, monpoOyHTe BBECTU JJAHHBIE €l Pas.

IIpumeuanue 1: JlaHHbIe NOJIA SIBIASIOTCS 00s13aTEIBHBIMU JIJIs1 3aTIOJTHEHUSL.
MaxkcumanbsHag uimHa - 20 cuMBOJIOB. SI3BIK BBOJA - AHTVIMUCKHUI.

IIpumeuanue 2: [Toyst peructpo3zaBUCUMBIC, T.€. €CTh pa3HuIla MeXay "Admin" u
"admin".

Ipumeuanne 3: [TognepxxuBaercs 10 4 yYETHBIX 3aMIUCEH.

5.3.4 OnucaHue yctpoucTea

Basic Settings — Device Description

Device Name | |

Device Location | |

Service Company | |

Port Description
Port | Description

1| |

2 || |

Puc. 5.3.4.1 Onucanue yctpoicTBa

Device Name - Ha3Banue ycrporicTsa

Device Location - Pacniosioxxenue ycrtporcrsa

Service Company - KontakTHast uHpopmaIus 00CIyKrUBarole KOMIaHuU Win
OTBETCTBEHHOTO JIMIIA

Port Description — onricanue nopTos

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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JlaHHBIE TIONIS ABIISIOTCS HEOOS3aTEIbHBIMU JUIS 3aIOJTHEHUS M CITYKaT JIUIITh
JUTSL YIIPOIIEHUS HICHTH(GUKAIMA KOMMyTaTopa. MakcuMallbHas JUIHHA 3aruceit - 64
CHMBOJIA TIPH MCTOJIb30BAaHUU aHTJIMMCKOTO s3bIKa M 32 CMMBOJIA MPU
HCMOJIb30BAHUU PYCCKOTO.

5.3.5 HacTtpouka Telnet

Basic Settings — Telnet
Telnet Settings

State
Option Echo

TFTP Settings
State

Port 69

Puc. 5.3.5.1. Bxmouenne Telnet u TFTP

Telnet - nporokon aid peanu3anuu yaal€HHOTO YIPABICHUS CETEBBIM
o0opyoBaHuEM, OCHOBaHHBIN Ha ipoTokosie TCP nopr 23.

[To ymomuanuto Telnet BKiTIOUEH, MO KETAHUIO €70 MOKHO OTKITIOUYHUTH.
Jlorun u mapons s nocryna kK Telnet Takue ke, 4TO UCTIONB3YIOTCS ISl IOCTYyIa K
web-unrepdeiicy.

Option Echo — onuus npotokona Telnet, mo ymoiuanuio onius BKIOYEHA.

Kpome Toro B KOMMyTaTOpe CylIIECTBYET BO3MOXXHOCTh TPOU3BOAUTH
0OHOBJICHHE TIPOIIUBKUA KOMMyTaTopa uepe3 Telnet, mpu 3ToOM KOMMyTaTOp
ycnosb3yeT npotokon TEFTP.

[Tockosbky npoTokos TFTP He sBiisieTcs 3alUIIEHHBIM, TO OH 110 YMOJIYaHUIO
BBbIKITIOUEH. [Ipr HEOOXOIMMOCTH MOYKHO BKITFOUUTH, @ TAKKE U3MEHUTD
crangaptHeiii UDP nopt (69) Ha npyroii.

bonee noapoOHO KoHGUTYpUpOBaHHe Mpu omoiu Telnet paccMoTpeHo B
pazzaene 5.4.
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5.3.6 HacTtponka SNTP

Basic Settings — SNTP
State

Server IP address ‘192 |1BB |D |81 ‘

Server Name ‘ |

Time Zone
Period

Puc. 5.3.6.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — mpoToko:1, ¢ MOMOIIBIO KOTOPOTO
KOMMYTATOp CHHXPOHU3HUPYET CBOM BHYTPEHHUE Yachl C BHEIITHUM CEPBEPOM
TOYHOTO BPEMCHH.

KoMMyTaTop HE COEep>KUT BCTPOSHHBIX YaCOB PEaIbHOTO BPEMEHH, TI0OITOMY
JUTSI TIOJTYYEHUST CBEJICHUN O TEKYIIIeM BPEMEHH HEOOXOMMO HCIIOIb30BaTh
npotokos SNTP. [Ipumenenue npotokosia SNTP He siBisieTcst 00s3aTeIbHBIM,
OCHOBHBIC (DYHKIIMM KOMMYTaTOpa HUKaK He cBsi3aHbl ¢ SNTP. OnnHako, mis
YIPOIICHUS aJIMUHUCTPUPOBAHUS KOMMYTATOP TMOICPKUBAET 3aITUCh KypHaJIa
COOBITUM B «YEPHBIH SATUK», OTIPaBKy syslog- u e-mail- cooOmieHuii 0 COOBITHIX
aAMUHUCTpATOpy ceTu. 1 B 3T coodiienus, mpu BKItoueHHOM npoTokosie SNTP,
N100aBIIsIE€TCA MITAMIT BPEMEHH, YTO B CBOIO OYEPE/Ib MOXKET ITOMOYb aIMUHUCTPATOPY
pu 00CITyKUBAaHUU CETH.

ITapameTpsl HACTPOMKMU:
State — cocrosiHUE
Server IP address - IP anpec SNTP cepsepa
Server Name — nomennoe nmst SNTP cepsepa.
Ecnu 3anan IP agpec cepBepa ¥ JOMEHHOE UM OTHOBPEMEHHO, TO
npuopuret otnaércs I[P agpecy
Time Zone - yacoBoii nosic (otksionenue ot UTC)
Period - nepuosa BpeMeHH CUHXPOHU3AIUU C CEPBEPOM.(B MUHYTaX)
Synchronize — npuHyaUTENbHAS CHHXPOHU3AIUS BPEMEHU (IJI IPOBEPKHU
HACTPOEK)
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@ T Fortis

5.3.7 HacTpouka asbika web-uHtepcenca

Basic Settings — Language

Language | English -
E h
Puc. 5.3.7.1. Beibop s3bika

KoMMyTaTop nMeeT BO3BMOKHOCTh BbIOOpa si3biKa 11t Web-uHTepdeiica.
[TopnepxxuBaercs 2 sA3bIKa: pyCCKUM ¥ aHTIIMMCKUN. [10 yMOI4aHUIO yCTaHOBIIEH
AHTIIMICKUH SI3bIK, OJTHAKO €r0 MOYKHO TIOMEHSTh Ha PYyCCKHU, HO IPH 3TOM HYXKHO
yOeuThCsl 4TOOBI HE OBLIO MTPOOJIEM ¢ KOJAUPOBKAMH TEKCTa B Opaysepe.

B Web-unrepdeiice kommyTtaropa ucnonb3yercs kogupoka UTF-8.
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5.3.8 Hactpouka nopTtoB

Ports — Port Settings

Port | State Speed/Duplex | Flow Control | PoE SFP Link Mode
1 |Enan|e V| Autao V| |]isable V| |f-'kLItI:I V|

2 |Enan|e V| Auto V| |]isable V| |,-’-‘-.L|t|:| V‘

3 |Enable /|| |Auto v| | |Disable v| | |Auto V|

4 |Enable /|| |Auto v| | |Disable v| | |Auto V|

5 Enable V| ||1000M/Full V|| [Disable V|

6 Enable V| |[1000M/Full ™| | |Disable v|

Puc. 5.3.8.1. Hactpoiika nopToB

JIoCTyIHBI ClleyIONINe MapaMeTphl mopTa:

l.

W

State - Cocrosinue nopta. [IopT MOXHO IPUHYIUTEIBHO BBIKIIFOYUTh, €CIIU OH
He ucnoibzyercs. [Ipu aToM yepe3 nopt He OyyT UATH TaHHBIC U HE OyIeT
NOJAHUMATHCS JIMHK Ha MOPTY.

. Speed/Duplex — Cxopocts/nymekc. [Io ymMoirdaHHIO yCTaHOBJICH PEKUM

aBTOOMPEICICHNS, KOTOPBIA aBTOMAaTHYECKU MOJICTPAUBAET CKOPOCTh U PEXKHUM
ayriekca. Bo3MokHO B pyuHYIO YCTaHOBUTH CKOPOCTh U AYIUIEKC, HO HYKHO
OBITh OJHOCTBHIO YBEPEHHBIM, YTO yAaJeHHAsI CTOPOHA MPUMET TaKHe
Hactpoiiku. s SFP noptos GigabitEthernet HenocTynHo ynpasiieHue
COCTOSIHUEM T10PTa U CKOPOCTHIO.

. Flow Control - Ynpasnenue notokom nepenaun nanubix (IEEE 802.3x)
. PoE - Power over Ethernet (mutanue uepe3 Ethernet).

Bce xommyTtaroper TFortis PSW umeroT pazaudnsiii HaOOp MOPTOB C
nojepxkkoi PoE. B 3aBucuMoctu oT Mozenu HacTporka PoE Ha mopty
MOXET pa3InyaThbCsl.

s kommyTtatopoB PSW-2G4F, PSW-1G4F, PSW-2G4F-UPS, PSW-
1G4F-UPS, PSW-2G8F+ cymiecTByeT BO3MOKHOCTb yIpaBiATh POE Tonbko
no Bapuanty A (nmportokoisibHoe PoE). Ynpasnenune PoE no Bapuanty B
(Passive PoE) ocymiecTBisieTcst mepecTaHOBKOM COOTBETCTBYIOIITUX
nepeMbluek Ha mate. bosee moapodHo npo Hactpoiiky POE nepembrukamu
cM. B PyKoBOACTBE 10 AKCIUTyaTallMi K KOHKPETHON MOJEIM KOMMYyTaTopa B
paznene 2.7 - DneMeHTbl KOHQUTYPUPOBAHUS U KOHTPOJISL.

Hnst noproB koMmyTaTtopoB PSW-2G+ u st moptoB Nel u Ne2 B PSW-
2G6F+ noctynHa TonbKO IporpaMMHasi Hactpoiika PoE Ha 3Tux moprax.
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JlocTyIiHBI BapuaHThI:

Disable — PoE Ha nmopTy oTkiroueHo

Auto — ynpasnenue PoE nmpoucxout aBTOMaTUYECKH, T. €. BKIIOYAETCA
TOJIbKO TipHu TokiIoueHnn PoE 06opynoBanus.

UltraPoE - [lepenaya nutanusi OTHOBPEMEHHO 1O BapuaHTy A u B ¢
MOBBIIEHHON MOIITHOCTBIO. ATanTaus Juisl HOAKIOYEHHS KyTOJIbHBIX
kamep Beward.

Only A - Ilepenaua nutanus OCylIECTBISETCS TOJIBKO IO BapHaHTY A.
Only B - [Iepenaya nuTanusi OCyLIECTBIISIETCS TOJIBKO IO BapUaHTy B.
Passive B - Ilepeiaua nutanust OCyLIECTBIISETCS IO BApUAHTY A B
IPOTOKOJIBHOM PEXUME U 10 BApUAHTy B B OECIPOTOKOIBHOM pEXUME.
Pexxum st pabotsl coBMecTHO ¢ TepMokoxkyxamu TFortis TH-02 u
TFortis TH-03.

Forced A+B - [lepenaua nutanus oCylIeCTBISIETCS 110 BapuaHty A u B B
6ecnipoTokosbHOM pexkume. [loaxmtouenue He PoE ycTpolicT 3anperiieHo.
MoxeT ucronbp30BaThCs TOIBKO HA JTaIle OTIAAKH, T. K. B JAHHOM PEKUME
OTCYTCTBYET 3aIlATA I10 NIEPErpy3Ke U HENPABUIBHOMY BKIIFOUEHHIO.

Forced A - [lepenaya nutanusi OCyLIECTBIISIETCS 110 BapUaHTy A B
oecnporokosibHOM pexxume. [lonkmouenue He PoE ycTpoiicTB 3anperieHo.
MoxeT UCronab30BaThCs TONBKO Ha 3Talle OTIAAKH, T. K. B JAHHOM PEKUME
OTCYTCTBYET 3alllATA I10 IIEPErpy3Ke U HENPABUIBHOMY BKIIFOUEHUIO.

5. SFP Link Mode - pexxum pa6ots imaka SFP (ontudeckoro) mopra.

e Forced - popcupoBanHOe MOAHATHE JIMHKA PU OOHAPYKEHUU CUTHAJIA
10 ONTHUKE

e Auto - aBTOMaTUYECKUN PEKUM, PEKOMEHTYETCS TP MTOJAKIFOYEHHIO K
000pyI0BaHUIO CTOPOHHETO Mpon3BoAuTeNs (PexuM mo yMordaHuro)
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5.3.9 CocTosiHMe nopToB

Ports — Port Status

Port | State Link | Speed Duplex Flow Control | PoE SFP

1 Blocked | Up 100M | Full-duplex | Disable OFF
2 Enable | Up 100M | Full-duplex | Disable OFF
3 Blocked | Down | - - - OFF
1 Enable | Up 100M | Full-duplex | Disable OFF

5 Enable Down | - = - _

& Enable Down | - = - -

Puc. 5.3.9.1. CocTostHue mopToB

JIns kKomMyTaTropa IOCTYIHBI CIIEAYIOLINE TapaMeTPhl OPTa:

1.

o g bk~ w D

State - CoctosiHre MOpTa. (BKJIFOYCH/BBIKITIOUYEH/3a0I0KUPOBaH(TIpH
BKJIFOYEHHOM TipoTokosie RSTP))

Link — CocrostHue nuHka

Speed/Duplex - CxopocTs/aymiiekc

Flow Control - Ynpasnenue norokoMm nepenauu ganueix (IEEE 802.3x)
PoE - Power over Ethernet (mutanue nmosepx Ethernet).

SFP Detail — JlononuurensHas nadopmanus o noakitoueHHbix SFP Mogymsix.
OTtoOpaxaetcs uHbopmalys, U3 BHyTpeHHel namstu camoro SFP Moxys,
IIPOIINTAsl HA 3aBOJE-U3TOTOBUTEIIE, TAKKE, €CIIM MOAYJIb IOJIEPKUBAECT
dbynkuuto DDM(Digital Diagnostic Monitoring): HanpspkeHue, TeMIiepaTypy
MOZYJIs, TOK CMEIIEHUS U MOLIHOCTB J1a3epa, ypOBEHb IIPUHUMAEMOTO
curHana. Kxomka «Detail» cTaHOBUTCS aKTUBHOM TOJIBKO TP MOAKIIOUCHHOM
MoOAyJIe.

BaxHo: nannyto uHpopMaiuio ykasai npousBoautensb SFP Moy, HO
MIOCKOJIbKY 3Ta HH(OopManus HeoOs13aTenbHas!, IPOU3BOIUTEIb MOKET €€ He
yKa3aTh WIH yKa3aTh HE TOYHYIO WIIM HEBEpHYIO nH(opmanuto. [TorTomy He
CTOUT BOCIIPUHUMATH ATy UH(POPMAIIMIO KaK OCHOBHYIO, a JIMIIb KaK

BCIIOMOI'aTCJIbHYTO.
Port Status

Name SFP 1
State Enable

Vendor FINISAR CORDP.
Wendor OUT

Wendor part number SFP-BX20-D A0
WVendor Rev A0

Identifier SFP

Connector Lc

Ethernet Compliance Code 1000BASE-LX
Link Length long distance (L)
Fibre Channel Technology Longwave laser (LC)
Fibre Channel Transmission Media -

Fibre Channel Speed -

Encoding code 8B/10B

TX Laser Wavelength 1550

Back

Puc. 5.3.9.2. Undopmarnus uz SFP moxyns
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5.3.10 HacTpouka cnucka cobbiTumn

Events — Event List

KommyTtaTop PSW mmeeT mmpokne BO3MOXKHOCTH 110 00SCIIEUYSHUIO y100CTBa
aJIMMHHUCTPUPOBAHUS CETU U MOAepKaHUs €€ B padOTOCIIOCOOHOM COCTOSTHUH.
Baxxnyto poJsib B 3TOM UTpaeT MEXaHW3M HEMEIJIEHHOTO YBEOMIICHUS
aJIMMHHCTPATOPA O MPOU3OLIEANINX COOBITUSIX MOCPEICTBOM Pa3IMUHBIX
MEXaHU3MOB, TakuX Kak Syslog, SMTP (e-mail) miu SNMP Trap.

Bo Bkianike Event List mporcxoaut HacTpoiika cOObITUH, IPU BOSHUKHOBEHUNU
KOTOPBIX OyAYyT OTHPABIATHCS HHPOPMALMOHHBIE COOOIIEHN (ITO MPOTOKOJIaM
Syslog, SMTP (e-mail) unmu SNMP Trap) — ctonben; Sending, a Tak»e HaCTPONKH
JOTTUPOBAHUS BO BCTPOCHHYIO SHEPrOHE3aBUCHUMYIO MaMsTh — ctosoen Logging.

Parametrs Sending | Logging | Syslog level

Link [(4) Warning v]
PoE [(4) Warning v]
STP/RSTP O (4) Warning v]
Autorestart.Link | (4) warning v]
Autorestart.Ping [ (4) Warning v
Autorestart.Speed | (4) warning v]
System O | (4) Warning ~|
UPS (4) Warning
Inputs/Outputs | (4) Warning v
MAC Filtering ] | (4) Warning v
Temperature/Humidity (0) Emergency

Puc. 5.3.10. Crucox coObITHi

B xomMyTaTope nmeercss BO3MOXKHOCTh THOKO HAaCTPOUTh pearupoBaHue
TOJIbKO Ha MHTEPECYIOIINE COOBITHS U MMPUCBOUTH UM COOTBETCTBYIOIIUN YPOBEHB
BOKHOCTHU (TOJIBKO I IpoToKojia Syslog). Yposuu Mensitorest ot 0 go 7, rae 0 -
HAVBBICIIUA YPOBEHb BaXKHOCTH.

OO6menpuHATa CIeAyIoIas rpajaius ypoBHE:

¢ (0) Emergency: cucrema HepaboTOCIIOCOOHA
(1) Alert: cuctema TpeOyeT HEMEIJIEHHOTO BMEIIATEIhCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTHYECKOE
(3) Error: cooOmenus o BO3HUKIINX OIIHOKaX
(4) Warning: npeaynpexxaeHusi 0 BO3MOXHBIX ITpo0IemMax
(5) Notice: coob1ieHUsT 0 HOPMAIBHBIX, HO BaKHBIX COOBITHSAX
(6) Informational: napopManOHHBIE COOOIICHUS
(7) Debug: oTtagouHbie COOOIIECHUS
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I/ICHOJIBBYH TAaKOC JIOTHYCCKOC pa3aCIICHHUC yp0BHCI>JI BaXHOCTH CO6I)ITHI>1, Ha

CTOPOHE cepBepa MOXKHO MO-pa3HOMY UX 00padaTeiBaTh. Hanpumep, cooOmieHus o
COOBITHSIX C ypOBHEM 6,7 MOTYT IPOCTO THCATHCS B KypHAJ COOBITHIA, a
coO0IIeHHS 0 COOBITUAX C YpoBHEM (-3 BBIBOIATCS OMEpaTopy.

HacTtpoiiku pa30utsl Ha MOATPYIIIBI IO KATETOPHUSIM:

Port.link - u3mMeHeHue craryca JuHKa

Port.PoE - nsmenenue craryca PoE

STP/RSTP - uzmenenue tononoruu STP/RSTP

Autorestart.Link - nponan 1uHk npu akTuBHOHN QpyHKUMK Auto Restart
Autorestart.Ping - ynaienHoe ycrpoictBo He oTBeTHI0 HA PING 1ipu
akTuBHOM (pyHKIIMK Auto Restart

Autorestart.Speed — akTUBHOCTb Ha MOPTY yIajla HUXKE 3aJaHHON TPU
akTuBHOM (hyHKIMK Auto Restart

System - U3MEHEHHUE COCTOSIHUS CUCTEMBI(TIepe3arpy3Kka, 00HOBJICHHE, COPOC
Ha 3aBOJICKHE YCTaHOBKH U JIp.)

UPS - uzmeHnenue B pabote Moyt OeciepeOOMHOro nuTaHus (TOJIBKO B
BEPCUHU C MOJTyJIEM OecriepeOOHOro MMTaHusl)

Inputs/Outputs - cOObITHE OT CUCTEMBI KOHTPOJIS JOCTYIIA (CyXre KOHTAKThI U
JATYUK BCKPBITHUS)

MAC Filtering - nmpou3soiuia nonsiTka gocryna k kommyraropy ¢ MAC
azpeca, KOTOPbIN HE yKa3aH B criucke paspeméHubix ([Ipu BkItoueHHON
dbynkiuu punsrparuu no MAC aapecam)

Temperature/Humidity - coOpITHE NPEBBIICHNS 3aJaHHBIX ITOPOTOB 110
TEMIIEpAType U BIAKHOCTU. AKTUBHO MPHU MOJKIIOUEHUH ONIUOHAIBHOIO
JaT4vKa TEMIEPATYPHI U BIAKHOCTH.

ITo YMOIYaHUIKO aKTHBHBIMHU COOBITUSIMH YCTAaHOBJICHBI:

U3MEHEHHUE JINHKA,
npu akTUBHOM (yHKIHMKU Auto Restart mponan JUHK, UM YCTPOMCTBO HE
orBeTry0 Ha PING, nim ckopocThs Ha MOPTY yIajia HWKE 3aaHHON
U3MEHEHHE B paboTe MOy OecriepeOOHHOro nuTaHus (mepexo/1 Ha MUTaHue
ot AKb u ap.) (TOoIBKO B Bepcuu ¢ MOJIyJIeM ¢ OecriepeOONHBIM TUTAHUEM )
COOBITHS OT CUCTEMBI KOHTPOJIS 1OCTyMA.

[Ipu ucnonp30BaHUM KOHPUTYpALUU IO YMOJIYaHUI0, BbI MonyyaeTe TOIbKO

OCHOBHYIO B&XXHYIO HH(POPMAIINIO, KACAIOILYIOCS HCIPaBHOTO (YHKIIMOHUPOBAHUS
CUCTEMBI, 0€3 3arpy3Ku MEHEE BayKHBIX COOOILECHUI.

Hacrpoiika camux npoTokoji0B HHGOPMHUPOBAHUS IPOUCXOIUT HA

COOTBCTCTBYIOIIMX BKJIAJIKaX.
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5.3.11 Hactpouka Syslog
Events — Syslog

Syslog — cTtaHgapT OTIPaBKH COOOIIEHUN O MPOUCXOIAIINX B CHCTEME
coOBITUAX (JI0TOB), Hcnonb3ytomuiics B IP cersx. [Iporokon syslog mpoct: npu
HACTYIUJICHUU OTPEEICHHBIX COObITHH, KOMMyTaTop PSW nockuiaeT kopoTkoe
TEKCTOBOE cOO0IIeHrE, pazMepoM MeHble 1024 6ailT nosyyaTento cooOIeHHs.
Coo0bmenus otnpasisitorest o UDP (nmopt 514). Syslog ucnons3yercs s
ya00CTBa aIMUHUCTPUPOBAHUS U oOecrieueHus] H(OOPMAIIMOHHOM 0€30MacHOCTH.

B xomMyTaTope nmeercss BO3MOXXHOCTh THOKO HACTPOUTH TOJIHKO
UHTEPECYIOIINE COOBITUS U TIPUCBOUTH UM COOTBETCTBYIOIINI YPOBEHb BaYKHOCTH.
(Brimanka Events — Event List ) YpoBuu mensitorcst ot 0 10 7, rae 0 - HauBBICIIHIA
YPOBEHb BaKHOCTH.

OOGmienpuHsTa cleayromas rpaaamus ypoBHeu:

e (0) Emergency: cucrema HepaboTocrmocooHa

e (1) Alert: cucrema TpeOyeT HEMEIJICHHOTO BMEIIATEIbCTBA
(2) Critical: cocTosiHME CUCTEMBI KpUTUYECKOE

(3) Error: cooOmenus 0 BO3HUKIINX OITHOKaX

(4) Warning: npeaynpexaeHusi 0 BO3MOXHBIX ITpo0iIemMax
(5) Notice: coob1ieHus 0 HOpMAJIBHBIX, HO BaKHBIX COOBITHSAX
(6) Informational: nnpopmarmoHHbIe COOOIICHUS

(7) Debug: oTiianoyHbie COOOIIECHUS

Hcnonb3ys Takoe JIOTHUECKOe pa3JeleHlue YPOBHEN BaXKHOCTH COOBITHM, Ha
IPUEMHON CTOPOHE MOKHO MO-pa3HOMY uX 00padateiBaTh. Hampumep, cooOuieHus o
COOBITHSIX C ypOBHEM 6,7 MOTYT IIPOCTO MHUCATHCS B KYypHAJ COOBITHIA, a
coo01IeHUs 0 COOBITUSIX C YpoBHEM 0-3 BBIBOZISTCS OIEPATOPY.

®opmar Syslog coodmenns
CormacHo cranaaprty Syslog cooOmieHne uMeeT clieayomuin Gopmar:
<ypoBeHb BaxXHOCTH><1aTa U Bpems><IP anpec ormpaBurens><cooOrieHne>

IIpumeyanue: oOpaTuTe BHUMAHUE, YTO B [IOJI€ </1aTa U BPEMS> MOJICTABISAETCS
JaTa v BpeMs nosrydeHHble o npotokony SNTP. Ecin nanHble BpeMeHn He
noydeHsl win SNTP He HacTpoeH, TO B moJie <iara ¥ BpeMs™> NOJACTABIAETCS BPEMS
B CEKYHJaX, MPOILIEANIEE C MOMEHTA BKIKOYEHNS KOMMYTaTOpA.

Paccmotpum 310 Ha npumepe. IlycTs y Hac 1aHO COOOLIEHHE, TOTyYEHHOE
nporpammoit Wireshark:

LOCALO. WARNING: <245>192.168.0.2 Port #4 Link up
Puc. 5.3.11.1. SNTP ne HacTpoeH
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Kaxk BHUAUM, BPpCMA HC HACTPOCHO, ITOACTABJICHO 3HAYCHHUC C MOMCHTA CTAapTa.

LOCALO. WARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Down
Puc. 5.3.11.2. SNTP Hnactpoen

A Tenepb cO00IIEHNE UMEET CTaHJAPTHBIN IITaMI BPEMEHHU.
Hactpoiika Syslog Ha koMmMyTaTOpe
Hacrpoiika Ha KOMMyTaTOpe He MPEeACTaBIsSeT 0co00i crnoxkHocTu. [lepBoe, uTo

HY’KHO CJIeaTh — 3TO BbIOpaTh MHTEpECyIolue coObITUS BO BKiIaake Events —
Event List. Hanmpumep, Hac uHTEpeCcyeT COOBITHE U3MEHEHUS JIMHKA.

trap:
Port.link v (4) Warning -
Port.PoE (7) Debug A
STP (7) Debug ~

Puc. 5.3.11.3. Beibupaem coObiTHE

3arem Bo Bkiajake Events — Syslog Settings Bkirogaem paboTy ¢ IPOTOKOJIOM
Syslog u ycranaBnmuBaem IP anpec cepBepa, Ha KOTOPBIH Oy IyT MPUXOINUTH
COOOIIIECHHUS.

State Enable =

Server [P address | 192 168 0O 104
Puc. 5.3.11.4. Hactpoiika Syslog
Ionyuyenue Syslog coobmennii

[Tociie HaCTpOMKM KOMMYTaTOpa, MEPEXOJUM K HACTPOMKE CepBepa.
Pacemotpum npumep st OC Windows. CytiiecTByeT 00IbIIIOE YHCIIO IPOTPAMM ISt
paboThI ¢ syslog-cooOmeHussMu. BOT HEKOTOpBIE U3 HUX:

Kiwi Syslog

Syslog Watcher

Datagram SyslogServer Suite
syslogbroadband

LogZilla

Syslog Server Free Tool

OcranoBum cBoit BeIOOp Ha mporpamme Kiwi Log Viewer - aTo GecriaTHas
ynpouieHHas Bepcus nporpammsel Kiwi Syslog Server. Ho Tem He MmeHee oHa
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yIIOBJICTBOPSICT IMOCTABJICHHBIM 3a/1a4aM.
Anpec s 3arpy3ku - http://www.kiwisyslog.com/downloads.aspx

YcTaHoBKa MporpamMMbl HE OTIIHYAETCS 0CO00# CIIOKHOCTHIO, STUHCTBEHHOE, B
okHe Chose Operating Mode ycranosute Install as Service (B atom ciiyuae Kiwi
Syslog ycTanoBuTCs Kak ciyx0a: Oymer 3amyckaThes ipu crapte OC 1 pe3uIeHTHO
CUJETH B Tpee)

@ Kiwi Syslog Daemon 8.3.48 Installer l =NAEE X

- Choose Operating Mode
WI The program can be run as a Service or Application

@ Install Kiwi Syzlog Daemon as a Service

This option installs Kiwi Syslog Daemon as a Windows service, allowing the
program to run without the need for a user to login to Windows. This option also
installs the Kiwi Syslog Daemon Manager which is used to control the service,

() Install Kiwi Syslog Daemon as an Application

This option installs Kiwi Syslog Daemon as a typical Windows application,
requiring a user to login to Windows before running the application.

< Back ][ Next > ] [ Cancel

Puc. 5.3.11.5. Ycranoska nporpammel Kiwi Syslog

[Tocne ycranoBKH, 3anmyckanTe nporpammy. [1o ymoiqanuio B TIIaBHOM OKHE
OyayT oTOOpakaThCsl BCE MPUHSATHIE COOOIIEHUS. DTH COOOIIEHUS MTUTITYTCS B
TEeKCTOBBIN (haiis. Takxke ecTh BO3MOXKHOCTh HACTPOUTH MEPECHUIKY Ha email.

iwi Syslog Daemon (Version 8.3.48)

File Edit View Help
S D m A .3 [Display 00 (Default) -
D ate Time Priority Hostname  Message
03-20-2013 10:34:54 lLocal0 Warning 192.168.0.1 Sep 20 10:32:51 192.168.0.1 [3.1.1.2.1] trap: port.link FE3._state ="1"
09-20-2013 10:34:53 LocalD.Debug 192.168.0.1 Sep 20 10:32:50 192.168.0.1 [3.2.0.0.1] trap: stp.topology change.="1"
09-20-2013 10:34:50 LocaldWaming 192.168.0.1 Sep 20 10:32:47 192.168.0.1 [3.1.1.2.1] trap: poit.link.FE 3.state ="0"

100%  3MPH 10:35  09-20-2013

Puc. 5.3.11.6. Unrtepoeiic nporpammsl Kiwi Syslog

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 26


http://www.kiwisyslog.com/downloads.aspx

5.3.11.1 Cnucok coob6weHnn Syslog

Port #1 Link Up/Down

T Fortis

Ta6nuua 5.3.1. Criucok Syslog cooOrenuit

N3menenue nuHka

Port #1 PoE A Up/Down

N3menenune PoE

STP topology changed: root port 1, root

bridge MAC 01:02:03:04:05:06

N3menenne Tononoruu STP/RSTP ¢
yKazaHueM pyroBoro nopra u MAKa

STP: bridge is ROOT

Wsmenenne tonojorun STP/RSTP,
KOMMYyTaTop cTajl KopHeBbIM (Root)

STP port #1 status changed:

N3menenue craryca nmopta: Forwarding,
Learning nnu Discarding

Port #1 Autorestart: no link

Hponan JIMHK IIPpH BKIIIOYCHHOM KOHTPOJIC
3aBUCAaHUSA KaMEp IO KPUTCPUTIO JIMHK

Port #1 Autorestart: no reply to Ping

OtcyrcTByet oTBeT Ha 3anpocsl PING npu
BKJIFOYEHHOM KOHTPOJIE 3aBUCAHMSI KaMep
no kpurepuro PING

Port #1 Autorestart: Low Speed Huskast CKOpoCTh Yepes IMopT Mpu
BKJIIOYEHHOM KOHTPOJI€ 3aBUCAHUS KaMep
no kpurepuro SPEED

Port #1 Autorestart: High Speed [IpeBrilIeHNE TIPEAENTA CKOPOCTH YEPES

MOPT IPHU BKIIFOUEHHOM KOHTPOJIE
3aBUcaHMsl kamep 1o kpurepuro SPEED

Web-interface authentication: <IP>

Bxon na WEB-unrepdeiic kommyraropa ¢
IP ampeca <IP>

Update firmware x.x.X

Oo0HoBneHue [10

Default settings

COpoc HacCTpoeK Ha 3aBOJICKHE YCTAHOBKH

Clear ARP cash

Ounctka ARP xsm1a koMMyTaropa

Start after power reset

Crapt PSW nocne cHsiTsI nTUTaHus

Start after reset

Crapt PSW nocne nepesarpy3ku

Voltage on battery is low (below than

44V)

Huzkoe nanpsxenue Ha AKb, Hike 44B

Power souce is battery/
Power souce is external VAC

Uctounuk nutanust PSW ( AKbB nnu
CEeTeBOE HAIPSKEHHE)

Sensor 0 (Tamper) is active!

AKTUBEH naT4uK BCKpbITUA (st PSW-2G+
u PSW-2G6F+)

Sensor 1 (Dry contact) is active!

AKTHBEH BXOJ1 CEHCOpa (CyXOro KOHTaKTa)

Input 1 is active (Open)

AKTHBEH BbIX0OJ 1 (pa30MKHYT)

Unallowed MAC: 01:02:03:04:05:06 Port 1

3anpeménnsiiit MAK nHa nopry 1

Port 1 Error-Disabled

ITopt 1 6611 mepeBenéH B coctosinue Error-
Disabled

Port 1 is Up
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Temperature Sensor event: High Level TemmepaTypa BbIlIE BEPXHETO MOPOTra
Temperature Sensor event: Low Level Temneparypa HH>KE HUKHETO TIOpora
Humidity Sensor event: High Level Bra)xHOCTB BBIIIIE BEPXHETO IMOpora
Humidity Sensor event: Low Level BraxHoCTh HMKE HIDKHETO TIOpOTa

5.3.12 Hactpoiika SMTP
Events — SMTP

Kparkuii ciicoxk TepMHHOB.

SMTP — (Simple Mail Transfer Protocol) mpoTokosn nepemgaun e-mail
coobmienuii no cetu. SMTP ucnonb3yercs ais nepefadyu cOoOIEHUI Ha MOYTOBBIN
cepsep.

ITapamMeTpbl HACTPONKU:
* State — cocrosaue SMTP
* Server IP address - IP agpec nmoutoBoro cepsepa
* Server domain name - JOMEHHOE UMsI IOYTOBOIO CEpBEpPA
* Port - Homep TCP nopra, yepe3 KOTOPbIiA MPOUCXOAUT oTIpaBka nucem (0 -
65534). I1o ymonuanuto 25.
* Sender e-mail address - nouToBbI agpec oTnpaBuTens. B nuceMme
otoOpaxaercs B mojic From
* Receiver e-mail address - noutoBblii anpec nonyyaresnsi. B nuceme
otoOpaxkaercs B noje To. [[1s 70MOMHUTENBHBIX BO3MOKHOCTEN
MOJIB30BATEJIEH IOCTYIHO A0 3 moJIy4yaTenei.
* Subject - Tema nucbMma.
* Login, Password - jioruH 1 1apoJib, €CJIM IIOYTOBBIN cepBep TpeOyeT
npoLeaypy ayTeHTU(PHUKAIIUU.
Ecau 3Tu nosist 3aroIHEHbI, aBTOMAaTUYECKH BKIIFOYAETCA MEXAHU3M
ayTeHTu(uKanuu ¢ cepsepoM. Eciu momst octaBieHbl MyCTHIMU, TO JEHCTBYET
MEXaHU3M 0e3 ayTeHTU(DUKATIIH.

KommyTtaTtop nogaep:;xkuBaet Mmetonl ayreHTudukanuu AUTH

PLAIN u AUTH LOGIN. Ilpu Hactpoiike HeOOXOAUMO yTOYHUTD,

paboTaeT JIM MOYTOBBIN CEPBEP C TAKUMHU METOIAMHU

ayTeHTUPUKaUUU. BOIbIIMHCTBO MyOIMYHBIX TOYTOBBIX CEPBEPOB C
TUMU METOJIaMH HE paboTaloT.

[To ymonuanuto, ecnu ykaszad [P agpec cepBepa, cooOIIeHUST HATIPABIISIFOTCS Ha
3TOT aapec. [{ns ucrnonb30BaHusl JOMEHHOTO UMEHH, ycTraHoBuTe Server IP address
B 0.0.0.0 u ykaxute 1oOMEHHOE UMs B moJjie Server domain name.

IIpumepsbl HacTpoiiku SMTP
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st mpoBEpKHU KOPPEKTHOCTH HACTPOEK €CTh BO3MOXKHOCTh OTIIPABKU
TE€CTOBOTO MUChMA.

Send test e-mail

Subject |

Message | |

[Ipu Haxxatuu Send, TUCEMO OTIIPABISAETCS, €CJIHM B MPOLECCE BO3HUKIIN OIIMOKH,
OyzieT cOOOIIEHO O HUX
CyuiecTByeT HECKOJIBKO BAPUAHTOB OPTraHU3ALMK pa0OThI AIEKTPOHHOMN MOYTHI:
e B 510KanpHON CETH HAXOAUTCS CIIENMAIBHO BBIIEICHHBIN IOYTOBBIA CEPBEP.
e licrionb3yeTcs BHEIIHUI TOYTOBBIN CEPBED.

VY Kax10r0o BapraHTa €CTh CBOU JOCTOMHCTBA U HEJOCTaTKH. BapuaHT ¢
BBIJICJICHHBIM TIOYTOBBIM CEPBEPOM MOYKHO TIOPEKOMEHI0OBATh B TOM CIIydae, €CIIH
ceTb BUACOHAOIIOIeHUST PU3UUECKU OTAeNeHa OT ceTH VHTepHET U HEBO3MOYKHO
MCIIOJIb30BaTh BHEITHHE MTOYTOBBIE CEPBHCHI, THOO B CETH YK€ CYIIECTBYET
MIOYTOBBIN CEpBEP U HE TPeOyeTCs JOMOTHUTEIBHBIX YCHUIIHIA TIO CO3/IaHUIO0 U
NOJIEPIKaHUI0 paboThI cepBepa. Mconp30BaHne BHEITHUX MTOYTOBBIX CEPBHCOB
JieIaeT HaCTPOUKY MPOIIIe U ObICTpee, N30aBIsSET OT HEOOXOAMMOCTH COACPIKATh
MIOYTOBBIH CEPBEP, OJTHAKO B TAKOM CIydae TpeOyeTcs MOCTOSTHHOE TOIKITIOUEHHE K
cetu IHTEpHET, 4TO HE BCET/Ia MOKET OBITh BO3MOXHBIM H3-32 MOJUTHK
0€30MacHOCTH MPEANPUSITHSL.

5.3.12.1 IIpuMep HACTPOMKHM € MOYTOBBIM CEPBEPOM BHYTPH JIOKAJBHON CeTH

=

SMTP client
182.168.0.3

SMTP server
1592.168.0.2

e

PSW-2G
192.168.0.1

Puc. 5.3.12.1.1 Ctpykrypa cetu

IMocTaBum 3a1a4y ciaeayomumM o0pa3om:

[TycTs Tpebyercs nHactpouts SMTP Ha kommyTaTope SW2 (PSW-2G) c IP
192.168.0.1 nyst OTCHUIKM COOOIIEHUM 00 U3MEHEHUH JIMHKA Ha MOPTaX KOMMYyTaTopa
PSW-2G Ha komnbrotep oneparopa 192.168.0.3.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 29



T Fortis

[Tockonbky mpotokosn SMTP He npeanonaraeT xpaHeHUE COOOIICHHUI U BbIAYY UX
MOYTOBOMY KJIMEHTY, B CETh HEOOXOIMMO BKIIFOUUTH IMMOYTOBBIN CEPBEP
(192.168.0.2).

BriGepem ni1st Hame cetu TOMEHHOE UMsI companyname.com
s PSW-2g BeiOepem e-mail anpec psw2g@companyname.com,
st SMTP cepepa - server(@companyname.com,
JUIsL KITMeHTa - client@companyname.com .

Hacrpoiika PSW

[lepBoe — 310 TpeOyeTcs yKazarh COOBITHE, TPU HACTYILJICHUU KOTOPOTO
OyJIeT BhIChIIATHCS cooOIIeHre. B Hamiem citydae 3To cOObITHE U3MEHEHHUS JTMHKA.
Jiist atoro Bo Bkiagke Events — Event List craBum rajgouky HarpoTHB HY>KHOTO

COOBITHS.
trap:

Port.link 7 (4) Warning hd
Port.PoE (7) Debug -
STP (7) Debug -

Puc. 5.3.12.1.2 BeIOMpaeM HyKHO€ COObITHE

Teneps Hactpoum SMTP

[Tepexonum Bo Bkiaaky Events — SMTP.
Pazpemaem padory SMTP, ycranaBnupaem IP agpec cepsepa,
ycTaHaBnuBaeM e-mail agpec ornpasutens (T.e. PSW) psw(@companyname.com,
yCTaHaBJIMBaeM e-mail ajpec OCHOBHOTO MoJIydaTes server(@companyname.com,
TaK)K€ yCTAaHOBHUM 3aIlaCHOM ajipec server2(@companyname.com, Kyia 0yayT
TyOIMpOBaTHCS COOOIIEHUS.

3aronoBok nuchkMa «PSW-2G logy.
[Tonst Login u Password ocTaBisieMm myCThIMHU: MBI HE OyJeM HCIIOJIb30BaTh
ayTeHTU(PUKALIUIO.
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SMTP server settings

@ T Fortis

State Enable -

Server IP address 192 168 0O 2
Port 25

Sender e-mail address pSW2g@companyname.com
Receiver e-mail address 1 server@companyname.com
Receiver e-mail address 2 server2@companyname.com

Receiver e-mail address 3

Subject PSW-2G_log

Login

Password

Puc. 5.3.12.1.3 Hactpoiika SMTP B PSW

Haxxumaem «Apply». Hactpoiiku nprumMeHsroTCS.

Teneps nepexoauM K HaCTPOUKE IOYTOBOIO CepBEpPa

CymiecTByeT OO0JIBIIIOE YHUCIIO MPOTPAMM MTOYTOBBIX CEPBEPOB MO PA3TUIHBIC

OC u noanepKuBaroLIMe pa3InyHble TPOTOKOJbI. J[J11 Hac BaxHa nogaep:;kka SMTP
u POP3.

B kauectBe npumMepa nouroBoro cepsepa nog Windows paccmorpum Office

Mail Server (https:/www.box.com/oms) 3To 6ecriaTHas nporpaMma ¢ HECJI0KHOM
HaCTPOMKOMU.

TexHuyeckas noAnepKKa U UHCTPYKLHUH TOCTYIIHbI HA CalTe:

http://oficemailserver.livejournal.com/

YcranaBnuBaem IIporpamMmy, 1 IocCJjic 3alryCKa 6y,716T AOCTYITIHO I''TaBHOC OKHO!

’
ﬁ Office mail server

|Exit Options  Command

03 Dec 2012 13:35:48 SMTPSREW: User loggedin

03 Dec 2012 13:35:50 SMTPSAY: Meszage DOEEBDAS from pew2@forttel. com (112 bytes] processed
03 Dec 2012 13:35:50 SMTPSAY: The meszage iz local. Removed from output queus.

03 Dec 2012 13:35:50 SMTPSEY: Dizconnected. "W aiting for new session,

03 Dec 2012 13:35:52 SMTPSAY: Connection request from 192.168.0.2

03 Dec 2012 13:35:52 SMTPSAY: User logged in

03 Dec 20012 13:36:39 SMTPSEY: Dizconnected. “Waiting for new session.

03 Dec 2012 13:36:29 SMTPSAY: Connection request from 192.168.0.2

03 Dec 2012 13:36:39 SMTPSAY: User logged in

03 Dec 2012 13:36:41 SMTPSAY: Meszage DOEFS534 from pew2(E@forttel com [88 butes) processed
03 Dec 20012 13:36:41 SMTRPSREY: The message iz local. Removed fram output queue.

03 Dec 2012 13:36:41 SMTPSAY: Dizconnected. ‘W aiting for new seszion,

03 Dec 2012 14:22:05 SMTPSAY: Connection request from 192.168.0.2

03 Dec 20012 14:22:05 SMTPSEW: Uzer loggedin

03 Dec 2012 14:22:07 SMTPSAY: Meszage 01191055 from pew2E@forttel com [92 butes) processed
03 Dec 2012 14:22:07 SMTPSAY: The meszage iz local. Removed from output queus.

03 Dec 20012 14:22:07 SMTPSEY: Dizconnected. “Waiting for new session,

SMTP client off POP3 client off

Puc. 5.3.12.1.4 I'maBHOE okHO miporpammbl Office Mail Server
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B mento Options->SMTP/POP3 server options ycranoBuTe
Local domain name: companyname.com

N B mone Users no6aBbeTe moiab3oBates client. 3aTeM ycTaHOBUTE THII ITOJIH30BATEIIS

[BOSS].

Office mail Server noaaepxuBaeT cieAyoMKe CleHHATN3UPOBAHHBIE TUIIBI
ITOJIb30BATEIICH:

1. Postmaster — mosib30BaTeb, OTBETCTBEHHBIN 32 PaOOTY U COMPOBOXK/ICHUE
Office mail Server. O nonyyaer cnenuaibHble cO0OEeHus, (HOPMUpPYEMBIE
CUCTEMOI B clly4yae OUIMOKH.

2. Daemon— ucnosnp3yeTcs 1l AMCTAaHIMOHHOIO 3aITyCKa CBSI3U C BHEIIHUM
SMTP/POP3 cepBepom, 1151 OTIIPABKH U MOTYUYEHUsT COOOIIEHUI

3. Boss— moinp30Barenb KOTOPOMY MOMAAar0T KOITMH BCEX COOOIICHHH,
otnpasisieMbix uepe3 SMTP cepsep.

[ SMTP/POP3 server options =
I aildrop folder: |D:\Program Fileg\Office Mail Serversmaildroph
Outbound queue folder: |D.\F'rugram Filez\Office Mail Server.queus’ Cancel
Local domain name:  |companynarne. com Log file size, KiB '4—

‘w'arning! These options will take effect only after OFMRBSY restart

POP2 server mins on port [110 S TP gerver runs on port |25
POP3 and SMTP servers timeout, sec. |45
Size limit for outbound messages, kil [0 - na mit) |0
™ Use IP filter to imit access to servers 1P filter

i

: Local users

i User | Alias [ Optional Add
i

i

i

postmaster [POSTMASTER] Change
daemon [DAEMOM]

client [BOS5] R
—_— emove

Postmaster
D aernon
d i, C Boss...

Puc. 5.3.12.1.5 Hacrpoiika mporpammer Office Mail Server

Bo Brianke Options->Transaction options:
Ycranosuts IP aapec cepBepa, ycTaHOBUTH TalKy «Automatically send outbound
message 1if found», otkmounTts aBTOopuzanuto 1 SMTP (knonika SMTP login...)
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Transaction opticns J—

SHMTE zepver |192.168.0.2 SMTP port |22 SMTP login...

v Autamatically zend outbound messages i found [checks them every 1 minute]

POP3 t
accounts [v Use LAN connection

Server ] Login | B | Port | Deliver to | W R e dem e onR e hon

Cancel

127.0.0.1 postmaszter 110 [SORTER]

|
'I_,.
o

=

Add Change | Remove ‘

“wait for servers, seconds 120

Puc. 5.3.12.1.6 Hactpoiika nmporpammer Office Mail Server

Teneps Bce cO0OIIEHUS, MPUXOISALTUE HA CEpBEp, OYIyT MepechuIaThCs

KIueHTy client@companyname.com

Hactpoiika KineHTa

T Fortis

Hacrpoiika kaueHTa He NpeCcTaBIseT 0COObIX cioxHOCTel. [IpuMep HacTporKU Ha

npumepe Mozilla Thunderbird:

- — 5
Hactpo#ika yu&THoi 3anucu noutel — @
Bawe npma:  client Bawue nma, kak oHo oToBpaxaeTca y Apyrix

Appec 3n. nouter  client@companynarme.cor

Mapone: =

3anoMHWTE Napoe
{1, Thunderbird ne yaanoce HaiiTh HACTPOMKKM N8 BaWER YYETHOM 3aNMCH NOYTBL
Wmn cepeepa Mopr SSL AyTeHTndmkauna
Bxogawas: | POP3 - 192.168.0.2 110 - [ Her - ] [ABToonpep,eneHne - ]

HMcxogawas:  SMTP 192.168.0.2 - 25 - [ Her - ] [ bBes ayTeHTrguranmmn - ]
Wma nonezoeatens: client
JononHuTensHan HacTpoiika Cozpate yuETHyIO Sanuch

Puc. 5.3.12.1.5 Hacrpoiika nouroBoii nporpammel Mozilla

Thunderbird

[Tocne okoHYaHMs BCEX HACTPOEK MOXKHO 3aiiTn Ha Web-unTepdeiic Ha
BKJIagKy SMTP Settings 1 MpOKOHTPOIUPOBATH OTIPABKY TECTOBOTO COOOILIEHHUS.
3anonHute nois Subject 1 Message 1 oTripaBbTE MUCbMO. Eciiu BCe HACTPOEHO

npaBuiibHO, Mozilla Thunderbird yBenoMuT 0 HOBOM MHCHME.
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Send test e-mail
Subject
Message

Send

Puc. 5.3.12.1.6 [IpoBepka TECTOBBIM COOOIIIEHUEM

5.3.13 Hacrtpoiika BX010B/BbIX0/10B

Special Functions — Inputs/Outputs

KommyTaropel PSW B 3aBUCMMOCTH OT MOJEIN OCHAILIEHBI pa3beMaMHU JIJIs
MOJAKITIOUECHHS] KOHTAKTHBIX JIATYUKOB (CYXHUX KOHTAKTOB) U/UJIM BCTPOSHHBIMU
JTaTYMKaMu BCKPBITUsS. OHU MOTYT UCTIOJIb30BATHCS JIJIA 11eJiel 0€301MacHOCTH,
HaIpuMep, JUIsl KOHTPOJISI BCKPBITHS MIKada.

Cy1ecTByeT 1Ba BapraHTa Nepejaud TPEBOKHOTO COOBITHS:

1. Uepes npotoxkoibl Syslog, SMTP, SNMP Trap. [Ipu cpabaTsiBanuu Cyxoro
KOHTaKTa opMHUpPYETCs COOOIIeHHE, KOTOPOE B OTIPABISETCS HAa CEpBEp, TIe
OpraHu3yercs npuém, JOrupoBaHue U HHHOPMUPOBAHHE OTIEPaTOPa O
BO3HUKILIEM COOBITHH.

2. C ucnonb3oBanueM 0okoB uarerpanuu Teleport-1, koTopslii uMeeT
U (pOpBbIE BBIXObI, MOKHO HACTPOUTH TPAHCIISILIUIO CPabATHIBAHUS CYyXOTO
KoHTakTa B kommyTtarope PSW na Beixon B BU Teleport. [{pyrumu cnoBamu,
€CJIM MPOU30IILIO 3aMbIKaHHUE BX0/1a HA KOMMYTATOpe, KOTOPbIH 3HAYUTEIHHO
yaanéH oT cepBepa, To Ha Oyioke unrerpanuu Teleport, KOTOPBI MOKET
YCTaHaBIIMBAThCS B CEPBEPHOIM OJTHOBPEMEHHO 3aMbIKaeTcs BbIxoA. U yxe
BBIXOJ] MOKHO MPOCTO MOJKIIOYUTH K JT1000# oxpanHou cucteme. [lonpodno
HacTporika cBsizku PSW-Teleport paccmorpena B pazaene 5.3.27.

Sensors (on main board)

State Alarm State Current State
Sensor 1 | |Enable V|| |Short v|| Open
Sensor 2 | |Enable V|| |Short v|| Open

Puc. 5.3.13.1 Hactpolika cyXxux KOHTaKTOB
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e State - pa3penieHue paboTsl Bxo1a. ABapuitHOe coo0IIeHne Oy aeT
OTIIpaBIICHO, eciiu State ycranoBieHo B Enable, u npou3zonuio coBnaaeHue
Alarm State u Current State, a Takxe yctaHoyieHa rajouka Inputs/Qutputs
BO BKiaake Events List.

e Alarm State - cocTosiHHE BX0/1a, KOTOPOE CUMTAETCS aBapHUITHBIM.

e (Open - pa30MKHYTO€ COCTOSIHHUE
e Short - 3aMKHYTO€ COCTOSIHHE
o Any Change — nt060€ U3MEHEHUE COCTOSTHUS

e Current State - Teky1iee COCTOSIHUE BXO/1a.

5.3.13.1 Pegeiinblii BHIXO]]

HexkxoTopbie Mogen KOMMYTaTOPOB UMEIOT BCTPOEHHOE ONTOPENE, KOTOPOE MOKHO
WCIIOJIB30BaTh ISl YIPABJICHUS PA3IMYHBIMU UCTIOJHUTEIbHBIMHA YCTPONCTBAMM.
VYrpaBiienue peiie BO3MOKHO B IByX PEXKUMAX:
1) Pyunoe ynpasnenue. (uepe3 web-unrtepdeiic, snmp, http-api)
2) Tpancnusus cocTosiHUE BXoJla ¢ yAaIEHHBIX ycTpoicTB (Hampumep 610k0B
unrerpanuu Teleport-1). [Tonpobuee B paznene 5.3.27.

5.3.13.3 JlaTyuk TeMnepaTypbl/BJasKHOCTH (OIMIUA)

Statistics — Device Info

Temperature/Humidity sensor | SHT30

Temperature 31.1°C

(R

Humidity 7
Temperature: Max level

Temperature: Low level

Humidity: Max level

[y =
= =
(=] =

Humidity: Min level

Puc. 5.3.13.3 Hactpoiika cyXux KOHTaKTOB
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KommyTatopsl PSW cepun UPS+ noaiepKuBarOT MOAKIIOYEHUE JOTOJIHUTEIBHBIX
JATYMKOB TEMIIEpaTypbl U BIaXXHOCTU. Ha TaHHBII MOMEHT MOIEPKUBAIOTCS
matyuku DHT-11 u SHT-30.

JI71s1 AaTYMKOB MOYKHO 33]1aBaTh TPAHUYHbBIC YCIOBUS, IIPU MPEBBIIIEHUHA KOTOPBIX
OynyT (hopMUPOBATHCSI COOBITUS B CUCTEME MOHUTOPHUHTA.

* Temperature: Max level — BepxHss rpaHUIIa TEMIIEPATYPHI
* Temperature: Low level — HIKHSS rpaHuIia TEMIIEPATYPBI
*  Humidity: Max level — BepxHsis rpaHuIia BIQKHOCTH

*  Humidity: Min level — HIxH: rpaHua BIaXXHOCTH
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5.3.14 Hactpoiika VLAN 802.1q
VLAN — 802.1q Static VLAN

TepMHUHBI U COKpaLIIEeHUS

VLAN (Virtual Local Area Network) — rpymnma ycTpoiicTB, UMEIOIIUX
BO3MOYKHOCTb B3aUMOJICHCTBOBATh MEKy COOOI HANpsIMYIO Ha KaHAJIIbHOM YPOBHE,
XOTs (U3NYECKH [TPU ITOM OHU MOTYT OBITh MOJIKJIFOUEHBI K PA3HBIM CETEBbIM
koMMyTaTopaM. M Hao0opoT, ycTpoiicTBa, HaxoAsamuecs B pasHbix VLAN'ax,
HEBUJIMMBI IPYT JUIsl Ipyra Ha KaHAJIbHOM YpOBHE, Aa)K€ €CJIU OHM MOAKIIOYEHBI K
OJIHOMY KOMMYTATOPY, U CBA3b MEXIYy ITUMHU YCTPOMUCTBAMHU BO3MOXHA TOJIBKO Ha
CETEeBOM M 00Jiee BHICOKHX YPOBHSX.

VID (VLAN ID) — HoMep BUPTYyaJIbHOU CETH

VTU (VLAN Table Unit)- Tabnuia, cogepsxariasi CliiCOK BUPTYaJIbHBIX
ceTell, CKOHPUTYPUPOBAHHBIX HAa JAHHOM KOMMYTaTOpe

Managment VLAN ID - nHomep VLAN nns cetu ynpasnenus. JJoctyn k
WEB unTepdeiicy BO3MOXKEH TOIBKO U3 JAaHHOU CETH.

VLAN List - Tabnuia, npeaocTapiionas HHPOPMALMIO O HACTPOCHHBIX
BUPTYaJIbHBIX CETAX HA KOMYTaTOPE, COCTOSIHUU U TIOPTaX, MPUHAJICKAIIUX
nanHomy VLAN.

VTU Table - VTU (VLAN Table Unit)- Tabnuna perakTUpOBaHUs

BUPTYaJIbHBIX CETEH, 3alUCh B ATOM TaOJIUIIE COECPKUT CICAYIOITUE TTOJIS:

e VID - (VLAN ID) — HOMEp BUPTYyaJIbHOI CETH.

e State - Cocrosinne. Co3ganabii VLAN MOXXHO BpEMEHHO UCKIIFOUUTh U3

paboThl, ycTaHOBUB cocTosiHue Disable.

e VLAN Name - ums BupTyanbHoii cetu (10 16 cumBonB). Mcnonb3yercs

TOJIBKO IS yJ100CTBa HacTpoiku. [losie siBisieTcs HeoOA3aTEIbHBIM IS

3ar0JIHCHHUSI.

Cocrosinue nopta B 1anHOM VLAN. [TopT MOKeT ObITh B 3-X COCTOSIHUSIX:

e NoMem (Not a member) - mopt He siBIseTCA WieHOM qaHHOoro VLAN.

e UnTag (Untagged) - HeterupoBaHHBII1 IOPT (access MOPT) MO3BOISIET
00BbeMHATH BbIOpaHHbIe TOpThI B 0uH VLAN.

e Tag (Tagged) - rerupoBannsiii nopt (trunk nmopt). [ns TerupoBanHoro nopra
MOYXHO YCTaHOBUTH B COOTBETCTBHE HECKOIBKO VID.

OxoHYaTeIbHOE MPUMEHEHUE HACTPOEK MMPOUCXOAUT TOJIBKO MOCIIEC HAXKATUS Ha
KHONIKY Apply.

KommyTtarop nogaepxusaer 10 100 paznuunsix VLAN.
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5.3.14.1 lIlpumep nactpoiiku VLAN
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[TycTh HEOOXOIMMO HACTPOUTH BUPTYaAJIbHBIE CETH TaK, KaK MOKa3aHO Ha CXEME.

Puc. 5.3.14.1 Tononorus cetu

I'ne VLAN 1 — cetb ynpaBiieHus1, ¢ €€ NOMOIIbI0 noAkiIoyaeMcs kK WEB
uHTepdeiicy kommyraropo SW1, SW2, SW3.
VLAN 2 u VLAN 10 — nonb3oBarensckue VLANGBI

Hauynewm koH(urypaiuro ¢ camoro yaaJeHHOro KommyTtaropa SW2.

IToptel FE1, FE2 npunaanexat Tojibko VLAN2 1 moaKII04€Hbl K KOHEYHBIM
YCTPOMCTBaM, CIIeIOBATEIILHO 3TH MOPTHI — untagged mopThl. AHAJIOTUYHO U JUIS
nopta FE3: on npunannexut Toibko VLAN10. Ho uepe3 nopt GE1 npoxoast cpazy
3 VLAN: VLANI,VLAN2, VLANI10, nosTomMy OH TETUPOBAaHHBIN MOPT.

Hcxons u3 aToro YCTaAaHOBUM CJICAYIOIINC 3HAYCHU:

Managment VLAN ID

VLAN List

VID
1

2
3

VTU Table

VID
1

2
3

State

Enabled
Enabled
Enabled

State

Enabled
Enabled
Enabled

VLAN Name
Default

V2

V3

VLAN Name
Default

V2

V3

FE#1 FE#2
NoMem NoMem
UnTag UnTag
NoMem NoMem

FE#3
NoMem
NoMem
UnTag

Tagged Untagged
GE#1

GE#1 FE#1 FE#2
GE#1 FE#3
GE#1 GE#2
Tag NoMem
Tag NoMem
Tag NoMem

Puc. 5.3.14.2 Hactpoiika B SW2

Haxxmewm kHorniky Apply. CBs3b ¢ yCTpOMCTBOM IIPONAIET.
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Koudurypupyem kommyrtatop SW3.

YcraHoBum CICAYIOIHNC 3HAYCHUA:
Managment VLAN [D

VLAN List
VD State VLAN Name Tagged Untagged
1 Enabled Default GE#1 GE#2
2 Enabled V2 GE#1 GE#2
3 Enabled Vi GE#1 GE#2
VTIU Table
VID State VLAN Name FE#1 FE#2 FE#3 GE#1 GE#2
1 Enabled Default NoMem NoMem NoMem Tag Tag Edit
2 Enabled V2 NoMem NoMem NoMem Tag Tag Edit Delete
3 Enabled V3 NoMem NoMem NoMem Tag Tag Edit Delete
Apply Add New VLAN
Puc. 5.3.14.3 Hactpoiika B SW3
Haxxmem kHOnIKy Apply. CBA3b ¢ yCTPOWCTBOM IIPONAJET.
Koudpurypupyem kommyrtatop SWI.
YcranoBum CICAYIOMME 3HAYCHUA!
Managment VLAN ID
VLAN List
VD State VLAN Name Tagged Untagged
1 Enabled Defanlt GE#2 FE#1
2 Enabled V2 GE#2 FE#2
3 Enabled V3 GE#2 FE#3 GE=z1
VTU Table
vID State VLAN Name FE#1 FE#2 FE#3 GE#1 GE#2
1 Enabled Defauit UnTag NoMem NoMem NoMem Tag
2 Enabled V2 NoMem UnTag NoMem NoMem Tag Edit] Delete
3 Enabled V3 NoMem NoMem UnTag UnTag Tag Edit Delete
Apply Add New VLAN

Puc. 5.3.14.2 Hactpoiika B SW1

HaxxmeMm kHomiky Apply. CBsi3b € yCTPOWCTBOM MPOMAJIET.

[Tociie HaCTPOMKM MOCHEAHETO KOMMYTaTOpa, Mbl JOJKHBI ¢ [IK, moakiroueHHoro k
nopty FE1 xommyTtaTopa SW1 3aiitn Ha WEB unrepdeiic kommyTaTopoB
SWI1,SW2, SW3. A ¢ apyrux mopToB 3TO CJI€JIaTh HE YAACTCS.
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5.3.15 Hacrpoiika Port Based VLAN (VLAN na 0a3e nopra)
VLAN — Port Based

Port Based VLAN sBisieTcst IpOCTEHIIIMM MEXaHH3MOM OpTaHU3aIllin
BUPTYQJIBbHBIX CETEH, pa3rpaHUUYMBasi JOCTYIl HA YPOBHE KOMMYTAIlOHHON MAaTpPHUIIbI
koMMmyTaTopa. Port Based VLAN He ucnonb3yet TerupoBanue maketon. Kaxapiid
OTAEJIbHBIN MOPT MOKET BXOAUTH TOJBKO B 0JuH VLAN.

Ooparure BHUMaHue!
Port Based VLAN noctyneH Toiabko Ha kommyTaTopax PSW

VLAN Ha 0a3e mopra HacTpauBaeTcs CJIeAYIOIUM 00pa3om:
1. Pazpemuth padoty Port Base VLAN.

2. YCTaHOBUTH rajJlOuYKu B COOTBETCTBYIOIIUX STYEHKAX KOMMYTAllMOHHOMN
MaTpULbIL.
3. Ilpumenuts HacTpoiiku (Apply)

IIpumep.

Heobxoaumo Hactpouts 2 BupTyanbhbie cetu: VLANI —noptel 1 u 2, VLAN2 —
nopTsl 3 U 4. PaccTaBiisieM TaJIOUKH Kak MOKa3aHO HA PUCYHKE

Incoming

,_.
[
[

B
(=]
[

1\ M| 0O10(0)| 0O
2| OO0 |0
30|00 (08

Outgoing
-7 OOl &8 | & | 0O 0
sl ojo| & | O

600|000 0|+
Puc. 5.3.15.1 ITpumep nactpoiiku Port Based VLAN

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 40



T Fortis

5.3.16 Hactpoiika QoS (Quality of Service)

Ucnonb3oBanue [EEE 802.1p QoS mo3BossieT npuopute3npoBath Tpaduk U
BBIJICIIUTh HEOOXOANUMYIO TIOJIOCY TIPOITYCKAHUS IS TPUJIOKEHUH, UyBCTBUTEIBHBIX
K 3amepxkamM, Bkimrodas VolP (mepemnaua rosnoca o IP) u BuneokoHdepeHuro.
Heobxonumas mosioca npomyckaHusi CO3/1a€Tcsl 32 CYET MEHbIIIEH CKOPOCTH
nepeaavyy JaHHBIX NPUII0KEHUN, HE UyBCTBUTEIBHBIX K 3a/I€PKKE.

KommyTtaTtop opranusyet 4 oTJieJbHbIE alnapaTHbIE OuYeped Ha KaKJIOM
bU3UYECKOM MOPTY, MPU ITOM MOCTYIMAIOIIUE OT PA3IMYHBIX MPUIOKEHHUMN MaKeThl
MOJIy4at0T COOTBETCTBYIOIIUM MPUOPHUTET.

[Ipu »TOM KOMMYTATOp MOJICPKUBAET 3 TUIIA TPUOPUTETA:

1) mo HOMepy mopTa

2) no metke CoS

3) o metke ToS (DSCP)

5.3.16.1 ba3oBas HacTpoiika

QoS — General Settings

Ha Bknaake «General settings» yka3piBaeM OCHOBHBIE TapaMETPhbI

State Enable

CoS Scheduling mechanism | Weighted fair priority

Port | Priority mode | Default priority

1 CoSonly ¥ Priority 0 +
2 CoSonly Priority 0 =
3 CoSonly ¥ Priority 0 +
4 CoSonly =« Priority 0 -
5 CoSonly Priority 0
6 CoSonly =« Priority 0 -

Puc. 5.3.16.1.1 Hactpoiika QoS
State — BriTIOUeHUE/BBIKIIIOUEHHE PA00THI QO0S
CoS Scheduling mechanism - Tun paGoThI MJIAHUPOBIIIUKA OYEPEICH:

1. Weighted fair priority - makeTsl ¢ pa3HbIM IPUOPUTETOM 00padATHIBAIOCS
KOMMYTAaTOpPOM B COOTHOIIEHUH 8:4:2:1. T.e. KOMMYTaTop B OJIHY €/ICHHUILY
BpeMeHH OyzieT 00pabaThiBaTh § MaKETOB C BEICOKUM MPHOPHUTETOM, 4 MaKeTa
CO CPEIHUM INPHOPUTETOM, 2 MaKeTa C HU3KUM IPHOPUTETOM U | maker ¢
HU3ILIUM [IPUOPUTETOM.

2. Strict priority - makeTsl ¢ 60Jjiee BHICOKUM IPUOPUTETOM OYyIyT
00pabaTbIBaTHCS MEPBBIMU, JJO TE€X MOP MOKA OYEPEAb BHICOKOIIPUOPUTETHBIX
NAaKEeTOB He cTaHeT mycToi. [Ipu 3ToM nakeTsl ¢ 00siee HU3KUM IPUOPUTETOM
OyIlyT HAXOJUTHCS B OUEPE/IH.
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ITo ymonuanuio pekoMeHIyeTcs ycTaHaBiauBath pexxuMm Weighted fair priority.

Priority mode - npuoputet Bridopa CoS unu ToS.

e CoS only - aktuBeH Tonbko COS ¥ MPHOPUTET MAKETA ONPEAEIIAETCS
cooTBeTcTBeHHO TOJbKO 110 Toit0 CoS (Class of Service) B Ethernet dpeiime.

e ToS only - akTuBeH TobKO TOS U MPUOPUTET MAKETA ONPEAECIAETCA
COOTBETCTBEHHO TOJIbKO 110 TIoIt0 ToS (Type of Service) B 3aromoske IP.

e CoS & ToS - aktuBHbI 00a Buja o0cnyxuanust CoS u ToS, Ho ecnu
PUXOAUT MAKET, COAEP KAl 00a MoJIsi MPUOPUTETA, TO BHIOOP MPHUOPUTETA
OCYIIECTBIISIETCA 10 moJito ToS.

Default priority - npuopurer no-ymonuanuto. Korna Mmexanusm QoS akTUBEH U
MPUXOJUT TAKEeT, HEe COJIEPrKalINil B ce0e MOl MPUOPUTETA, EMY NPUCBAUBACTCS
cooTBeTCTBYIOMIMI COS MPUOPUTET MO YMOJIYAHUIO U OH 00pabaThiBaeTCs Kak
TErMPOBAaHHBIN NAKET C COOTBETCTBYIOIIMM MPUOPUTETOM.

CymectByer 8 mpuoputetoB CoS. [Ipuopurersl HymepyroTesa oT 0 — HU3IMl
OPUOPUTET /10 7 — HAUBBICIIUNA IPUOPHUTET.

5.3.16.2 OrpanuyeHune CKOPOCTH

QoS — Rate Limit
Port | RX limit TX limit
1 0 0
2 a a
3 a a
4 0 0
5 0 0
6 0 0

Puc. 5.3.16.2.1 HacTpoiika orpaHu4eHusI CKOPOCTH

JlocTynmHO HacTpauBaeMoe OrpaHUYECHHE IO MAaKCUMAaJIbHOM CKOPOCTH MpreMa
U Tiepeiauu i KaXKI0ro mopra.
RX limit - orpannyenue Bxoasuiero tpaguka B Kour/c
TX limit - orpannyenue ucxoasuiero tpadguka B Kour/c
IIpumeuyanue 1: orpaHnveHre CKOPOCTH JOCTYIHO B uHTepBaje ot 64 Kour/c no
102400 Kowut/c ayist noproB FastEthernet u mo 256000 K6ut/c ais moptoB
GigabitEthernet.
IIpumeuanue 2: Eciau mopt pabotaet 6e3 orpanudenus, To B moyist RX limit u TX
limit ycranosute 0
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5.3.16.3 Hacrpoiika Class of Service
QoS — CoS

Priority Queue

Prioritv 0 | Queue 1 ~
Prioritv 1 | Queued -
Prioritv 2 | Queue 0 ~
Prioritv 3 | Queue 1 ~
Prioritv 4 | Queue2 «
Prioritv 5 | Queue 2 «
Prioritv6 | Queue 3 ~

Priority 7 | Queue3 =

Puc. 5.3.16.3.1 Hacrpoiika CoS

[Tone Class of Service (CoS) — 3 6uta B Tere 802.1Q Ehernet-kaspa.
[To3BossieT pa3aenuTh Tpadhuk HA 8 MPUOPUTETOB C PA3IMUHON MAPKUPOBKOW Ha
KaHalbHOM ypoBHE. KomMmyTaTop nojiaepxxkuBaet 4 ouepeau oocimyxuBanus: Queue
0 - Queue 3. ITpuueM Queue 3 - ouepeap ¢ HAaUBBICIIMM ITpUOpUTETOM, a Queue 0 -
ouepe/ib C HAUMEHBIIIUM PUOPUTETOM.

Hactpoiika npumeHuTcs, eciiv yctaHoBiieHo 3HaueHue CoS State:Enable Bo
Bkimaake QoS General Settings.

ITo ymMOI4aHHIO, HPUOPUTETHI PACTPEAEIEHBI [0 OYEPEISIM TAK:
[Tpuoputet 0 npunaanexur ouepenu Queue 1
[Tpuoputer 1 npunamiexut ouepeau Queue 0
[Ipuopuret 2 npuHamnexut ouepeau Queue 0
[Ipuopuret 3 npuHammexut ouepenu Queue 1
[Ipuopuret 4 npuHamexut ouepenu Queue 2
[Ipuopuret 5 npuHamexut ouepenu Queue 2
[Ipuoputet 6 npuHaanexut ouepenu Queue 3
ITpuopurer 7 npunauiexkut ouepeau Queue 3
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5.3.16.4 Hactpoiika Type of Service

QoS — ToS

DSCP | From: 0

DSCP
0

1

"
“

10

11

13
14

15

Type of Service (ToS) — none B [P-3aronoske (1 6aiit). [Ipennasnadeno s

Queuve

Queve 0
Queue 0
Queue 0
Queue 0
Queue 0
Queue 0
Queue 0
Queve 0
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1

Queuve 1

-

To: 0~

DSCP | Queue

Queuve 1
Queue 1
Queue 1
Queue 1
Queue 1
Queue 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1

Queuve 1

Queue -

DSCP

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

Quene

Queune 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2

Queune 2

DSCP | Queune

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

Puc. 5.3.16.4.1 Hactpoiika ToS

Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3

Queue 3

T Fortis

MapKupoBKH Tpaduka Ha ceTeBoM ypoBHE. KommyTtaTtopsr PSW moryT onepupoBath
[P nakeTamu, B KOTOPBIX MO/JI LIETM MAPKUPOBKHU MPETyCMOTPEHO COOTBETCTBYIOIIEE
nose B 3arosioBke - [P Type of Service (ToS) pazmepom oaun 6aiit. ToS 3anonHen

kiaccupukxaropom DSCP.

Hacrtpoiika npumenuTcs, eciiv yctaHoBiieHO 3HaueHue CoS State:Enable Bo
Biutajike QoS General Settings.

[To ymMon4aHuio, MPUOPUTETHI PACTIPEEIICHBI IO OYEPEISIM TaK:
[Tpuopuretst 0-7 npuHamiiexar ouepean Queue 0

[Tpuopuretsl 8-31 npunamnexar ouepeau Queue 1

[Tpuoputetst 32-55 npunaanexat ouepenu Queue 2
[Tpuoputetsl 56-63 npunaanexar ouepenu Queue 3
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5.3.17 Hactpoiika STP u RSTP
STP/RSTP — RSTP Settings

Buneokamepsi
~

o &

& - STP/RSTP & o

Buneokamepb!

Buﬁeoxamepb\

Root Bridge

==t

e ONTWXA 1000BaS0-X
— Mean 10008ase-T

Bupeocepsep - Meas 10/100Base-TxoPoE

Puc. 5.3.17.1 Tomomorust TUIa «KOJIBIIO»

Jliis oOecrieueHns 3aluThl KAaHAJIOB CBSI3U OT €MHUYHOrO OTKa3a HEOOX0IUMO
UX pe3epBUpOBaTh. PezepBupoBaHre HEU30EKHO BEIET K BOSHUKHOBEHUIO
KOJIBIIEBBIX YYACTKOB CETH - 3aMKHYTHIX MapiipyToB. Ctanaapt Ethernet,
IIPEeLyCMaTPUBAET TOJBKO IPEBOBUAHYIO TOIOJIOTHIO U HE JAOIMYCKAET KOJBLEBBIX,
TaK KakK 3TO MPUBOJUT K 3aLIMKJIMBAHUIO [TAKETOB.

B xommyTaTopax PSW peannzoBana noanaepxka npotokona Spanning Tree
Protocol (STP, IEEE 802.1d), koTOpbIil O3BOJIAET CO3/1aBaTh KOJIbLIEBbIE MAPIIPYThI
B ceTsx Ethernet. [locTositHHO ananu3upys koHpurypamuto cetu, STP
ABTOMATUYECKHU BBICTPAUBAET JPEBOBUIHYIO TOMOJIOTHIO, IEPEBOAS N3OBITOUHBIE
KOMMYHUKAIIMOHHBIE JINHUU B pe3epB. B cirydae HapylieHus 11eTI0CTHOCTH
OCTPOEHHOM TakKuM 00pa3oM ceTH (Hampumep, oOpsiB onTuku), STP B cuntanHble
CEKYH/Ibl BKJIIOYAET B pabOTy HEOOXOAUMbIEC PE3EPBHBIE JIMHUH, BOCCTAHABINBAS
JIPEBOBUJIHYIO CTPYKTYPY CETH.

Kpowme Toro, B kommyTtaropax PSW peannzoBana 6osee MoiHas
Pa3HOBUIHOCTH JAHHOTO MpoToKoJa - Rapid Spanning Tree Protocol (RSTP, IEEE
802.1w), mo3BoJIsioas CHU3UTh BPEMSsI IEPECTPONKH CETH 10 HECKOJIBKUX
MusucekyH . [Ipu ucnons3oBanuu RSTP 0OpbIB onTHKY TPUBOANUT K
KPaTKOBPEMEHHOMY 3aMHUPAHUIO0 KAPTUHKHU OT BHJIEOKaMeEphI (MEeHbIIE 1 ceK.) C
MOCJIETYOLIIUM BOCCTAHOBJIIEHUEM HOPMaJIbHOU PadOTHI.

Crnenyer yuntbsiBaTh, uTo ctanaapT IEEE8802.w He pekoMeHayeT NpeBbIATh
7 KOMMYTAaTOPOB B KOJIbIIEe TIPX CTAaHAAPTHBIX apaMeTpax npotokosna RSTP.
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Hacrpoiika RSTP
C uenpio yImpoIuieHus mpoiiecca HaCTPOMKH, OOJIbIIas 4acTh MapaMeTpoB CKpbhITa. B
oO1ieM ciryyae He TpeOyeTcst Hi3MEHATh BCE MIEPEMEHHBIE, IOCTATOYHO BKIFOUUTh

RSTP wmm STP u ykazats npuoputeT mocta (Bridge Priority), ecniu a0 Tpebyercs.

[Tocne gero Haxatrb Apply A mpUMeHEHUsT HaCTPOEK.

JlocTymHble 11 peIaKTUPOBAHMS IEPEMEHHBIE:
RSTP State - pexxum padoTs! BeiktoueHo, STP wiu RSTP.
BPDU Forward — pa3pemenue nponyckars BPDU makeTsl npu

Bridge settings

RSTP State RSTP =
Bridge Priority (1-32768) 32768

Ecnu tpebyercst moay4YuTh JOCTYI KO BCEM JOCTYITHBIM NIEPEMEHHBIM
Hactpoiiku RSTP, To HaxkmuTe Ha kHONIKY «Advanced Settings Show».

| Advanced Settings Show

Puc. 5.3.17.2 ba3zoBas Hactpoiika RSTP

Bridge settings

RSTP State

Bridge Priority (1-32768)
TX Hold Count (1-10)
Bridge Max Age (6-40)
Bridge Hello Time (1-2)

Forward Delay Time (4-30)

Port State

1 Enable «

[*)

Enable «

3 Enable ~

4 Enable ~

5 Enable ~

6 Enable ¥

Puc. 5.3.17.1 Pacimpennas Hactpoiika RSTP

RSTP ¥
32768 ¥
6

20

2

15

Port settings
Port Priority Cost
128 = 200000
128 = 200000
128 = 200000
128 = 200000
128 = 20000

128 20000

BbIKIItOUeHHOM npoTokosie STP/RSTP.
Bridge Priority - mpuopurter MocTa (KOMMYTaTOpa), yCTAHABIMBAETCS C

marom 4096 (1-32768). Heooxoaum miis onpenenenust Root Bridge

Auto cost

i

i

Fi

Fi

7

i

Edge
Auto
Auto
Auto
Auto
Auto

Auto

-

T Fortis

(KOopHEBOI0 KOMMYTaTopa). KopHEBBIM KOMMYTaTOPOM CTAaHOBUTCS TOT, Y
KoToporo 3HaueHue Bridge Priority MeHblie.
TX Hold Count - orpaHnueHrne MakCUMaJIbHOr0O yucia nocbuiaemeix BPDU
nakeToB B cekyHay (1-10).
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Bridge Max Age - BpeMsl OKUJIaHHsI MOCTa B CEKYH/1aX, [10 UCTEYEHUIO
KOTOPOTO OH CaM BBICBUIAET COOOIIEHUE O TIEpecTpoeHUH ceTH (6-40 cexyHn).
Bridge Hello Time - nepuoa pacceuiku BPDU nakeroB B cekyngax (1-2
CEKYH]I).

Forward Delay Time - 3anepkka nepexojia COCTOSIHUN MOPTOB U3 COCTOSHUS
npocaymuBanus (Listening) u o0yuenus (Learning) B cocTosiHue nepaayu
(Forwarding) (B cexyHnax) (4-30).

Hactpoiiku noptos:

RSTP State - Bximtouenue nopta B npotokos STP/RSTP. Eciu e Tpebyercs
oOecreunBath MOANEPKKY KOJIBIEBOM TOIOJIOIMHU Ha ONPEAECIIEHHOM MOPTY, TO
ATOT MOPT MOXHO BBIKIIIOUHUTH U3 paboTel RSTP.

PekomenyeTcst oTKII0YaTh pabOTy MPOTOKOJIA HA MOPTAX HE yYaCTBYIOIIUX B
KOJIbLIE, HAIIPUMED MOPTHI IS MOAKIFOUEHUS BUIEOKaMeEp.

Port Priority - mpuopuret nmopra (0-240) mensiercs ¢ marom 16.

Cost - croumocTts iyt niopta (1-200000000). ITpu HaTUYMK HECKOJIBKUX
aNbTEPHATHUBHBIX MyTEW BCErJa BbIOUPAETCS TOT, Y KOTOPOTO CyMMa
CTOMMOCTEHN ITyTH MUHUMaNbHA. CTOMMOCTh MOPTA 3aBUCUT OT €0
poIyCcKHOM criocoOHocTH, it mopTta FastEthernet — 200000, nnst nopra
GigabitEthernet — 20000.

Auto cost - aBTOMaTHYECKU BbIOUPATh CTOUMOCTD IyTH NopTa. CTOUMOCT
yTH BBIOMpPAETCS] UCXOAs U3 MPOIYCKHON CTOCOOHOCTH mopTa. Ecnu ranouka
HE YCTaHOBJIEHA, CTOUMOCTh ITyTH OepeTcs u3 nosst Cost .

Edge - pyuHoe nian aBTOMaTH4ECKOE OlpeiesieHue rpaHuuHoro nopra. Edge
port — 3TO TakOM NOPT, KOTOPBII HAPSAMYIO COEUHSETCS C CETMEHTOM CETH,
I7I€ CO3JaHue METIN SABJISIETCA HEBO3MOXKHBIM. [Ipumepom norpaHuyHOro
MIOpTa MOXKET CITY>KUTh MOPT, HAMIPSMYIO COSAMHIEMBIN ¢ paboueli CTaHIueH.
[TopTel, KOTOpBIE CKOH(MUTYPUPOBAHBI KaK MOTPAaHUYHbBIE, IIEPEXOST B
COCTOSIHUE ITPOABMKEHHUSI IAKETOB HEMEUIEHHO, MUHYS COCTOSIHUSA
MIPOCIYIIMBAHUSA U N3y4eHUs. [lorpaHn4YHBIN TOPT TEPSIET CBOM CTATyC Cpa3y
ke, Kak ToJibko oH npuHsui BPDU-naker, cTaHOBSCH PU 3TOM OOBIYHBIM
OPTOM spanning tree.

PTP - py4Hoe nin aBTOMaTHYECKOE ONPEIEICHUE COCIUHEHNS TOUKA-TOUKA,
oOecrieunBaeT OBICTPBIN MEPEXO]I B PEXUM IPOJABMKEHUST MakeToB. P2P-
IIOPT UCIOJIB3YETCS ISl COEAMHEHUS C IPYTUMH MOCTaMHU.

IIpn Hactpolike nmapameTpoB Forward Delay Time, Bridge Hello Time,

Bridge Max Age HeoOXOIMMO BBINOJHEHUE CIEIYIOLIErO YCIOBHUS:

2*( Forward Delay Time - 1) >= Bridge Max Age >= 2*(Bridge Hello Time + 1).

[Tocne nactpoitku RSTP npokoHTponupyiite pe3yiabTaT (GOpMUPOBAHUS TOTIOIOTUN
BO Bkiagke RSTP Status.
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5.3.18 Hactpoiika IGMP
IGMP — IGMP Snooping

IGMP Snooping state | Disabled «

[ Apply ] [ Advanced Settings Show ]

Puc. 5.3.18.1 Coxpaiennas Hactpoiika IGMP Snooping

IGMP snooping pazpaboTaH /1 IPEIOTBPAIICHHS IITMPOKOBEIIATEILHOMN
(broadcast) perpancisuu multicast Tpadrka KOMITBIOTEPAM-TIOTPEOUTEIISAM,
KOTOPBIE SIBHO HE 3asBUJIA O CBOCH 3aMHTEPECOBAHHOCTH B HEM. DTO TIO3BOJISIET
KOMMYTaTOpaM HUCKIIFOYaTh TaKOW TpadUK M3 TOTOKOB, HAMIPABISIEMBIX Yepe3 TOPTHI,
K KOTOPBIM HE MOAKIIOYCHO €T0 MOTpeOuTeNel, TEM CaMbIM CYIIIECTBEHHO CHIDKASI
Harpy3Ky Ha CeTb.

Ipumeuanune: IGMP Snooping paboraet Tosbko ¢ TpadhuKoM U3 management
VLAN. Heo6Xx01uMo y4uThIBaTh ATO MPU HACTPOUKE.

B npumepe Ha puc. 5.3.18.2 kamepsl noakitouensl kK nopram FE1, FE3, FE4.
OTH OPTHI ABJISAIOTCS MOPTAMU-UCTOYHUKAMU MyJibTUKacTa. [loTpeburenu
MyJIbTUKAcTa (BUIEOCEPBEP U KIMEHTHI) HaxoasaTcs 3a noproM GE2. Ha kamepax
HAaCTPOCHO BEIIaHUE MYJIbTUKACT TpaduKa, BCE KIUECHTHI MyJIbTHKACTA HAXOATCS 32
noptoM GE2.

SW1
Ag’ _GE,!AE’F ;Ez ,Ag’

®®

Puc. 5.3.18.2 Ilpumep cetu

B o0miem cnyuae ansa Hactpoiriku IGMP snooping HE00X0AUMO €ro JIMIIb
BKJIFOYUTH, B CBSI3U C 3TUM OOJIbHAS 4YaCTh HACTPOEK CKPHITA.

Ho pexomennyem Hactpouth IGMP TonbKO 171 HY>KHBIX OPTOB. [lJ14 TOTO,
9TOOBI OTOOPA3UTh BCE HACTPONKH, KIUKHUTE Ha KHOMIKY «Advanced Settings
Show»:
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IGMP Snooping

Cocrosane IGMP Snooping BiioueHo v

IToceuare IGMP General Query | | BxoueHo v

ITponyckars IGMP zanpocer BriknoueHo v
Query Interval 60

Query Response Interval 10

Group Membership Time 250

Other Querier Present Interval 255

ITopr | CocToAHIE nopTa

1

2

3

4

Puc. 5.3.18.3 Ilpumep nactpoiiku IGMP Snooping

e IGMP Snooping state - coctosiaue npotokosia IGMP, HeoOxonumo
Briaouursb

e Send IGMP Query — nocsutate General Query. Ecnu B ceTu ectb BHbIN
Querier, To HEOOX0IUMO OTKJYUTH OTIpaBKy General Query.

e Forwarding IGMP frames — nponyckate IGMP 3anpockl 06e3 06paboTky.
Heo6xoaumMo BBIKJIKYHUTH, T. K. MBI JIOJDKHBI 00padaThiBaTh BCE 3alIPOCHI IS
(opMupoOBaHUs MyJIBTUKACT TPYIIIL.

e Query Interval - uaTepBan BpeMeHH MEX Ay OTIpaBkoil coobienui Query (1-
255 cexynn). [To ymonuanuio 60 cekyH.

e Query Response Interval - MakcumMaabHOE BpEMs OKHIaHUS OTBETA OT XOCTa
Ha OTMpaBKy nepuoandecknx oomux Query. (1-25 cexynn). [To ymomganuio
10 cexyHa.

e Group Membership Interval - naTepBan BpemeHr B TEUEHUE KOTOPOTO
MapipyTtuzaTop oxunaer nonyueHusi [IGMP Report. Eciu o He 6b11
MOJIy4€H, TO MapLIPyTU3aTOP CUUTAET, YTO B JAHHOM CeTH OO0JIbIlIE HET
XOCTOB, KOTOpbIe TIpuHajiexkat rpymrme.(1-255 cexynn). [1o ymomganuto 250
CEKYH]I.

e Other Querier Present Interval - ectu kommyTtaTop Non-Querier, To eciivi oH
B TEYEHHUH 3TOr0 MHTEpBaia He noiayyui Query, ToO OH HAUMHAET CUUTATh ce0s
Querier. ITo ymomyanuto 255 cexkyH/I.

e Port State - aktuBHOCTH IGMP Snooping Ha BeiOpanHoM nopTy. Heobxoammo
YCTAaHOBHUTH YEKOOKC TOJIbKO HA MOPTAX € MYJIbTKACT-KJIHMEHTAMH.
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5.3.19 Hacrtpoiika LLDP

LLDP — LLDP Settings

Link Layer Discovery Protocol (LLDP) — npoTokon KkaHaasHOTO YPOBHS,
MO3BOJIAIOIINN CETEBOMY 000PYIOBAaHHUIO OMOBEHIATh 000pyJ0BaHKE, paboTarolee B
JIOKaJIBHOU CETH, O CBOEM CYIIICCTBOBAHUH U TIEPEIaBaTh €My CBOM XapaKTEPUCTUKH,
a TaKXe T0Jy4aTh OT HETO aHAJIOTUYHBIC CBEICHUS.

HNudopmanusi, coOpannas nocpeactsom LLDP, HakanmuBaeTcs B yCTpOKWCTBaxX
U MOET OBITh ¢ HUX 3ampoiieHa nocpeactBoMm SNMP. Takum o6pa3zoM, TOMOJIOTUs
ceTH, B KoTopoit ucnosbzyercs LLDP, MoxeT ObITh MoJTydeHa ¢ YIpaBIIsSIFOIIEro
KOMITBIOTEpA MOCJIEI0BATEIBLHBIM 00X0JJOM U OIIPOCOM KaXKJ0ro ycTpoiicTBa. [lpu
ATOM MOdy4yaeMas UH(popMaIus COAePKUT:
* HMs YCTPOWCTBA U €r0 ONIMCAHHE
* UM [I0PTA U €T0 ONKUCAHUE
* [P-ampec ycTpoiicTBa, 10 KOTOPOMY OHO JTOCTYITHO JJIsL YIIPABIICHUS
(3arpocoB) no npotokoixy SNMP;
* (dyHKIMM ycTpoiicTBa — KomMMmyTarus ( switching), mapuipytuzaius (routing)

Hcnonb3ys 3Ty nHbOpMAIUIO U oTpaiuBasi 0a3bl JaHHBIX 0OHAPYKEHHBIX
ycrpoiictB (MIB), cuctemsl yripaBiieHHs] MOTYT JUHAMUYECKHA MOJIEIUPOBATh U
OTCJIC)KMBATh COCTOSIHUS JIOKAJIbHBIX ceTel nepenaun ganubix (LAN), a Takxe
CTPOUTH MX BU3YAIBHBIE CXEMBI JIJIS MOJIb30BATENEN U a[IMUHUCTPATOPOB.

LLDP state
Message Transmit Interval
Tx Hold Multiplier D

Port | Port State

l

Puc. 5.3.19.1 Hactpoiika LLDP

e LLDP state - cocrosiuue nmporokona LLDP. [To ymomyannio nmpoTokoi
BBIKJTIOYEH.

e Message Transmit Interval — unTEepBan oTnpaBku HHPOPMALMOHHBIX
coobmenuit LLDP. (5-120 cexynn)

e Tx Hold Multiplier - MmuOxuTeNnb Xxpanenus (2 - 10), ucronb3yeTcs s
pacuéra TTL(BpeMs xpaHeHuUsI 3aUCH 00 YCTPOUCTRBE)
(TTL=Message Transmit Interval*Tx Hold Multiplier

e Port state — coctosiane nporokosa LLDP wHa nopty. [Ipu BKIrOueHUH, TOPT
npuHuMaeT u otipasisier LLDP coobmenus
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5.3.20 Hactpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — mpoToko:, KOTopbIi
WCIIOJIB3YETCS ISl yNPaBJICHU 1 MOHUTOPUHTIA 33 CETEBBIMU ycTpoiicTBaMu. C
nomoIibio npotokona SNMP, nporpammMHoe obecriedeHue MOXKET MOTy4daTh JOCTYT
K MH(QOpMaLUU, KOTOpas XpaHUTCS Ha YIIPaBIsEMbIX YCTPONUCTBAX (Hanmpumep, Ha
koMMyTaTope). Ha ynpaBnsembix ycrpoiictBax SNMP xpanut napopmannio oo
YCTPOMCTBE, Ha KOTOPOM OH paboTaeT, B 0aze MaHHBIX, KOTopas Ha3biBaeTcsa MIB.

KommyTraTtop nogaepxusaetr SNMP vl u SNMP v3.

5.3.20.1 Hacrpoiika SNMP v1

State

Traps server [P address | (192 [168 [0 [104 |
Version

Read Community |pub|ic |

Write Community |private |

Puc. 5.3.20.1 Hacrpoiika SNMP v1

e State - cocTosiHUE.

e Traps Server IP address - IP anpec cepBepa, Ha KOTOpbII OTHPABISIOTCS
SNMP Traps.

e Version - Bepcus nporokona SNMP.

¢ Read Community - cooOIIECTBO TOJIBKO AJI YTCHUS, CTPOKA
ucnosnb3yromniascs i ayreHTugukanun B SNMP v1. Taxxke Read
Community ncnonbe3yercs st ornpasku SNMP Taps.

e Write Community - cooO111eCTBO JJisl 3aITUCH, CTPOKA UCIIOIB3YIOIIAsCs st
ayrentudukanuu B SNMP v1.

SNMP Traps OyayT mochlIaThCsl TOJIBKO MPU HACTYTIUICHUU TEX COOBITUI,
KOTOpbIE yYKa3aHHbI BO BKJajke Event List
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5.3.20.2 Hacrpoiika SNMP v3

SNMP v3 o6ecnieunBaeT 60siee BHICOKHI YPOBEHBb O€30MMaCHOCTH TIO
cpaBHeHuto ¢ SNMP v1.

State

Traps server IP address | [192  [188 |0 [10a ]
Version

Security Level

Engf.ne D |SDDD1 F888077DSCBT7TI9EADEF4B
User Name |user |

Auth Password [eeee |

Priv Password [esee |

Puc. 5.3.20.2 Hactpotika SNMP v3

st Hactpoitku SNMP v3 ycraHoBHTE nepekiitouaTeab Version B MOJ0KEHHUE
«SNMP v3».

SNMP v3 no3BoJisier THOKO HacTpauBaTh YPOBEHb 0€30M1aCHOCTH.
Br16op ypoBHS ocyliecTBisieTcs nepekitouarenem «Security Level»:

e NoAuth,NoPriv - aBropusanus Tonbko no crpoke User Name u 6e3
mdpoBanus. (pexum asanoruueH SNMP v1)

e Auth,NoPriv - padora ¢ ucoap30BaHHEM aBTOPHU3AIUH 110 TTAPOITIO
Auth Password (metom HMAC-MD5-96), Ho 03 mmdpoBaHus.

e Auth,Priv - pa6Gora ¢ ucnonp30BaHNEM aBTOPHU3aLIUU 110 Mapoiao Auth
Password (meton HMAC-MD5-96),u ¢ mudposanrem AES-128 no
kimouy Priv Password.

Engine ID - uneatudukarop B8 SNMP v3. Jlns kaxnoro kommyraropa Engine ID
yHUKaJeH, OH reHepupyetcs Ha 6aze MAC anpeca ycrpoiictBa. To ecTh ero He
TpeOyeTcs U3MEHSTh, HO IIPH HEOOXOAUMOCTH MOXKHO YCTaHOBUTH COOCTBEHHOE
3HAYCHUE.
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5.3.21 ®uasTpanus no MAC-agpecam
Security — MAC Address Filtering

B xommyTtaropax TFortis ecTh BO3MOKHOCTh BKIFOUUTH (pusibTparuio mo MAC-
aJpecaM Ha MopTax.
Ports Settings

Port | State
1 Normal

Secure: MAC filtration
7 Secure: Port shutdown

Secure: Temporary port shutdown
3 Normal v
4 | [Normal v|
5 | [Normal v|
6 |[Normal v|

Puc. 5.3.21.1 Hactpoiika pexuma paboTsI mopTa

B pexume Normal, nopt paboTaeT B HOpMajabHOM pEKUME, TPOU3BOIS
KOMMYTAIIUIO MMaKeTOB Kak 00bIYHO, Mponyckast itoosie MAC ajpeca.

[Tpu nepeBojie mopTa B COCTOSAHHE Secure, T0CTYN Ye€pe3 3TOT NOPT OyAeT
BO3MOX€EH TOJBKO ¢ Toro MAC aapeca, KOTOpbIH BPYyUHYIO MTPOMKCAH B TAOIUIE
MAC Address Table — criucke pazpeménasix MAC agpecoB. Takxke ecTb
HECKOJIBKO BAPUAHTOB MOBEICHUS IIPU MPOXO0KACHUU YEPE3 MTOPT HEPAZPELUIEHHOTO
MAC appeca:

e Secure: MAC Filtration — eciu Ha mopTy oOHapyxeH Hepaspemeénubii MAC
aapec, To 01okupyercs Toybko 3ToT MAC aapec, U OPT NPOAOIKAET
padoTars.

e Secure: Port shutdown - eciu Ha mopty oOHapy>keH HepaspemeéHabii MAC
azipec, To MOPT OJIOKUpYETCs, Iepeada JaHHBIX Yepe3 HEero MPpeKpalaeTcs.

e Secure: Temporary port shutdown - eciu Ha nopTy 0OHapyx eH
Hepaspeménubplii MAC aapec, To MOPT BPEMEHHO OJIOKUPYETCS Ha 5 MUHYT,
nepeaava JaHHbIX Yepe3 Hero npekpamaercs. [1o ncreyeHnro 3Toro BpeMeHH,
NOPT MEPEBOIUTCS BHOBb B COCTOSIHUE Tlepenauu. Eciu HepazpemeéHnbiiit MAC
ocTaJycs, TO MOPT CHOBA OJOKUPYETCH.

JlobGaBnenue HoBoro pazpeménnoro MAC anpeca npousBoautcs B Tadiuie Add

New MAC Address. /lyis aToro yka3siBaetcst MAC agpec 1 Homep nopra.

Add New MAC Address
MAC Port

| | || [Port 1 ~]

Puc. 5.3.21.2 Jlo6aBnenue nHoBoro MAC anpeca u Tabnunia MAC aapecoB
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5.3.21.1 Cnucok 3a0a0xkupoBannbix MAC-aapecos
Security —Blocked MAC Address

[Tpu Brirouenuun pyukuun Guibrpanuu MAC aapecos, B Tabnuiie 0yayT
otobpaxkatbess MAC aapeca yCTpOHCTB, KOTOPBIE TBITATUCH OCYIIECTBUTD JOCTYII

OJIMH U3 3alIUIIEHHBIX TOPTOB KOMMYTATOPA, U MPU 3TOM HE ObUIM BHECEHBI C
CIIMCOK Pa3pelI€HHBIX I TOTO IOPTA.

Port | MAC address

1|4 DC:2B:2A:B3:55:79
2|4 D0:27:88:1C:33:BS
3|4 54:04:A6:A0:B2:76
414 00:15:70:CB:6D:33
514 00:1A:92:67:A8:B5
6|4 08:00:27:DF:51:B0
714 24:A4:3C:D4:EA:B4
g4 54:42:49:97:C0:50

911 00:00:00:00:00:00

Puc. 5.3.21.3 Crnucok 3a6mokupoBanabix MAC aapecoB

J1J1s1 CBOeBpEMEHHOTO0 HH(POPMUPOBAHUS aIMUHUCTPATOPA CETH O TIOTBITKAX
noctyna ¢ HeuzBecTHBIX MAC aapecoB, HEOOXOIUMO HACTPOUTH ATO coObITHe. Jlist
storo B pazzaene Events — Event List yctanosute ranouky MAC Filtering

MAC Filtering [(4)Warning V|

Puc. 5.3.21.4 HacTpotika cOOBITHS
W nanee Hactpoiite m000i1 npoTokos nHpopmuposanus (Syslog, SNMP-Trap
uu SMTP)
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5.3.22 HacTtpoiika 6e30acHOro cTapTa BUAeoKaMmep

Special Functions — Comfort Start

Comfort Start - bezonacublii crapt BuaeokaMmepsl. Hanbosee KpuTHYHBIM
MOMEHTOM B pabOTe BUAECOKAMEPHI SBIISETCA €€ 3aIyCK PU HU3KOM TeMreparype.
Jlnst obecneyenust KOM(OPTHBIX YCIOBUH 3aIlyCKa BUIEOKAMEPHI B XOJI0IHOE BPEMsI
rojia peKOMEHAYEeTCs TPEABAPUTENBLHO 3alIUTAaTh HArPEBATEIIbHBIN JIIEMEHT
TEPMOKOXKyXa U TOJIbKO MOTOM BKIIFOUUTH BUICOKAMEPY. Y CTAHOBJIEHHAS rajioyka
oOecreunBaeT 3a/iep KKy 1o BkitodeHuto PoE nist Buneoxkamepsl Ha 1 wnn 2 yaca
1ocJie MO/Aauu MUTAaHUS Ha KOMMYTaTOp.

Ooparure BHUMaHue!

JanHast GyHKIMS TOCTYMHA TOJIBKO Ha YIUYHBIX KOMMYTaTOpax
PSW

Ooparure BHUMaHueE!
Jannas GyHKIMS paboTaeT TOJBKO MPU UCIIOJIH30BAHUHU
tepmokoxkyxoB TFortis TH-02 u TH-03

Soft start time - BIOOp MIUTEIHHOCTH PaOOTHI MPEIBAPUTEIIFHOTO IIPOTPEBA.
Ecnu Temneparypa Bo3iyxa He omyckaercs Hke MuHyc 30°C, pekoMeHyeTcst
yCTaHaBJIMBATh MPOrpeB 1 yac, mpu OoJiee HU3KOW TeMIepaType YCTaHaBINBATh
pEKOMEHAyeTCs 2 yaca.

Manual start - npyHY IMUTEIBHOE BKIIIOUEHUE BUICOKAMEDPBI, HE NOKUAASICH
3aBepILICHUS LHUKJIA IPOrPeEBa.

Soft start time 1Hour

Port Comfort start PoE status Manual start
1 OFF

2 OFF | Start |

3 OFF | Stert |

4 OFF | Stert |

Puc. 5.3.22.1 Hactpotika 6e30macHOro crapta Kamep
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5.3.23 HacTpoiika KOHTPOJIA 3aBHCAHUS BUIeOKaMep

Special Functions — Auto Restart

Ooparure BHUMaHue!

Jannast pyHKIHSA JOCTYIHA TOJBKO HAa YIMYHBIX KOMMYTAaTOpax
PSW

JlanHast pyHKIMS TpeHa3HAuYCHA J1JI1 aBTOMATUYECKOTro Tiepe3arycka
BHJICOKAMEPHI MPU €€ 3aBUCaHuU. [lepe3amyck OCyIleCTBISIETCA TOJBKO B TOM
ciydae, Korja kamepa nmuTaercs 1o npoTokojabHoMy PoE. ABTomMartndeckas
nepe3arpyska He BO3MOXKHA, €CJIM MUTaHUE OCYIIECTBIISIETCS IO OECIIPOTOKOIBLHOMY
PoE (Passive PoE), nu6o nuranue nomaércs ot croponHero PoE umxekropa.

Port | Auto restart mode | Value Manual restart

1 Min Speed: /0 Kbps

2 m:122 |[66 o ]33 ||| Restar |
3 -
s :

Puc. 5.3.23.1 Hactpoiika KOHTpOJIS 3aBUCAaHUS KaMep
Auto restart mode - KpuTepuil 3aBUCaHUS.

CyniecTByeT HECKOJIBKO KPUTEPUEB:

e Link - npormananne curnana Link ot Buneokamepsl. Ecinu npu akTuBHOM
craryce nogauu PoE, Ha mopTy OyJeT OTCyTCTBOBAaTh JIMHK OoJiee 1 MUHYTHI,
TO KOMMYTATOP IMOIBITAETCS Iepe3arpy3nuTh kamepy oTkinrouns PoE Ha 10
CEKyH/L.

e PING - orcyTcTBHE OTBETOB Ha cirykeOHbIe 3anpocsl Ping. Eciu
OTCYTCTBYIOT OTBETHI Ha 3anpockl ICMP B Teuennn 1 MuUHYTHI, TO Kamepa
OyJieT nepe3arpyxeHa

e Speed — CKOPOCTh Ha MMOPTY OTJIMYACTCS OT 3aJaHHBIX IpaHull. B o0miem
ClIy4ae YKaXHTE TOJIBKO HIDKHIOI IpaHuIly ckopocta (Speed: Min), ecnu
CKOPOCTH OITYCTUTCS HUKE 33JJAHHOM I'PaHUIIBI, TO KaMepa Iepe3arpy3uTcs.

Ecnu ykazaTh MUHHMaIbHYIO U MAKCUMAJIBHYIO CKOPOCTh, TO KaMepa OyaeT
repe3arpyKeHa, eciiu CKOpOCTh Ha MOpY OyAET BBIXOJUTD 32 3a/IaHHbBIH
JMAIIa30H.

e Time — nepe3arpy3ka 1o paCIMCaHUIO. Y Ka3bIBa€TCsl BPEMS BKIFOUCHHS U
BBIKJTIOUEHUS nopTa. i paboThl 3TOM QyHKIMK HEOOXOIUMO MEPBOHAYATHHO
HacTpouTh SNTP a1t nosmyyeHus TOUHOTO BPEMEHH.
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[Tpu ucnonwszoBanuu kpurepus Ping ykaxure [P anpec kamepsl.

[Ipu ucnonws3oBanuu kputepus Speed yKaKUTe MOPOTH CKOPOCTH HA MOPTY.
Cxopoctb ycranaBinuBaetcs: B Kour/cek.
Manual restart - npuHyUTENBHAS TIEpE3arpy3Ka BUICOKAMEDHI.

5.3.24 3epkajmpoBaHue NOPTOB

Ports — Port Mirroring

KommyTtatoper PSW u SWU noanepxuBaroT 3epkaiupoBanue Tpaduka ¢
ONpeAeIEHHBIX TIOPTOB HA 1IEJIEBOM MOPT.

State | Enabled ~

Target Ports

Port 1

(3]
(¥
i
h
N
-
[#s]
i)
—
(=]
—
—
—
(3]
—
L")
—
o
—
ta
—
[#)

Puc. 5.3.24.1 Hactpotiika 3epkanupoBanus Tpaduka ¢ 2 mopra Ha 1-i

e State - BKIIIOUEHHE 3€PKATUPOBAHHUS, 10 YMOTUAHHUIO (DYHKIIHS
3epKaJIMpPOBAHUS OTKIIIOUCHA.

e Target Port — neneBoit mopT, Ha TaHHBIN TOPT OYAYT IyOIUPOBATHCS JaHHBIC
C OPTOB-UCTOYHUKOB

e Ports — MOPTHI-UCTOYHUKH, TOPT MOIAEPKUBAET HECKOIBKO PEKUMOB:

o N (Normal) — mopt paboTaet B 0OBIYHOM PEKHME, 3ePKAUTHPOBAHUE
OTKJIIOUYCHO.

© R (Rx) — Ha 1eneBoit mopT NepechIaloTCs TOIbKO NPUHUMAEMbIE STUM
IIOPTOM ITaKEThI

© T (Tx) — Ha HeIeBOM MOPT MEPECHUIAIOTCS TOJIBKO OTIPABIISEMBIEC C 3TOTO
MOPTa MAKETHI

© B (Both) — Ha neneBoit NOPT NEpeChHUTAIOTCS KaK TPUHUMAEMBbIE STUM
MOPTOM, TaK U OTIPABIISIEMBIE C 3TOTO MOPTA MAKETHI
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5.3.25 Tpancasiuus coObITHII Ha 0/10KkU MHTerpanuu Teleport

Special Function — Teleport

baok unrerpanun TFortis Teleport-1 npenna3zHaueH s UHTETpauu
kommyTatopoB TFortis PSW ¢ oxpanusiMu cuctemamu 0€30macHOCTH.

OaHo u3 npumenenui ycrpoiicrsa Teleport-1 - 3T0 TpaHCIAIMSA TPEBOKHBIX
curHasioB ot kommyTtatopoB TFortis PSW (BckpsiTue mkada, orcyTcTBre
coenuHenus ¢ IP-kamepoit u np.) B 1I00YI0 OXpaHHYIO CUCTEMY, HAllpUMED B
"bonmua". biok uHTErpanyu UMEET pesieHbIE BBIXObI, HA KOTOPBIE TPAHCIUPYETCS
COCTOSIHME BXOJOB THIIA «CYXON KOHTAKT» U3 KOMMYTaTOpA.

Kommytarop TFortis PSW
B wkapy CrossBox-1

r‘é‘:ﬁ-

pe - Butan napa

O, ——— BOJIC

r? 3 |::> LU nefith bl CUrHANKZAL MY
.:F'x-

KommyTarop TFortis SWU-16 Bnok uHTerpayum CurHan-10
TFortis TELEPORT-1 WCO «OpuoH=

Puc. 5.3.25.1 Crpykrypa cetu

Hactpoiika cBs3u kommyTtatop PSW «—— Onox unterpanuu Teleport
MIPOU3BOIUTCS B HECKOJIBKO I1ar0B:

1. Co3nanue cnucka ¢ yJaa€HHbBIMU yCTPOMCTBAMH.
Add New Remote Device

Name
Type Teleport-1 ~

IP Address

Puc. 5.3.25.2 JIo6aBreHue HOBOTO yJaI€HHOTO YCTPOHCTBA
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Name — TeKCTOBOE OINucaHue, HeoOA3aTENbHBIN MTapaMeTp, CIY>KUT JHUIIb JIJIS
y100CTBa HACPOUKHU

Type — Tun ynanéanoro ycrporictsa (Teleport-1 wiu Teleport-2)

IP Address - IP angpec ynan€énnoro ycrponcTsa

JloGaByiieHHbIE YCTpOHCTBa Oy IyT OTOOPaXEHBI B CITUCKE YIAIEHHBIX YCTPOUCTB:
Devices List
Name | Type IP Address

1 Teleport-1 | 192.168.0.3 | | Info || Edit || Delete |

Puc. 5.3.25.3 Cnucok yaajieHHBIX yCTPOHCTB

2. [IpuBs3Kka 10KaIBHOTO BXOJIa WIIM COOBITHS K BBIXOAY yAaNEHHOTO YCTPOMCTBA.
311ech MPOUCXOAUT HACTPOITKAa COOTBETCTBUS, HA Kako BbIxoJ Teleport'a
TPAHCIMPOBATh COCTOSIHUE BXO/IA.

Inputs

Active | Remote Device | Remote Port | Inverse | Current State

1| ¥ 192.168.0.3 ~ | Outl ~ v Open
2 Open
Events

Active | Description | Remote Device | Remote Port | Inverse | Current State
1 UPS Open

2| ¥ AutoRestart | 192.168.0.3 v | Out2 ~ Open

Puc. 5.3.25.4 Caucok BX0OI0B U COOBITHI

Inputs - HacTpoiika TpaHCISAUUU BXOHOB:

* Active - akTUBHOCTb. Eciin ranodka yCcTaHOBJIEHA, TO BXOJl aKTUBEH U €TI0
COCTOSIHUE PETPAHCIUPYETCA HA YAATEHHOE YCTPOUCTBO

* Remote Device - y1anéHHoe yCTpOMCTBO

* Remote Port - HoMep BbIX0/1a YAANEHHOTO YCTPOMCTBA

* Inverse - HHBEpTUPOBATh COCTOSIHME BXOa. T.€. KOoraa BXOJ Pa30OMKHYT,
BBIXO/]l YAAIEHHOTO YCTPOUCTBA OYyIeT 3aMKHYT ¥ HA00OPOT.

* Current State - Texylee COCTOSIHAE BX0/1a
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Events - HacTpoiika TpaHCISIIUNA COOBITUH :

* Active - akTUBHOCTb. Eciu rajiouka ycTaHOBJIEHA, COOBITHE PETPAHCIUPYETCS
HAa BBIXOJ YAAJIIEHHOIO YCTPOKUCTBA

* Remote Device - ynai€HHoe ycTpOiiCTBO

* Remote Port - HoMep BbIXOAa yAAIEHHOTO YCTPOMCTBA

* Inverse - uaBepcus

e Current State - TekyIillee COCTOSSHUE COOBITHUS
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5.3.26 KabeabHblii TecTep

Diagnostic Tools — Virtual Cable Tester

KommyTtaTtopsr TFortis momnepxuBaroT (yHKIIMIO IPOBEPKH 1IETOCTHOCTH
kabens Ha “meannix”’ moptax Fast Ethernet. JlaHHBINM TeCcT MO3BOISET OMPEICITUTH
THUII TOBPEKAeHUS (0OPBIB MIIM KOPOTKOE 3aMbIKAHUE) JJIs KaXKJI0M Maphbl, a TaKxKe
yKa3aTh PACCTOSIHUE OT KOMMYTaTOpa JI0 MECTa MOBPEKCHUS.

Du3NYeCKU MPUHIIUI TECTUPOBAHUS OCHOBAH Ha TOM, UTO KOMMYTATOP
MOCBUIAET MPOOHBIN IEKTPUUYECKUM HMMITYJIbC MO KaOeto, U Ha OCHOBAHUM BPEMEHU
3aJIepKKU U (ha3e MPUHATOrO OTPAKEHHOI'O CUTHAJIA ONpeIeNsieT JUCTAHIIUIO 10
NOBpeXAeHUA U ee Tur. [Ipu 3ToM Ha BpeMs IPOMANAET CBA3b U JIMHK HA
TECTUPYEMOM IOPTY.

Ecnu xabenb 1emnblii, 1 Ha JAPYroi CTOPOHE MOIKII0YEHO UCIPABHOE CETEBOE
YCTPOKNCTBO, TO OMpe/IeICHUE ITUHBI Kabeliss HeBO3MOKHO, T.K. HCXO/Is U3 TIPUHIIUIIA
paboThI, MPOOHBIN CUTHAN OyIeT TEPMUHUPOBATHCSI KOHEUHBIM YCTPONCTBOM U HE
OyIeT oTpakeHusI.

TectupoBanue MPOUCXOIUT HAKATHEM HA KHOIKY TO0J] COOTBETCTBYIOLIUM
noprtoMm B paszzene Diagnostic. IIpu aTom, nocine Tecta, B Ta0auIEe 0TOOpa3sTcs
pe3yabTathl Tecta i nap 1-2(6eno-opaHxeBbiii — opaHkeBbiit) U 3-6 (6eno-
3€JICHBINA — 3€JICHBIN ).

HononnurenbHo B komMmyTaropax SWU tectupytorcs napsel 4-5, 7-8.

[Tocne TecTupoBaHUsl BOBMOXHBI CIEIYIOIINE PE3YIbTaThI:
1. Short - KopoTkoe 3aMbIkaHne MEXKIy MapaMu
2. Open - OOpsbIB WK KaOeab HE TOJIKIIIOUEH
3. Good - OTcyTCcTBHE MOBPEKIACHUS
4. Measurement Error — ommuOka usmepeHusi, He yJaiuoch MPOBECTH U3MEPEHUE
U3-32 HECTaOMIILHOTO XapaKTepa HEUCIIPABHOCTH, IIOBTOPHUTE TECT eIIE pas.

["apanTHpOBaHHAst TOUHOCTh ONPEEICHUS JJIMHBI KaOellsl TECTEPOM
cocTasisieT + 2 Merpa. [loaToMy BO3MOYKHA CUTyalMsl, KOT1a IPA TECTUPOBAHUHN
3aBeIOMO 1IeJI0ro Kabens, ;yuHa nap 1-2 u 3-6 Oyner pazaudyHoi. ITO MOXKET ObITh
CBS3aHO C Pa3IUYHBIMU (PAKTOpaMU: HEOJHOPOAHBIE XaPAKTEPUCTUKU METHBIX
IPOBOJIHUKOB, Pa3jIM4Hasl NIOTHOCTh CKPYYMBAHUS M1ap, UHAUBUAYaJIbHbIC
ocoOeHHOCTH KomMMmyTaTopa PSW.

J11s1 TOBBITIIEHUS! TOUHOCTH U3MEPEHUHN, MOKHO TIPOU3BECTH KaTUOPOBKY
KaOeJIbHOTO TecTepa.

J171st 5TOTO MOAKITIOYHTE K KaTuOpyeMoMy MOpPTy KOMMyTaTopa Kabemnb JTUHON
HE MEHee 2 MeTpOB (ITPH ATOM OCTaBbTE BTOPOI KOHEIl KaOes He TMOAKIIOUCHHBIM ),
B WEB unrepdeiice B paznene Calibrate HanpoTHB HY>KHOTO TIOPTa YKaKUTE ITHHY
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MOJIKJIFOYEHHOT0 Kabess B MeTpax v Haxxmute Set. [Ipu aToM npoxoauT Tect u
PacCUYHMTHIBAETCS MOMPABOYHBIN KOA(PHUITHECHT.

Calibrate
Port Actual distance
1 Set
2 Set|
3 Set
4 Set|
Diagnostic
Distance Status
Port :
Pait 1- | pair 3.6 | Pair 1-2 | Pair 3-6
5 [ Y AU R I — Test
2| - ] - — --- Test
3 - | - S — Test
I A I — Test

Puc. 5.3.26.1 Nurepdeiic kabenbHOTo TECTEpPa

5.3.27 Ynanénuubiii Ping
Diagnostic Tools — Ping

IP address O | | |

Puc. 5.3.29.1 Untepdeiic ynanennoro PING

PING — YTunuta 111 IpoBepKu coequHeHui B ceTsax Ha ocHoBe TCP/IP.
JlanHas yTunuTa oTmpasiser 4 nakeTa o 32 Oaiita Ha ykasanHbid [P agpec u
KOHTPOJIUPYET UX BO3BPALLCHUE.

[Ipu nomonm JaHHOW YTHIMTBI BBl MOXKETE «IIPONMHIOBATHY KaMEPY

HEMOCPEACTBEHHO C KOMMYTAaTOpa. DTO MOXKET MOHAA00UTHCS JIIsl PEIICHUS
npobiem. KommyTatop MoeT NMHIoBaTh TOJIBKO B npeaenax VLAN ynpaiieHus.
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5.3.28 CraTncTtuka KOMMYyTaTOpa

KommyTaTtop npegocraBiser pa3nuyHyl0 CTATUCTUYECKYI0 HH(POPMAIIHIO, OHA
MOJKET OBITH MOJIE3HA NP PELICHUU TTPOOJIEM C CEThIO U €€ aJIMUHUCTPUPOBAHUEM.
5.3.28.1 CrarucTuka no nopram

Statistics — Port Statistics

Port | RX TX

813082841 (0.2 Mbps)
33850997 (12.5 Mbps)

1 | 32554633 (12.5 Mbps)

2| 814091622 (0.2 Mbps)

3| 0(0.0 Mbps) 0 (0.0 Mbps)
4| 0(0.0 Mbps) 0 (0.0 Mbps)
5 | 0(0.0 Mbps) 0 (0.0 Mbps)
6 | 0(0.0Mbps) 0 (0.0 Mbps)

Puc. 5.3.28.1.1 Crartuctuka no nopram

CrarucTrKa Mo NPUHATHIM U OTIPABICHHBIM JJAHHBIM 10 KOXI0MY MOPTY
KOMMYyTaTopa.

e RX - HemoBpexJeHHBIC TaHHBIC, MPUHATHIE HA MOPT (B OalTax).
e TX - HEenmoBpeXJIEHHbIE TaHHbIE, OTIPABIECHHBIE C MOPTa (B OailiTax).

IIpumeuanmue . Bce cuetunku 32-x pa3psiHbie, OHU OOHYJISIOTCS 110 JOCTHXKCHUIO
3HaueHud 4294967295.

[To naxxaruro kHonku «More info» MOXXHO TPOCMOTPETH OOJIEe MOIAPOOHYIO
CTaTUCTHKY IO KOHKPETHOMY MOPTY (CM. Puc. 5.3.24.1.2)

@ Port Info - Interet Explorer

i"é’ http://192.168.0.1/info/port_info.shiml?port=0

——— -—— -—

e

Port #1

Speed Statistics

RX Speed

2
2
1 86
1 74
1 61
1 49
o
o
o

l
| E
4

Port Statistics

RX good bytes 13704359
RX bad bytes 0

TX bytes 322641771
Collision bytes 0

RX discards packets | 0

RX filtered packets

TX filtered packets | 41247

PoE Status

Type A | Type B
State OFF OFF
Voltage

Current

Power

Puc. 5.3.28.1.2 IlogpoOHas craTHCTUKA IO IOPTY
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5.3.28.2 Cratucruka PoE
Statistics — PoE Status

Port | Status | Mode | Power

1 OFF -

3=

OFF ---
3 OFF ---

4 ON PcE A | 11303 W

Total Power 11.303 W
Puc. 5.3.28.2.1 Cratuctuka PoE

Ha nanHoii Bkiaake otoOpaxkaercs nHpopmanus o MHkeKTupoBanuu PoE n
TEKyLIeH MOIHOCTH JJisl Kakoro nopra. Cratyc v notpedsisieMasi MOLIHOCTH
YKa3bIBa€TCs TOJIBKO U1 IIPOTOKOJIBHOrO POE.

Ooparure BHUMaHue!
Jlannast pyHKUIMS TOCTYNHA TOJIbKO Ha yau4yHbIX POE kommyTtaropax PSW

e Status - craryc PoE. (ON/OFF)

e Mode - Tum nuTa"us: TAN A - TATaHUE niepeaaeTcs no napam 1-2, 3-6. Tun B
- MUTaHueE nepenaercs no mapam 4-5, 7-8.

e Power - oTnaBaemas MOIITHOCTH ITpoToKoJibHOTO POE (BT).

e Total Power - cymmapnas momHocTs (BT), 171 KOppekTHOM paboThI He
JIOJKHA MPEBBINIATh OFOIKET MOIIHOCTH.
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Crpanuna conepxkut ARP k311 nporieccopa KommyTaTopa, NPeACTABICHHbIA B BUJIE

Puc. 5.3.28.3.1 ARP ta6auua

TaOJIHIIBI.
Ne IP address
1 | 192.168.0.101
2 |192.1680.166
3 |192.168.0236
4 |192.168.0.235
5 |192.168.0.128
6 |192.168.0.79
7 |192.168.0.124
8 |192.168.08
9 |192.168.024
10 | 192.168.0.10
5.3.28.4 MAC Tabauna
Statistics — MAC Table

Bxnanka comepxut Tabiuily KomMmyTanuu: coorBeTcTBue MAC-mopT.

MAC address

00:00:AA:C1:8E:98
00:15:70:CB:6D:33
00:1A92:67:A8:A9
00:1A92:67-:A8B1
00:1B:FC:F5:82:5E

00:1D:60:1E:78:BC

Puc. 5.3.28.4.1 MAC tabnura

MAC address
§4:C9:B2:47:00:28
D0:27:88:1C:33:B5
20:1A:06:8A:62:89
9C:93:4E:18:24:7F
00:1A:92:67:A8B5
CC:5D4E4C:11:AC
22:1B:64:EA:0F:00
00:1A:92:67:A8'B1
00:0F:EA:61:93:56

20:CF:30:C3:4A:C2

Port

4

Ha nanHol BKIagKe ecTh BO3MOXKHOCTh 0T0Opa3uTh MAC anpeca Ha KOHKPETHOM

IIOPTY, a TAKIKC IIPOU3BCCTU OYUCTKY Ta6JII/IHI)I KOMMYTallun
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5.3.28.5 DNS Taoaumna
Statistics — DNS Table

Bxrnanka comepxut pe3yabTaT paboTsl mpoTokoia DNS: cooTBeTCTBHE UMEHHU XOCTa
u ero IP anpeca.

Ne | IP address Domain name

1 217.69.139.160 smtp.mail.ru

Puc. 5.3.28.5.1 DNS Tabaunma

5.3.28.6 CucremMHbIi KypHaJ (J10T)

Statistics — Log
Bxrnanka comepxut jor paboTsl kommyTatopa. Ha ofHO# cTpaHuIe BEIBOAUTCS
10000 3amnuceit, s MEPEKIIOYEHUS HA CIEAYIONIYIO CTpaHuIy HakMuTe Next.
Jlist coxpanenust jiora B txt ¢aiin, Haxxmute Download log as file.

Log

@ | Download log as file |
:90392: STP topology changed

1 90392: Start after reset

:15/07/2014 09:35:10: Port #3 Autorestart: no reply to Ping
1 90934: Start after reset

- 90934: STP topology changed

1 15/07/2014 09:43:37: Port #3 Autorestart: no reply to Ping
- 91423: STP topology changed

1 91424: Start after reset

©15/07/2014 09:51:15: Port #3 Autorestart: no reply to Ping
:91913: STP topology changed

:91913: Start after reset

©92151: Start after reset

:92151: STP topology changed

©15/07/2014 10:01:40: Web-interface authentication: Ok
©15/07/2014 10:03:16: Port #3 Autorestart: no reply to Ping

192647 Start after reset
SOYAEAT- QTD tanalamr nhancad

W oo0 <1 G B Wk =D

-
[ -]

[ S
LY T )

Puc. 5.3.28.6.1 Jlor

5.3.29 O6noBaenne IO
Update/Backup — Update Firmware

KommyTatop PSW nognepxxusaet oonoBnenue [10. [locnennsis Bepcus [10
BCer/ia JOCTyMHa Ha caifre tforis.ru.

s oonosnenus [10 ckauaiite apxuB ¢ npomuBkoid. Pazapxusupyiite. @aiin ¢
MPOILLMBKOM UMEET pacluIupeHue *.img

> PSW2GPLUS011-08092014.img
& PSW-PLUS-mib-v1.4.mib
readme.txt

updating manual.txt

Puc. 5.3.29.1. ®aiin *.img
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B BeG-unTepdetice 3aiinure Ha Bkiaaky Update Firmware u Beibepute daiin
IPOILIKUBKHA KHONIKOW O030p.

Current Firmware version: 00.01.01
File:

Puc. 5.3.29.2. Haxumaem O630p

Current Firmware version: 00.01.01
File: D:\Pub\npowmekn PSW 2C
Upload

Puc. 5.3.29.3. BwiOupaem ¢aiin *.img

Haxxmute knonky Upload, noxxaurecs moka aitn ckonupyercst BO
BHYTPEHHIOIO MMaMsITh YCTPOUCTBA.

Current Firmware version: 00.01.01

File: D-\Pub\npownekn PSW 2C[ OBzop._ |

Firmware loaded . . . ... ...

Puc. 5.3.29.4. loxunaemcs 3arpy3ku ¢aiina

[Tocne Toro, kak ¢aiin 3arpy3uics, HaxkmuTe Update 11 0OHOBICHUS WX
Cancel 119 OTMEHEIL.

Firmware is loaded, press "Update" to continue

Update ][ Cancel ]

Puc. 5.3.29.5. Haxxumaem Update

[Tocne naxatusi Update HauneTcs nporiecc oOHoBieHUs. [Ipu He
nepe3arpykaiTe KOMMYTaToOp U HE OTKIIIOYaNTE TUTaHUE.

Updating firmware, please wait

Puc. 5.3.29.6. XKnem okoH4aHus npolecca NpOIIUBKI
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IIpumeuanue: Takke KOMMYTaTOp MOJIEpKUBaeT 0OHOBIIeHUE Yepe3 Telnet ¢
BHentHero TFTP cepepa. bonee moapo6Ho cM. pazaen «Ynpasnenue uepe3 Telnety

5.3.30 CoxpaHeHne U BOCCTAHOBJICHHE HACTPOEK

Update/Backup — Backup/Recovery

KommyTtaTtopel PSW noanepxuBaroT BO3MOKHOCTb COXPAHEHUS TEKYIIMX
HaCTPOEK KOMMYyTaTopa B (ailil KOHPUTYpaluu, €ro pelaKTUPOBaHUs, a TAKKe
BOCCTAHOBJIEHHS HACTPOEK U3 (paiina.

5.3.30.1 CoxpaneHue HACTpPOEK B (a1

B 6okoBom mento Beibepute Update/Backup — Backup/Recovery
1. Backup settings

Download users settings as file:
Save changes only

Save full config

2. Recovery settings

Upload settings file
0630p... | ®alin He BbibpaH. Upload

Puc. 5.3.30.1.1 HHTepdeiic coxpaHeHHs] 1 BOCCTAHOBIICHUS HACTPOEK

B nynkre 1 HaxkxmuTe KHOMKY «Save changes only» - 1711 coXxpaHEHUs TOJIBKO
M3MEHEHHBIX TapaMeTpoB uiu «Save full configy - s coxpanenus B ¢aiin Bcex
nepeMeHHbIX. [locie yero OyeT npeyioKeHO COXPAHUTb WM OTKPBITh (haill,
COXpaHsieM.

OTkpbITE MaK coxpanuTe PSW_settings_backup.bak 1z 192.168.0.17

OTKpLITE CoxpaHuTb ~ OTtmeHa

Puc. 5.3.30.1.2 Coxpanenue daiina HaCTpoeK
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5.3.30.2. BoccTtaHoBJIeHHe HACTPOEK U3 (paiiia

Ecnu Tpebyercst BocCTaHOBUTH paHee COXpaHEHHBIE HACTPOUKH U3 (paiina, TO BO
Briagke Update/Backup — Backup/Recovery Beioupaem B mynkTte 2 (Recovery
settings) daiin konpuryparuu *.bak n Haxxumaem «Upload» nmst 3arpy3ku.

CoobuieHue c BebB-cTpaHunLbl &

! Write successful and reboot...

Puc. 5.3.30.2.1 Ilepe3arpy3ka kommyTaropa

[Tocne 3arpy3ku daiina, ycTpoUCTBO Mepe3arpy3uTcs, U HACTPOUKH Oy Iy T
MPUMEHEHBI.

IIpumevanmne: HE PEKOMEHIYETCSI TPOU3BOAUTH BOCCTAHOBJIEHUE HACTPOEK
KOH(UTypalued, MOJIy4YeHHOW ¢ KOMMYyTaTopa Apyroi MOJEIIH.

5.3.30.3 PenaktupoBanue (paiisia konHpurypanum

N3menenue daiina KOHPUTYpAITUU MOXKET OBITh MOJIE3HBIM, KOTJIA y TPYIIIbI
YCTPOMCTB CX0KHE HACTPOUKH, B ITOM CIIy4ae MOXKHO CO34aTh JUJI 3THX YCTPOUCTB
YHUBEPCATBHBIN (Dails1 KOHDUTYpAIUH U y KAXKJAOTO YCTPOUCTBA MEHSITh TOJIBKO
HeOoIbI1I0I Habop mapameTpoB, Hanpumep [P agpec, a npyrue mapameTpsl yxe
OyIyT 3anucaHsbl U3 (aiiina KOHPUrypamuuu.

®ailn KOHPUrypali, FeHEPUPYEMBbIF KOMMYTATOPOM IIPU COXPAaHEHUHU
HacTpoek B ¢aidy, mpeacTaBisieT co0oil daiin ¢ pacmmpenueM *.bak ¢ Hactpoitkamu
B TEKCTOBOM BUJIE.

JlanHblii Qaiti MOXKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIAKTOPOM.

CTpyKTypa 3anuceil UMeeT CTpOro ONnpeesieHHY0 popMy 3anucu. B o61iem Buie
OHa BBITJIAIUT TAK:

#<ums nepemennou>=[<snauenue nepemenHoUu>]
Hanpumep: #IPADDRESS=[192.168.0.1], rne nepemennoit IPADDRESS

cooTBeTcTBYeT 3HaUeHue 192.168.0.1

Onucanue HACTpOeK ¢ Ae(OATHBIMU MTapaMeTpaMu npeacTaBieHo B Taonune 5.3.2.
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Tabmuma 5.3.2. [lepemennsbie ¢aitia KoHGUTYpaITUU

Onucanue

#IPADDRESS=[192.168.0.1]

IP anpec kommyTaTopa

#NETMASK=[255.255.255.0]

Macka noaceTu

#GATEWAY=[255.255.255.255]

III03 110 YMOJIYaHHIO

#USER MAC=[c0:11:a26:0:0:0]

nonbs3oBarenbecknit MAC anpec

#DNS=[255.255.255.255]

IP anpec DNS cepBepa

#DHCPMODE=[0]

pexum pabotel DHCP (0 — BeIKITIOUEH, 1
— DHCP kiuenr)

#LANG=[0]

s3pIK HHTEp(Peiica (0-anrmuiickmid, 1 —
pyCCKuit)

#HTTP USERNAME=[]
#HTTP PASSWD=[]

JIOTUH Y TapoJjb JJisl yYETHOM 3alHUCH 10
yMoJyaHuto (rmpasa goctyna Admin)

#USER1 USERNAME=[]

NmMs nonp3oBaTens

#USER1_PASSWD=[ ]

[Taposb 17151 y4€THOM 3aIuch

#USER1 RULE=[0]

[IpaBa nocryna (0-yuyeTHas 3anuch
oTkimoueHa, | — Admin, 2 — User, 3 -
Read Only )

#SYSTEM NAME= ]

ONMCaHUE yCTPOUCTBA

#SYSTEM LOCATION=[]

MCECTOPACIIOJIOKCHUC YCTpOﬁCTBa

#SYSTEM CONTACT=[]

KOHTAKTHBIC JaHHBIC

#PORT1 STATE=[1]

cocrosiaue mopta Nel (1- Bki/0-BbIKIT)
AHaJIOTUYHO ISl APYTUX TIOPTOB.

#PORT1 SPEEDDPLX=[0]

CKOpOCTh U ayruiekc Ha mopty Nel. (O -
auto, 1 — 10 half, 2 — 10 full, 3 —

100 half, 4 — 100 full, 5 - 1000 _full),
aHAJIOTUYHO JJIsI IPYTHUX MMOPTOB.

#PORT1 FLOWCTRL=[0]

Flow Control na mopty Nel (0-disable, 1 -
enable), aHAJIOTMYHO AJI IPYTUX TOPTOB.

#PORT1 WDT=[0]

BKJIFOUEHUE aBTOMAaTHYECKOU
repes3arpy3Ku BUACOKAMEDHI,
MOAKIIOUEHHOU K 3TOMY mopTy (0-
BBIKJIIOUEHO, | — mepe3arpyska no
nponagaHuto curnana Link, 2 —
nepesarpyska o HeoTBeTy Ha Ping),
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3— mepe3arpy3Ka 1o CKOpoCTH),
aHAJIOTUYHO JJIsI IPYyTHX MMOPTOB.
4 — mepesarpy3ka Mo paclucaHulo

#PORT1 IPADDR=[0.0.0.0]

IP aapec kamepsl, TOJKIIOYEHHON K
nopty Nel, mpu akTUBHOM (YHKITUH
nepe3arpy3ku 1o Ping'y, aHagoruyHo st
JIPYTUX OPTOB.

#PORT1_WDT SPEED=[0]

HwxHnii mopor cKkopocTy Ha OPTY IIPU
aKTUBHOW (DYHKIIMH Mepe3arpy3Ku 1o
CKOpPOCTH Ui mopTta 1, aHaTOTUYHO IS
npyrux noptoB. B Kout/cek.

#PORT1 WDT SPEED UP=[0]

BepxHuli mopor CKOpoCcTH Ha IOPTYy HpU
aKTUBHOM (PyHKLIMHU niepe3arpy3Ku 1o
CKOPOCTH JJIs MopTa |, aHAIOTUYHO A1
npyrux nopros. B Kout/cek.

#PORT1 WDT HOUR_UP

Yac BkIIIOUEHUS ITOPTa IpU padoTe
byHKIUU TIepe3arpy3Ku 1Mo BpeMEHH!

#PORT1 WDT MIN UP

MunyTa BKJIIOUEHUS MTOPTa MPU padoTe
GbyHKIMU TIepe3arpy3Ku Mo BpeMEeHH

#PORT1_WDT HOUR DOWN

UYac BBIKIIFOYEHHS TIOPTa TP padboTe
byHKINU TIepe3arpy3Ku 1Mo BpeMeH!

#PORT1_WDT MIN DOWN

MuHyTa BBIKIIIOUEHHSI IOPTa NpU padboTe
(byHKUMU Tiepe3arpy3Ku 1o BpeMeH!

#PORT SOFTSTART TIME=[1]

JUIUTEIILHOCTh IIPOrPeBa TEPMOKOKYXOB
Ut PyHKIMU KOM(OPTHOTO 3amycKa
Buseokamep (1 — 1 gac, 2 — 2 yaca)

#PORT1 SOFTSTART=[0]

BKIIFOUCHHE (PYHKITUH KOMGOPTHOTO
crapta ais noprta Nel (0 — BBIKIIOUYEHO,
1 - BKIIFOUEHO), aHAJIOTHYHO IS JPYTUX
TIOPTOB.

#PORT1 POE=[257]

ynpasienue PoE Ha nopty Nel (257 —
BKJIFOUEHO, () - BBIKIIIOYEHO), aHAJIOTUYHO
JUIS IPYTUX TIOPTOB.

#SFP1_MODE=[0]

Pexxum pabots mopta SFP1(0- forced, 1 —
auto), aHamoru4Ho Juis nopta SFP2.

#SMTP_STATE=[0]

BKJItOYeHue npotokona SMTP (0 —
BBIKJIIOUE€HO, 1 — BKJIFOUEHO)

#SMTP_SERV_IP=[0.0.0.0]

IP anpec SMTP cepgepa
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#SMTP_TO1=[] MIOYTOBBIN ajpec moyyaress |
#SMTP_TO2=[] MIOYTOBBIN apeC MOTyyaTess 2
#SMTP_TO3=[]

MOYTOBBIN a/ipec noiayyarens 3

#SMTP_FROM=1 ]

MMOYTOBBIM aJpeC OTIIpaBUTCIIA

#SMTP SUBJ=[TFortis PSW-2G4F]

3aroJIOBOK IIMCbMa

#SMTP_ LOGIN=[]

JIOTYH AJIA JOCTYIIA K IIOYTOBOMY AINUKY

#SMTP_PASS=[]

IMapoJjb I AO0CTYIIA K ITIOYTOBOMY AIIHUKY

#SMTP_PORT=[25]

nopt SMTP

#SMTP DOMAIN NAME=[]

JTOMEHHOE UMsI TIOYTOBOTO CepBeEpa

#SNTP_STATE=[0]

cocTosinue mpoTokonaa SNTP

#SNTP_SETT SERV=[0.0.0.0]

IP anpec SNTP cepsepa

#SNTP_SERV_NAME=[]

Homennoe umst SNTP cepsepa

#SNTP TIMEZONE=[0]

yacoBoi nosic, otHocutenbHo UTC (ot
-12 no +13)

#SNTP_PERIOD=[10]

NEPHUOJI CHHXPOHU3ALMH ¢ cepBepoM (1,
10 wnu 60 MUHYT )

#SYSLOG_STATE=[0]

COCTOSIHME ITpOTOKOJIa Syslog

#SYSLOG_SERV_TP=[0.0.0.0]

IP anpec Syslog cepsepa

#EVENT LIST LINK T=[12]

COOBITHE IO U3MEHEHUIO JIMHKA CITUCKE
EventList (7 — BBIKJIFOUEHO)

#EVENT LIST POE T=[7]

coObITHE MO u3MeHeHuto crcryca PoE B
cnucke EventList (7 — BeIKIIIOYEHO)

#EVENT LIST STP T=[7]

Coo6biTue STP B cinicke EventList (7 —
BBIKJIFOUYEHO)

#EVENT LIST ARLINK T=[12]

coonrtre B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST ARPING T=[12]

coowrtre B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST SYSTEM T=[7]

cobsiThe B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST UPS T=[12]

cobrpiTre B ciucke EventList (7 —
BBIKJIFOYCHO)

#EVENT LIST ACCESS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST MAC T=[12]

cooniTue B ciucke EventList (7 —
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BBIKJIFOUYEHO)

#DRY CONTO STATE=[1]

BKJIIOUCHHUE JIATUUKA BCKPBITUS (111

PSW-2G+ u PSW-2G6F+)

#DRY CONT1 STATE=[1]

BKJItOUeHHE cyxoro koHnrakra 1 (0 -
BBIKIL., | - BKJI) - Sensor 1

#DRY CONT1 LEVEL=[1]

YPOBEHB CpabaThIBAHUS aBAPUU IS
KOHTakTa |

(0 — mo pa3mbikanuio, | — 1o
3aMBIKaHHIO)

#DRY CONT2 STATE=[1]

BKJIFOUEHHE cyxoro koHTakTa 2 (0 -
BBIKIIL., 1 - BKJ)

#DRY CONT2 LEVEL=[1]

YPOBEHb CpadaThIBaHUs aBapUM IJIs
KOHTaKTa 2

(0 — o pa3mbikanuto, 1 — mo
3aMBIKaHUIO)

#DRY CONT1 TYPE

Tun BX0oJa: CTaHAAPTHBIM BXOJT UIIU
JIATYUK TTPOTECUKHU

#PORT1 RATE LIMIT RX=[0]

OTpPaHUYECHHUE CKOPOCTH MpUeMa MmopTa
Nel B Kout/cek. (0 - BEIKITIOUEHO
OTPAHUYCHHUE), AaHATIOTUIHO TSI IPYTUX
TIOPTOB.

#PORT1 RATE LIMIT TX=[0]

OTrpaHUYE€HHUE CKOPOCTH MepeJaun nopra
Nel B Kburt/cek. (0 - BBIKIIOUEHO
OTPaHUYEHHUE)

#Q0S_STATE=[0]

BKJIrOueHrne mexanuszma QoS (0-
BBIKJIIOUEHO, 1-BKJIIOUEHO)

#00S_POLICY=[0]

pexuM paboThl manuposimuka (0 —
B3BEIICHHAs IpropuTe3anus, 1 —
YKECTKasi MPUOPUTE3ALIHS)

#QO0S_COS=[[1] [0] [0][1][2][2][3]
[3]]

coorBeTcTBHE COS npuopureTa u
ouepesr 00CITyKUBaHUs

cootBercTBHE TOS nmpuopurera u
ouepenn 00CITyKUBaHUS

#QOS_TOS=[[0] [0] [0] [0] [0] [0] [O]
G A A A I I O I A I
I A A A A I I O I I
(11 01] 011021 01]02][2)(2][2][2]
(21 02] (2] (2] (2] [2][2])([2][2][2]
(2] 02] (2] ([2])(2]([2][2])(2][2][3]
(31031 [3]1[31[31[3]1[31]
[1

BKiroueHne CoS Ha nopty Nel,
aHAJIOTUYHO I APYTUX MOPTOB.
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#PORT1 TOS STATE=[1]

BKiroueHne ToS Ha mopty Nel,
aHAJOTUYHO JJISI IPYTHX [MOPTOB.

#PORT1 QOS RULE=[1]

Bb100p npuoputeTHoctu CoS wium ToS (0
— CoS npuopurernet, | — ToS
MPUOPUTETHEN ), AHATIOTUYHO JIJIST APYTHX
TIOPTOB.

#PORT1 COS_PRI=[0]

IIPUOPUTET MO YMOIYAHUIO JUIS TOPTA
Nel, ananornyno miig Ipyrux nopTos.

#VLAN MVID=[1]

VID VLAN a ynpasnenusa (Management
VLAN)

#VLAN NUM=[1]

4yuCio0 HacTpoeHHbIX VLAN

#VLAN1=[[1][1] [default] [2][2][2]
(2] [z2102][2)[2]([2][2]]

3anuch ¢ HacTpoikam VLAN

#VLAN TRUNK STATE=[0]

VLAN Trunking (0 — BeIk;IIOY€EHO, 1 -
BKJTFOUYEHO)

#VLAN PORT1 STATE=[O0]

Hacrpoiika mopta ams VLAN Trunking
(0 - VLAN Trunking na nopty
BBIKJIIOUCH, | - BKJIIOUEH)

#STP _STATE=[0]

BKJIFOUeHHe npoTtokona STP (0 —
BBIKJIIOUE€HO, 1 — BKJIFOUEHO)

#STP MAGIC=[65217]

Bcerga 65217

#STP PROTO=[2]

npotokoi (0 — STP, 2 — RSTP)

#STP_BRIDGE PRIOR=[32768]

Bridge Priority

#STP_MAX_ AGE=[20]

Bridge Max Age

#STP HELLO TIME=[2]

Bridge Hello Time

#STP FORW DELAY=[15]

Forward Delay Time

#STP MIGRATE DELAY=[3]

Migration Delay Time

#STP TX HCOUNT=[6]

TX Hold Count

#STP PORT1 CFG=[[1][1][128]
[200000]1 [10]]

3amuCh ¢ HacTpoiikamu noprta Nel,
aHAJIOTUYHO JJISI IPYTHX IMOPTOB.

#BPDU_FORWARD=[1]

¢dopsapaunr BPDU nakeroB npu
oTkimoueHoM npotokoie STP/RSTP (0-
OTKJIIOYCHO, | — BKIIIOYCHO)

#PORT1 VCT ADJ=[100]

KO3 PHUIHEHT KOppeKIUK KabeTbHBIM
tectepom it mopTta Nel, aHamoruyso
JUTSI IPYTUX TIOPTOB
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#PORT1 VCT LEN=[0]

JUTMHA JIMHUY TSI KaOeJbHOTO TecTepa
Ju1st mopta Nel, aHanmoruyHo JUist APYTUX.

#SNMP_STATE=[0]

BitoueHne SNMP (0 -Beikitoueno, 1 —
BKJIIOUEHO)

#SNMP SERVER=[0.0.0.0]

IP agpec SNMP Traps cepsepa

#SNMP_VERS=[0]

Bepcust nporokosa SNMP (0 — SNMP vl,
3— SNMP v3)

#SNMP_COMMUNITY1=[public]

COOOIIIECTBO YTEHUS

#SNMP COMMUNITY2=[private]

COOOIIIECTBO 3aUCHA

#SNMPV3 USER1 LEVEL=[0]

Yposens 6e3omacHoctu (0 —
NoAuth,NoPriv, 1 — Auth,NoPriv, 2 —
Auth,Priv)

#SNMPV3 USER1 USER NAME=]

Nwmsa nonws3oBarend g SNMP v3

#SNMPV3 USER1 AUTH PASS=[]

Auth Password miig SNMP v3

#SNMPV3 USER1 PRIV PASS=[]

Priv Password miss SNMP v3

#SNMP3 ENGINE ID=[]

Engine ID nnst SNMP v3

#IGMP_STATE=[0]

BiiroueHue IGMP (0 — BeikiroueHo, 1 -
BKJIIOUCHO )

#IGMP_QUERY MODE=[1]

Bxmtouenne otnpaBku IGMP General
Query (0 — BBIKITIOYEHO, | - BKJIFOUYEHO )

#IGMP_PORT 1 STATE=[1]

BKitoueHue noprta Nel B mporokon IGMP,
aHAJIOTUYHO JJISI IPYTHUX MMOPTOB.

#IGMP QUERY INTERVAL=[60]

IGMP Query Interval

#IGMP QUERY RESP INTERVAL=[10]

IGMP Query response Interval

#IGMP GROUP MEMB TIME=[250]

Group Membership Time

#IGMP_ OTHER QUERIER INTERVAL=[25
5]

Other Querier Interval

#TELNET STATE=[1]

BriroueHue Telnet (0 — BeikTIOYEHO, 1 —
BKJIIOYEHO)

#TFTP_MODE=[0]

Birouenue TFTP (0 — BeikiroueHo, 1 —
BKJTFOUYEHO)

#TFTP_PORT=[69]

UDP nopt TFTP

#PLC_EM MODEL=[0]

Mopens cueTunka 3IEKTPOIHEPTUH

#PLC_EM BAUDRATE=[5]

Cxkopoctb nopta RS485 (0-300, 1-600, 2-
1200, 3-2400, 4-4800, 5-9600, 6-19200 )

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 75




T Fortis

#PLC_EM PARITY=[0]

Yétnocts RS485 (0-Disable, 1-Even, 2-
0Odd)

#PLC_EM DATABITS=[8]

Yuciio OUT JaHHBIX

#PLC_EM STOPBITS=[1]

YUCI10 CTOMOBBIX OUT

#PLC_EM PASS=[]

Nnentuduaktop (JIOTUH) 11
MOAKITIOUCHHS K CUETUUKY
AIIEKTPOIHEPTUU

#PLC_EM ID=[]

[Taponb 1715 MOAKIIOUEHUS K CYETUYUKY
AJIEKTPOIHEPTUH

#PLC_OUT1 STATE=[0]

CocrostHue BhIx0aa 1 AJis 11aThl
pacmmpenus (0-short, 1-open, 2-logic)

#PLC_OUT1 ACTION=[0]

[evictBrue miis Beixoaa 1 npu
cpabarsiBaHuU Joruueckoro yciosus (0-
short, 1-open, 2-impulse)

#PLC_OUT1 EVENT1=[0]

CoObrTre 1 s Beixoga 1 s miaTel
pacimpeHus

#PORT1 MACFILT=[0]

Bxrouenne ¢punbrpaniuu MAC aapecoB
Ha opty 1 (0-Normal, 1-Secure: Mac
Filtration, 2-Secure: Port shutdown, 3-
Secure: Temporary port shutdown)

#MAC_BIND ENRTY1 ACTIVE=[0]

3anuck Nel Tabnuibl pa3peiéHHbIX
MAC anpecos (1-3anuch akTUBHA)

#MAC BIND ENRTY1 MAC=[0:0:0:0:0:
0]

3anuck Nel Tabnuibl pa3peiéHHbIX
MAC aapecoB (MAC anpec)

#MAC_BIND ENRTY1 PORT=[0]

3amuck Nel Tabnuibl pa3peméHHbIX
MAC anpecoB (Homep nopra)

#LLDP STATE=[1]

Bxmrouenne nporokona LLDP

#LLDP TX_ INT=[30]

Wurepsan otnipaBku LLDP coobuienunii

#TLLDP_HOLD TIME=[4]

Muosxurens xpanenust LLDP coobuienuii

#LLDP PORT1 STATE=[1]

Bxmrouenne nporokona LLDP na nopry 1
(aHaJNIOTUYHO AJI IPYTHUX [TOPTOB)

#POER1_DESCR=[]

TekcroBoe onucanue nopra 1,
aHAJIOTUYHO JJIsI OCTAJIbHBIX TOPTOB

#STATIC_ARP1

Cratnueckas ARP 3anuce

#IGMP FORWARDING

[Tponyckars IGMP ¢peiimbl

#MV_FREEZE STATE

OyHKIMA KOHTPOJIS 3aBUCAHUSA
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KOMMyT&L[HOHHOfI MHKPOCXCMBI

#INPUT1 STATE

BxiroueHne TpaHCIALUU COCTOSIHUSA
BX0/1a | Ha BBIXOJ yAAJIEHHOTO
YCTPOWCTBA.

#INPUT1 INVERSE

BxkiroueHne HHBEPCUM COCTOSTHUE BXO/1a
| mpu TpaHCIAUMU HA BBIXOJ YJIaJIEHHOTO
yCTpOWCTBA

#INPUT1 REMDEV

Howmep ynanénHoro ycrponcTsa, Ha
KOTOPBIM TPAHCIUPYETCS COCTOSTHUE
Bxoza Nel

#INPUT1 REMPORT

Homep BbIxosa y1ai€HHOE yCTPOUCTBA,
Ha KOTOPBIA TPAHCIUPYETCA COCTOSTHUE
Bxona Nel

#TLP_EVENT1 STATE

Bxrouenue Tpancisiiuu coobitus 1
(coObITHE TIepex0/1a Ha pe3epPBHOE
MMTAHKUE) Ha BBIXOJ YIaJIEHHOTO
YCTPOMCTBA.

#TLP EVENT2 STATE

Bxurouenue TpaHcasuu coObITHS 2
(coObITHE cpabaThiBaHUE (PYHKIIUH
KOHTPOJISl 3aBUCAaHUI KaMep) Ha BBIXO]T
YIAAJIEHHOTO yCTPOMCTBA.

#TLP_EVENT1 INVERSE

BxiroueHrne nHBEpCUU COCTOSHUS TIPH
TPAHCISAUU COOBITUS | Ha BBIXOJ
YIAJIEHHOTO YCTPOWCTBA

#TLP_EVENT1 REMDEV

Homep yan€HHoro ycTponcrsa, Ha
KOTOPBI TPAHCIUPYETCS COCTOSTHUE
coObITst Nel

#TLP EVENT1 REMPORT

Homep nopra y1ai€HHOTO yCTpOUCTBA,
Ha KOTOPBIN TPAHCIUPYETCA COCTOSTHUAE
coObiThst Nel

#TLP1 VALID

@dnar akTUBHOCTH 3aIIUCH C YIAIEHHBIM
ycrporctBoM Nel

#TLP1 TYPE

Tun yganénnoro ycrporicta Nel

#TLP1 DESCR

TekcToBoe onucaHue yaaIéHHOTO
ycrporicta Nel

#TLP1 IP

IP anpec ynanénnoro ycrporcrsa Nel

#OUTPUT1 STATE

CocrosiHre BBIXOJA IIPU PYYHOM
yIIPaBJICHUH
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#OUTPUT1 MODE

Pexxum paboThl BBIXOJA: PyUHOE
YIIPaBJICHUE WM TPAHCISALMS COCTOAHUSA
C BXOJIa YAAJIEHHOTO YCTPOMCTBA

#OUTPUT1_ REMDEV

Homep ynanénnoro ycrponcrsa,
COCTOSIHME BX0J1a KOTOPOTO
TPaHCIHUPYETCS Ha 3TOT BBIXOA

#OUTPUT1 ERR STATE

CocTostHrEe, KOTOPOE MPUHUMAET BBIXO/]
IIPU OTCYTCTBUU CBS3U C YIAIEHHBIM
YCTPOMCTBOM.

#CPU_ETHERNET MODE

Pexxum pabotet CPU nopta

#UPS LOGGING STATE

Bxurouenue iorupoBaHus HanpsHKEHUN
AKBD npu paspsake

#TEMPER SENSOR_EVENT

BxroueHue oTnpaBKy COOOIIEHUH O
COOBITHSIM OT JaT4YHKa
TeMIEPaTypPbl/BIaKHOCTU

#TEMPER SENSOR TEMP HI

BepxHuii mopor remiieparypsl

#TEMPER SENSOR TEMP LO

HwxnHuii mopor temreparypsl

#TEMPER SENSOR HUM HT

BepxHuii mopor no BiIaXHOCTH

#TEMPER SENSOR HUM LO

HwxHuii mopor no BiaxHOCTH

#WDT SERVER STATE

Bxirouenne pyHKUMN KOHTPOJIS
3aBUCaHMS KOMMYTaTopa

#WDT SERVER TP

IP anpec cepsepa i1t KOHTPOJIS
3aBHCaHUsI KOMMYyTaTopa
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5.3.31 Copoc HacTpoek Ha 3aBOJACKHE YCTAHOBKH
Reboot/Default — Factory Default

Keep current network settings
Keep current username & password

Keep STP setftings

Puc. 5.3.31.1 COpoc HacTpoek KOMMyTaToOpa

[Tpu HEOOXOIMMOCTH BO3MOKHO OCYIIIECTBUTH COPOC HACTPOCK Ha 3aBOJICKHE
ycTaHOBKU. [Ipu 3TOM cOpOC MOXKHO OCYILIECTBIISITH BHIOOPOYHO:

Keep current Network settings — COpoc ¢ COXpaHEHHM CETEBBIX HACTPOCK:
IP, MAC, Gateway,Mask

Keep current username & password — COpoc ¢ coxpaHEeHHEM HaCTPOEK
noctyna: Username, Password

Keep STP settings — C6poc ¢ coxpanenuem Hactpoek STP/RSTP.

5.3.32 Ilepe3arpy3ka
Reboot/Default — Reboot

[Tpu HEOOXOIMMOCTH KOMMYTATOP MOKHO JUCTAHITMOHHO TIEPE3arpy3HTh.
e Reboot - I[Tonnas nepesarpyska (nepe3arpyska npoieccopa, PoE,
KOMMYTAI[MOHHOW YacCTH )

Reboot Device

Reboot

Puc. 5.3.32.1 Ilepe3arpy3ka koMmmyTaTopa
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5.3.33 buiok 6ecnepedoitnoro nuranus UPS

Special Functions — UPS

UPS

Power source

Battery voltage
Battery charge voltage
Battery current
Temperature

RPS-01 firmvare vers

Enable
VAC
26.250V
26.425V
123mA
34

5

Puc. 5.3.33.1 Craructuka o padore UbIT

KommyTtaropsl cepun UPS n UPS+ nMeroT BCTpOSHHBIN MCTOYHUK
6ecniepeboitHoro nutanus. Ha nanHo# cTpaHuile MPUBOAUTCS CTATHCTHKA MO paboTe

y3noB UBII.

Power source - ucroynuk nutanud; ceth 230B i AKb

Battery voltage - nanpsokenue Ha AKb

Battery charge voltage - nanpsbxenue 3apsaku AKb

Battery current - Tok paspsaku AKb

Battery voltage history — rpa¢uk nanpsoxkenus Ha AKb
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5.4 YnpaeneHue yepe3 Telnet

Telnet ucnonp3yeTcs A7 yJaI€HHOTO YIIPABJICHUS CETEBBIM 000PYJ0BaHUEM
MOCPEJICTBOM KOMaHHOU cTpoku. Telnet ucmons3yet npotokosn TCP u mopt 23.
B kommyTtaropax TFortis mo ymomuanuto Telnet Bkmtouen. [1o sxenanuio ero MoxHO
BBIKJIIOYUTh: B MEHIO BbIOpaTh Basic Settings — Telnet

Telnet Settings

State | Enable «

Apply

Puc. 5.4.1 Hacrpoiika Telnet

Telnet moanepKUBaET CIEAYIONIUE TOMOJTHUTEIbHbIE PEXKUMBI:

1. CoxkpameHHble KOMaHAbI. /J[0CTyITHAa BO3MOKHOCTh paOOThI ¢ KOPOTKUMU
KOMaH1aMu (He TpeOyeTcsi BBOJUTh KOMaHAy /10 KOHIIA).

IIpumep: eciu TpeOyeTcsi BBeCTH KOMaHAy config ports 1-2 state enable, To ee
MOKHO COKPaTUTh JO MUHUMAIIbHBIX: €O po 1-2 st en

2. ABTOIOMOJTHEHNE KOMAaHA. BO3MOXHOCTE 110 Ha)kaTuro Ki1aBuiyu TAB
JOTIOJIHSATH BBEIEHHYIO KOMAHLY.

ITpumep: Ecnu BBecTu con, HaxxaTth TAB, To koMaHaa 10MOJHUTCA 110 config

3. Uctopus komana. JloctynHa ucTopust BBEIEHHBIX KoMaH . [lepexiatoueHne
ocyuectpisiercs knasuimamu BBEPX, BHU3

[ToaknroyaThbCs K yCTPOHUCTBY MOKHO IIPH IMOMOIIH JF000 TEpPMHUHAIIBHON
MIPOrpamMMBbl, B JAaHHOM JIOKYMEHTE HacTpoiika OyJIeT paccMOTpEHa Ha MpUMepe
Microsoft Telnet. [Toakimouaemcs ucnosb3ys komanay "open <IP adpec>"

Microsoft Telnet> open 192.168.0.1

[Tocne noaxtoueHust NoTpeOyeTcs BBECTU JJOTUH U Mapoib. (JIOruH 1 maposib
s Telnet'a Takue xe, kak u 1711 qoctyna K WEB untepdeticy) Ecnu morus u
napoJb He ObUTH 3aJaHbl, TO JIBA pa3a noApsaa Haxmute Enter.

TFortis PSW - Industrial Switch
Command Line Interface

Copyright(C) 2014 "Fort-Telecom” Ltd. All rights reserved.
User Name>

Ipumeuanue: ecinu 30 pa3 noapsia JOTUH/IIAPOIIb ObUIH BBEACHBI HEBEPHO, TO
noctyn k Telnet'y 6iokupyercst Ha 1 yac.
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CumBon # v UMs yCTpOICTBa 03HAYAIOT, YTO AyTEHTU(UKAIUS TTPOIILIA YCIIEITHO U
KOMMYTaTOp neperen B pesxxuM Konpurypuposanus. (IIpasa gqocryna - Admin)

TFortis PSW-2G4F# _

Ecnu Ob11n BBEZIGHBI JIOTHH/TIAPOJIh YUETHOM 3aIIMCH ¢ OTPAaHUYCHHBIMU ITpaBaMH, TO
MBI IIEPEUIEM B PEKUM HIEOCMOTE&. (HEaBa ,ZIOCTiHa - User)

Crmcok KOMaH 1 MOXHO TOJTYYUTh UCTIOJNIb3YsI KOMaHAy «?» umu «help»

B kauecTBe apryMeHTOB KOMaH 1 UCIIOJB3YETCS PSAJ YCIOBHBIX 0003HAYCHHIA:

e <[P> - IP agpec B popmare XX . XX.XX.XX
<STATE> - cocrosiHue, MOKET NPUHUMATh 3HaUYeHUs enable wiu disable
<VALUE> - m000€ 1ien0e 3HaKOBOE WM O€33HAKOBOE YUCIIO
<STRING> - TekcTOBas CTpOKa
<PORTLIST> - cnucok nopToB B BHJIE: HAYAJbHbIN_IOPT-
KOHEYHBIH_INOPT, 1100 MOPT.
Hpumep: st nopros 1,2,3 : «1-3» ; TOJIBKO AJIs1 OXHOTO MOPTA 2 & «2»

IIpouecc nacrpoiiku nocpeactsom Telnet'a MpoUCXOIUT B HECKOIBKO IArOB:
1. IIpu moMomu nogMHOXKeCTBa KOMaH U3 Tpynnsl config ycraHaBiuBaeTcs
TpeOyemMas KOHPUryparus
2. Ota KoH(Urypalus COXpaHaeTcs B MaMsATh KOMaHJOM save, MOcJie Yero
HACTPOMKHU NMPUMEHSIOTCH

OoparuTe BHUMAaHHE:
Ecnu nocne ycTaHOBKM TapaMeTpOB yCTPOMCTBO OyZET Iepe3arpykeHo 0e3
NPUMEHEHUs1 KOMaH bl Save, TO HAaCTPOMKHU HE COXPaHSTCS.

5.4.1 NMpumep HACTPOUKHM

Jj1st mpuMepa paccMOTPHUM MPOIECC HACTPOUKH KOMMYTATOpa.
[TycTh HamM TpeOyeTcsl yCTaHOBUTD CIEAYIOIINE HACTPOUKHU:
e [P ampec 192.168.0.100
o Illmro3 192.168.0.1
e Jlo6aBum VLAN 2 ¢ terupoBanHsiM noptom Gigabit Ethernet 1 (Port 5) u
HererupoBanHbiM Fast Ethernet 1 (Port 1)
e Hacrpoum xomdoptHsIii cTapt Ha opty Fast Ethernet 1 (Port 1)
e HacTtponm aBTOMaTHYECKYIO Mepe3arpy3Ky 3aBUCHINX KaMep Ha MopTy 1 mo
kputepuii PING (IP aapec 192.168.0.13)
e Brxirounm nporokosn RSTP Ha nedontHbIx HacTpoitkax

Wrak, noaxitroyaemMcsi K yCTPOHUCTBY, €CJIM YCTPOUCTBO €I1Ie HE OBbLIO
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ckoHurypuponano, To ero IP agpec 192.168.0.1 u JoruH 1 maposb ISl TOCTyIIAa HE

3a1aHbI.
Microsoft Telnet> open 192.168.0.1

[Iepexoaum k pexumy ynpaBiICHUs
TFortis PSW-2GHFH _

MeusieMm IP agpec komannoii config ipif System ipaddress 192.168.0.100

TFortis PSW-2G4F# config ipif System ipaddress 192.168.0.100
System IP config: 192.168.0.100

TFortis PSW-2GY4F# _

JloGaBnsgem nuaro3 o ymondanuro: config ipif System gateway 192.168.0.100

Fortis PSW-2G4FH config ipif System gateway 192.168.0.1
System Gateway config: 192.168.0.1

Jlo6aBnssem VLAN 2.
Jlist aToro cuavana ygansem nopt 1 u3 VLAN 1

TFortis PSW-2G4FH# config vlan vlanid 1 add forbidden 1-1
ULAN: add forbidden ports

ITopt GEI (mopt 5) B VLAN 1 nenaem TerupoBaHHbIM
Fortis PSW-2GY4F# config vlan vlanid 1 add tagged 5-5

LAN: add tagqed ports

Tenepsb no6asisiem HeTerupoBaHHblii mopt 1 B VLAN 2

TFortis PSW-2GY4FH# config vlan vlanid 2 add untagged 1-1
ULAN: add untagged ports

Jlo6aBnsiem TerupoBanHbiii mopt 5 B VLAN 2
Fortis PSW-2G4F# config vlan vlanid 2 add tagged 5-5

LAN: add tagged ports

Komannoii show vlan npoBepsieM npaBuiIbHOCTh KOHPUTYPALIAHN:
TFortis PSW-ZGH4FH show wlan
1
default
Static
S
2 34

2
vlan2
Static
S
Untagged Ports: 1
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Teneps akTuBHUpyeM QYHKITHIO KOM(OPTHOTO cTapra Jyuis mopra 1
TFortis PSW-2GY4FH# config comfortstart portlist 1-1

Comfort Start: add ports

Hactpoum Ha 3TOM ke MOPTY 3alIUTy OT 3aBucaHus kamepsl (192.168.0.13) no
kputepuo PING
Fortis PSW-2G4FH# config autorestart port 1-1 state ping

Autorestart config: state ping

Fortis PSW-2GUF# config autorestart port 1-1 host 192.168.0.13

Autorestart config: host addr 192.168.0.13

ITepeiinem k HacTpoitke RSTP. IlockonbKy pemmim UCIoJib30BaTh MapaMeTPhI 110
YMOJITYaHHIO, TO HEOOXOAUMO JIMIIIb BKJIOUUTH TPOTOKOJI U BBIOPaTh BEPCHUIO.
TFortis PSW-2G4F# config stp state enable

STP State: enable

TFortis PSW-2GY4FH config stp version rstp

STP Uersion: RSTP

Bcé, HacTpolika 3aBepliieHa, Ternepb COXpaHsieM HaCTPOUKHU

TFortis PSW-Z2GY4FH save
Settings saved successfull

TFortis PSW-Z2G4FH reboot
Rebooted. . ..
conhect closed

TFortis PSW-2G4F#

MNogknloHeHHe K y3ny YTepAHo.

HaxkMuTe byl Knasuumy. . .
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5.4.2 OnucaHune komaHg Telnet

KommyTaTopbl moaiepKuBaroT clieayromuii Habop koMman s Telnet:

1. I'pynna xomann config:

ipif — cereBbie HacTpoliku (IP anpec, Macka mojaceTu, MUTIO3)

ports — HacTpoiKa MopToB (CKOPOCTh, ny1uiekc, PoE)
igmp_snooping — HacTpoiika IGMP

stp — HacTpoiika nmpotokosoB STP/RSTP

snmp — HacTpoiika SNMP

syslog — HacTpoiika Syslog

vlan — HacTtpoiika VLAN

sntp — HacTporika SNTP

smtp — HacTpoiika SMTP

comfortstart — HacTpolika GyHKIUN KOM(DOPTHOTO BKIIOUEHUSI KaMep
autorestart — HaCTpoiKa QYHKIIUU KOHTPOJIS 3aBHUCAHUS KaMep

dry _cont — HacTpoiika CyXux KOHTaTpOB

user_account — HacTpoHKa UMEHH MOJIb30BaTENs/Iapois

tftp — nacrpoiika TFTP

events — HaCTpPOMKa COOBITHIA

802.1p — Hactpoiika QoS

scheduling_mechanism — Ttun paboTsl m1aHupoBIIKKa B Q0S
dscp_mapping — Hactpoiika nmpuoputetra DSCP B QoS

bandwidth _control — HacTpolika orpaHuYeHuss CKOPOCTH MOPTa
description — 3a1aHue ONKUCAHUS YCTPOUCTBA.

mac_filtering — punprpanus no MAC agpecam

mirroring — HacTpoiika 3epkanupoBanus noptos (st TFortis SWU)
teleport — HacTpoiika TpaHCISALUUA BXOJIOB U COOBITHI HA OJIOKM MHTErPAIIUU
Teleport

11dp — Hactpoiika nmporokona LLDP

SeNsors — HaCTPOMKa AaT4YMKa TEMIEPATYPbl/BIAXKHOCTH

2. I'pynna komanyg show

switch — cBogHas uHboOp™MaIHs 00 yCTpoiicTBE

ports — uH(popMaLrs Mo nopTam

igmp_snooping — uHdopmarus o pabore IGMP Snooping
stp — uHpopmarms o nporokosie STP/RSTP

snmp— uHpopmarus o npotokosie SNMP

syslog - madopmarnus o nmpotokose SYSLOG

vlan — uadopmarus o HactpoeHHbIX VLAN

sntp — uHpopmanus o npotokosie SNTP

smtp— uHdpopmaius o nporokose SMTP
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firmware— uH(oOpMaIusg 0 TEKyIIel BEpCUH MPOIIUBKU

packet— cTaTHCTHKA MO MepeJaHHBIM/TIOIYYEeHHBIM [TaKeTaM Ha MOPTY
fdb — tabnua kommyTauu

arpentry — ARP taGnuiia kommyTtaropa

autorestart — uHpopManus o pyHkuun Autorestart

comfortstart — undopmanus o pynknuu Comfortstart

dry cont — uHoOpM™MaIHUs 0 COCTOSTHU CyXHUX KOHTaKTOB

tftp — undopmarus o nporokosie TFTP

events — nH(OPMAIUS O HACTPOCHHBIX COOBITHIX

802.1p — unpopManus o 6a30BbIX HacTpoiikax QoS
scheduling_mechanism — Tun pa®oTs! muanuposiuka B QoS

dscp mapping — pacnpeaenenarne DSCP meTok o ouepensim B QoS
bandwidth control — uadopmatiyst 0 orpaHUYEeHUN CKOPOCTH HA TIOPTY
poe - unpopmarus o PoE

config — oToOpakeHHne Bcel KOHPUTypauuu KOMMyTaTopa
mac_filtering — uadopmarnus o punprpannu mo MAC agpecam
mirroring — HHQOpPMalKs 0 HACTPOMKE 3€PKATUPOBAHUS IOPTOB
teleport — mHGOpPMAIIHS O HACTPOUKE TPAHCIAUU HA OJIOKM HHTETpaIuu
Teleport

1ldp — mpocmoTp undopmaiuu o HacTpoiike npotokona LLDP

Sensors — MPpoCcMOTp HH(POPMAITUHU C JATIYMKOB TeMIIEPaTyPhl/BIAKHOCTH

3. O6HoBIEHHE TPOIMMBKY U 3arpy3ka koHpurypamuu ¢ TFTP cepsepa
download

4. Coxpanenue HacTpoek u cuctemHoro jora Ha TFTP cepep
upload

5. Ytunuta Ping

ping

6. Ytunura nuarnoctuku kadens (KabenbHbiil TecTep)
cable diag

7. CoxpaHEHHE U TPUMEHECHUE HACTPOCK

save

8. Ilepezarpy3ka
reboot

9. BbIBOoJ cipaBKH 1O KOMaHAaM
help unu ?

6. BBIXOJ] U3 pexkuMa yripaBieHus: Telnet

exit
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5.4.3 I'pynna config
5.4.3.1 Cemeevie nacmpoiiku (config ipif)

1. IP agpec kommyTaropa.
config ipif System ipaddress <IP>
IMpumep: config ipif System ipaddress 192.168.0.100

2. Macka nojicetd KoMMyTaTopa.
config ipif System netmask <IP>
Ipumep: config ipif System netmask 255.255.255.0

3. Aapec nutto3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

4. Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

5. Pexxum pabotel DHCP kiuenTa
config ipif System dhcp <STATE>
Ipumep: config ipif System dhcp enable — exniouen pescum DHCP
KAUeHma

5.4.3.2 Hacmpoiiku nopmog (config ports)

1. Cocrosinue nopra. (ITopT MOKHO TPUHYTUTETHHO BBIKIIFOUUTD )
config ports <PORTLIST> state <STATE>
[Ipumep: config ports 1-1 state disable

2. CKOpoCTh Ha IOPTY

config ports <PORTLIST> speed <SPEED>
<SPEED> Mo:xeT NnpMHUMATh CJeAyI0LHe 3HAYCHUS
auto

100_full

100_half

10_full

10_half

Ipumep: config ports 1-6 speed auto
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3. Kontpons notoka (Flow Control)
config ports <PORTLIST> flow_control <STATE>
Ipumep: config ports 1-2 flow control enable

4. Yupasnenue PoE (Power ower Ethernet)
config ports <PORTLIST> poe <STATE>
Ipumep: config ports 1-1 poe disable

5. Pexxum pabotel nopta SFP. (Tonbko ang noptoB ¢ SFP ciotom)
config ports <PORTLIST> sfp_mode <SMODE>
<SMODE> Mo0xkeT NTpuHUMAaTh 3HaYEHHUS
e auto — pexxuM coBMecTUMocTu ¢ obopyaoBanueM CISCO u psgom
IPYTUX
e forced — ocHOBHOI pexuM, paboTaeT ¢ OOJIBIIMHCTBOM 000PYI0BaHUS.
®opcupoBaHHHOE MOAHATHE JIMHKA PU 0OHAPY>KEHUH CUTHAJa 10
ONTHUKE
Ipumep: config ports 6-6 sfp _mode auto

5.4.3.3 Hacmpoiika mynemukacma (IGMP Snooping)

1. Bxintouenue IGMP Snooping
config igmp_snooping state <STATE>
Ilpumep: config igmp snooping state enable

2. CIUCOK OPTOB, HA KOTOPBIX AKTUBEH CHYITUHT
config igmp_snooping portlist <PORTLIST>
IMpumep: config igmp snooping portlist 1-6

3. Query Interval - unTEpBaN BpeMEHH MEXTy OTIIPABKOW COOOIIECHUM
Query (B cexkyHaax)

config igmp_snooping query_interval <VALUE>

Ilpumep: config igmp snooping query_interval 60

4. Query Response Interval - MakcumanbHOE BpeEMs OKHIAHUSA OTBETA OT
XO0CTa Ha OTHpaBKY nepuoaudeckux oommx Query. (1-25 cexyHn)

config igmp_snooping query_response_interval <VALUE>

Ipumep: config igmp snooping query response_interval 10

5. Group Membership Interval - uHTEpBa)I BpeMEHU B T€UEHHE KOTOPOTO
MapipyTuzatop oxunaer noixydenusi [IGMP Report. (1-255 cexkyHnn)
config igmp_snooping group membership time <VALUE>

Ilpumep: config igmp snooping group _membership time 255

6. Other Querier Present Interval - ecmu kommyTatop Non-Querier, To eciu
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OH B TEYEHUU 3TOT0 MHTEpPBAJIA HE MOTy4rs1 Query, TO OH HAUMHAET CUUTATh
ce6s Querier.

config igmp_snooping other querier present int <VALUE>

Ilpumep: config igmp snooping other querier present int 255

7. Send IGMP Query — BO3MOXHOCTbh OTKJIIOUUTH OTIIPABKY KOMMYTAaTOPOM
coobmenuit General Query

config igmp_snooping send_query <STATE>

Ipumep: config igmp snooping send query disable

5.4.3.4 Hacmpouiku STP/RSTP

1. Bxmtouenue STP/RSTP
config stp state <STATE>
IIpumep: config stp state enable

2. Bribop Bepcuu nporokona STP wnu RSTP

config stp version <VERSION>

<VERSION> MOxeT NpuHAMAaTh CIEAYIOUINE 3HAYCHUS:
1. stp
2. rstp

Ilpumep: config stp version rstp

3. IIpuopurer (Bridge priority)
config stp priority <VALUE>
Ipumep: config stp priority 32768

4. Bridge Hello Time
config stp hellotime <VALUE>
IMpumep: config stp hellotime 2

5. TX Hold Count
config stp txholdcount <VALUE>
Ilpumep: config stp txholdcount 6

6. Bridge Max Age
config stp maxage <VALUE>
Ipumep: config stp maxage 20

7. Forward Delay Time
config stp forwarddelay <VALUE>
Ipumep: config stp forwarddelay 15

8. Bxntouenue nponycka BPDU nakeroB (BPDU Forwarding)
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config stp forward_bpdu state <STATE>
IMpumep: config stp forward _bpdu state enable

5.4.3.5 Hacmpoiika SNMP

1. Bximouenne SNMP
config snmp state <STATE>
Ilpumep: config snmp state enable

2. IP angpec cepsepa (mist SNMP Traps)
config snmp host <IP>
Ipumep: config snmp host 192.168.0.1

3. Ctpoka coobiectBa ureHus: (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read community public

4. Ctpoka coobmiectBa 3anucu (Write Community)
config snmp write_community <STRING>
Ilpumep: config snmp write community private

5. Bepcus npotokoina (ITognepxxuBaercss SNMPv1 u SNMPv3)
config snmp version <VALUE>

rae <VALUE>: 1,3

IMpumep: config snmp version 1

6. Yposens 6e3omacHoctu (Security Level) ans SNMP v3
config snmp level <VALUE>
raie <VALUE>:
0 - NoAuth, NoPriv
1 — Auth, NoPriv
2 — Auth, Priv
Ipumep: config snmp level 2

7. Ums nonb3oBarena s SNMP v3
config snmp user_name <STRING>
Ilpumep: config snmp user name administrator

8. Auth Password myst SNMP v3 (HeoOxoaum eciii BbIOpaH ypOBEHb
6e3onacHoctu Auth,NoPriv unu Auth,Priv)

config snmp auth_pass <STRING>

Ipumep: config snmp auth_pass test

9. Priv Password nnst SNMP v3 (Heo6xoaum eciiu BBIOpaH ypoBEHb
6e3omacHoctu Auth,Priv)
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config snmp priv_pass <STRING>
Ipumep: config snmp priv_pass test

9. Engine ID nnst SNMP v3, yHukanbHbIi UACHTUHUKATOD
config snmp engine id <STRING>
Ipumep: config snmp engine_id 8000442303C01146050001

5.4.3.6 Hacmpoiika Syslog

1. Bxmtouenue Syslog
config syslog state <STATE>
Ipumep: config syslog state enable

2. IP agpec cepBepa
config syslog host <IP>
Ipumep: config syslog host 192.168.0.1

5.4.3.7 Hacmpouika VLAN

1. Jo6aBnenue u penakrupoBanue VLAN
1.1 JobGapneHue u peaKkTUPOBaHKE TETUPOBAHHBIX MTOPTOB B VLAN
config vlan vlanid <VALUE> add tagged <PORTLIST>
<VALUE> - nomep VLAN a 11711 pe1aKTUPOBaHMUS, TAKKE MOKHO
yka3ath untepBan VID miist penaktupoBanus Heckoiabkux VLAN 0B.
<PORTLIST> - cnucok nopToB, K KOTOPHIM 3TO MPUMEHUMO
Ipumep: config vian vianid 1 add tagged 1-3
Hpumep: config vian vianid 50-64 add tagged 1-3

1.2 JlobGaBieHue 1 peJakTUPOBAHUE HETETMPOBAHHBIX TOPTOB

config vlan vlanid <VALUE> add untagged <PORTLIST>
<VALUE> - nomep VLAN a 1711 pe1aKTUPOBaHMUS, TAKKE MOKHO
ykaszatb uHTepBan VID mis penaktupoBanus HecKonbkux VLAN 0B.
<PORTLIST> - cnucok nopToB, K KOTOPbIM 3TO IPUMEHUMO
Ipumep: config vian vianid 1 add untagged 4-4

1.3 JloGaBiieHue U peaKTUPOBAHKUE MOPTOB, HE WieHOB VLAN
config vlan vlanid <VALUE> add not_ memb <PORTLIST>
<VALUE> - nomep VLAN a 1711 pe1aKTUPOBaHMUS, TAKKE MOKHO
yka3ath uHtepBan VID mist penaktupoBanus Heckoiabkux VLAN 0B.
<PORTLIST> - cnucok nopToB, K KOTOPbIM 3TO MPUMEHUMO
Ilpumep: config vian vianid 1 add not_memb 5-6
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2. Ynaneuue VLAN

config vlan vlanid <VALUE> delete vlan

<VALUE> - nomep VLANa 17151 peJakTUPOBAHUS, TAKIKE MOKHO
yka3ath uatepBan VID miist penaktupoBanus HecKoabkux VLAN 0B.
IIpumep: config vian vianid 2 delete vian

3. IlepenmenoBbiBanne VLAN

config vlan vlanid <VALUE> name <STRING>

<VALUE> - nomep VLAN a 111 pegakTUpOBaHMS, TAKKE MOKHO
ykazatb uHTepBan VID mis penaktupoBanus HecKoabkux VLAN 0B.
Ilpumep: config vian vianid 2 name my vlan?2

[TepeumenoBrsiBaeT VLAN ¢ VID 2 B «my_vlan2»

4. YcranoBka Management VLAN

config vlan mngt vlan <VALUE>

Ilpumep: config vian mngt vian 2

N3menser Management VLAN Ha 2

5. Hacrpoiika VLAN Trunking

5.1 Bximrouenne mexann3ma VLAN Trunking
config vlan vlan_trunking state <STATE>
Ilpumep: config vian vlan_trunking state enable

5.1 Hactpoiika noptoB B VLAN Trunking
config vlan vlan_trunking ports <PORTLIST> state <STATE>
Ilpumep: config vian vian_trunking ports 1-2 state enable

5.4.3.8 Hacmpoiika SNTP

1. Bximrouenue SNTP
config sntp state <STATE>
IIpumep: config sntp state enable

2. IP anpec SNTP cepsepa
config sntp primary <IP>
IIpumep: config sntp primary 192.168.0.1

3. Hacogoii nosic (otHocutensHO UTC)
config sntp timezone <VALUE>
Ilpumep: config sntp timezone +6

5.4.3.9 Hacmpoiika pynkyuu komgpopmnozo cmapma euoeoxkamep

1. Bpemst nmporpesa tepmokoxxyxa (1 miu 2 yaca)
config comfortstart sstime <VALUE>
Ipumep: config comfortstart sstime 2
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2. Brurrouenue GyHKIIUN HA TTOpTax
config comfortstart portlist <PORTLIST> state <STATE>
Ipumep: config comfortstart portlist 1-4 state enable

5.4.3.10 Hacmpoiika (hynkyuu 3augumost om 3a6UCAnus

1. Bxmrouenue GyHKIIMM HA TOPTAx
config autorestart port <PORTLIST> state <AR_STATE>
rae <AR_STATE> npuaumaer ciaeayronme 3Ha4eHUS:
e disable
e link
* ping
e speed
IIpumep: config autorestart port 1-4 state link

2. IP appec xameps! Ha opTy (mpu BeIOpanHOM criocoOe o PING'y)
config autorestart port <PORTLIST> host <IP>

Ilpumep: config autorestart port 1-1 host 192.168.0.13

3. MuHuManbpHas CKOpOCTh Ha MOPTY (Iipu BeIOpaHHOM MeToze Speed)
B Kourt/cek.

config autorestart port <PORTLIST> min_speed <VALUE>
Ilpumep: config autorestart port 1-1 min_speed 3

4. MakcumanbHasi CKOPOCTh Ha MOpTY (TMpu BEIOpaHHOM MeToze Speed)
B Kout/cek.

config autorestart port <PORTLIST> max_speed <VALUE>
Ilpumep: config autorestart port 1-1 max_speed 1000

5.4.3.11 Hacmpoiika cyxux Konmaxmoe (yughpoewie 6xoovt)
B cucreme komMaH MPUCYTCTBYIOT BXOJIbI C MOPSIAKOBBIMU HOMepamu (-2.

e Bxox 0 — ngaTdmk BCKPBHITHS KPBIIIKK Ha ycTporicTBax TFortis PSW-
2G+ u TFortis PSW-2G6F+ . Henb3s U3MEHUTh YPOBEHb
cpabaThIBaHUS BXO/IA.

e Bxoxa | — ocHOBHOW BXOJ, UCIIOJIB3YETCS JJISl TOAKIIOUECHHS JaTYMKOB
MOJIb30BATEIS, HA MJIATE KOMMYTaTopa UMEET MapKUPOBKY «Sensor 1»

e Bxoja 2 — IONOJHHUTEIBHBIN BXOJ, MOXKET HCIOJIb30BaThC TaKXKe I
MMOAKIIOUYHUS TaTYMKOB, HO HE MMEET 3aIllMThI, kak Bxox 1, Ha miaTe
KOMMYTaTOpa UMEET MapKUPOBKY «Sensor 2».
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B O6HI€M ClIydac JIid BXOoAdd IMMPUMCHHUMEI CIICAYIOMINEC KOMAH/IbI:

1. Pa3pemenne paboTsl BXoja (T.€. cpadaThIBaHUE BX0/1a IPUBOIUT K
BO3HUKHOBEHUIO COOBITHS, KOTOPOE MOXKET PACChUIATHCS 3aJaHHBIM CITIOCOOOM,
Harpumep Syslog)

config dry cont <NUM> state <STATE>
rjae:

<NUM> - HoMep BXxoJ1a

<STATE> - cocTosiHue

Ilpumep: config dry cont [ state enable

2. Bbi0op cocTosiHUS BXO/1a, KOTOPOE CUUTAETCS aBApPUUHBIM, U IIPU KOTOPOM
MPOUCXOAUT (POPMUPOBAHUE COOBITHS
config dry cont <NUM> alarm_level <STATE>
rie:
<NUM> - nomep Bxopa (0-2)
<STATE> - coctosinue, COCTOsIHHE, CUUTAIOIICECS AaBAPUUHBIM:
e short — 3aMKHYTO€ COCTOSIHHE
® open — Pa3OMKHYTOE COCTOSIHUE

Ilpumep: config dry cont I alarm_level connected

5.4.3.12 Hacmpouka TFTP
1. Bkmtouenue TFTP

config tftp state <STATE>
Ilpumep: config tfip state enable

2. Hactpotika UDP nopra (ITo ymomuanuto mopt - 69)
config tftp port <NUM>
IIpumep: config tfip port 69

5.4.3.13 Hacmpoiika coovimuii

HactpauBatorcs Te coOBITHS, KOTOPhIE HEOOXOUMO OTIPABISATH Ha CEPBEP
mMonurtopuHra. [Ipu ucnonb3zoBanuu nporokosa Syslog AOMOIHUTENBHO
YKa3bIBAETCSl YPOBEHb BaYKHOCTU COOBITHS.

nepemenHas <STATE> npunumaer 3nauenue enable/disable

nepeMeHHass <NUM> yka3bIBaeT ypoBeHb BaxxHOCTH 0..7
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1. u3MeHeHue craTyca JIMHKa
config events port_link state <STATE> level <NUM>

Ilpumep: config events port_link state enable level 4

2. u3Menenue cratyca PoE
config events port_poe state <STATE> level <NUM>

IIpumep: config events port poe state enable level 4

3. u3aMeHenue tonosoruu B mpotokonax STP/RSTP
config events stp state <STATE> level <NUM>

Ipumep: config events stp state enable level 4

4. nponaJ TMHK NpH akTUBHOM (pyHKIMH Auto Restart
config events ar_link state <STATE> level <NUM>

Ipumep: config events ar link state enable level 4

5. ynanenHoe ycrpoiictBo He oTBeTHI0 Ha PING nipu aktuBHON (QyHKIMH
AutoRestart
config events ar_ping state <STATE> level <NUM>

Ipumep: config events ar ping state enable level 4

6. HU3Kask CKOPOCTh HA MOPTY MpHU aKkTUBHOU pyHKIMH AutoRestart
config events ar_speed state <STATE> level <NUM>

IIpumep: config events ar speed state enable level 4

7. HU3Kask CKOPOCTh HA MOPTY MpHU akTUBHOU (pyHKImMH AutoRestart
config events ar_speed state <STATE> level <NUM>

Ilpumep: config events ar speed state enable level 4

8. COOBITHS CUCTEMBI
config events system state <STATE> level <NUM>

Ilpumep: config events system state enable level 4

9. cobprTHs MOAys 6ecniepeboitHoro mutanwms (UPS)
config events ups state <STATE> level <NUM>
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Ilpumep: config events ups state enable level 4

10. cpabaThiBaHUE CyXHUX KOHTAKTOB
config events dry_cont state <STATE> level <NUM>

Ilpumep: config events dry cont state enable level 4

11. coObITHS MO AATYUKY TEMIIEPATyPhl/BIaKHOCTH
config events temperature state <STATE> level <NUM>

Ilpumep: config events temperature state enable level 4

5.4.3.14 Hacmpoiika yuemHbvix 3anuceil nonv3oeameneil

1. Co3naHre HOBOTO MOJIB30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nosb3oBatens (Makc. 20 CUMBOJIOB),
<PASSWORD> - naposs (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpaB:
e admin_rule
e user_rule
Ipumep: config user account add username password admin_rule
CozfraeM y4eTHYI0 3aliCh aIMUHUCTPATOPA C UMEHEM «Uusername» u mapojem
«password»

2. PegaktupoBaHue AaHHBIX MMOJIb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nons3oBatens (Makc. 20 CMUMBOJIOB),
<PASSWORD> - napons (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpasB:

e admin_rule

e user_rule
Ipumep: config user account add username password user rule
VY co3gaHHON yYETHOM 3alKMCH «username» M3MEHWIN MpaBa JocTyna (Ha
User)

3. Y ganenue noJjiL30BaTens

config user_account delete <USERNAME>

rie <USERNAME> - ums nosb3oBatens (Makc. 20 CUMBOJIOB)
Ilpumep: config user account delete username

Y aanuiam y4eTHYIO0 3aIlliCh «username.
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5.4.3.15 Hacmpoiika QoS
1. Bkimrouenue mexanuzma QoS
config 802.1p state <STATE>
IMpumep: config 802.1p state enable

2. Hactpoiika mpuoputera o ymoruanuto (Default priority)
config 802.1p default_priority ports <PORTLIST> <NUM>
rae <NUM> - npuopwurert 0-7

Ipumep: config 802.1p default priority ports 1-3 7

3. Hactpoiika npuopurero CoS

config 802.1p user priority <NUM1> <NUM2>

rane <NUM1> - nomep npuopurera (0-7),

<NUM2> - Homep ouepeau obciyxuBaroniuid 3ot npuopuret (0-3)
Ipumep: config 802.1p user priority 5 2

4. tun paboThl MJIAHUPOBIIINKA
config scheduling mechanism <MODE>
rae <MODE>:
o strict - Strict priority - nakeTsl ¢ 60J€€ BBICOKUM IPHOPUTETOM
OyyT 0O0pabaThIBaThCs MEPBBIMU
o weight fair - Weighted fair priority - makeTsl ¢ pa3HbIM
MPUOPUTETOM 00padaThIBaIOCS KOMMYTAaTOPOM B cOOTHomeHuu 8:4:2:1

5. Hactpoiika npuoputetoB ToS (DSCP)

config dscp_mapping dscp_value <NUM1> queue <NUM2>

rae <NUM1> - 3pauenue metku DSCP 0-63,

<NUM2> - "Homep ouepeau o0city)uBaromuii 3toT npuopurer (0-3)
Ipumep: config dscp_mapping dscp value 61 queue 3

6. Hactpolika orpaHnYeHHsI CKOPOCTH Ha IOPTAX
config bandwidth_control <PORT_LIST> <MODE> <NUM>
rae <PORT_LIST> - crimcok nopros,
<MODE> - HanipaBjiecHUE€ OTpaHUYCHHUS:
erx_rate — orpaHU4eHUE IIpUEMA
e X rate — orpaHuyecHue repegadyu
<NUM> - 3nHauenue ckopoct B K6ut/c. 0 — eciau HeT orpaHUyYeHus.
Ipumep: config bandwidth control 1-5 rx_rate 10000
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5.4.3.16 Hacmpoiika onucanusa ycmpoiicmea
1. HacTpolika Ha3BaHUS YCTPONCTBA

config description name <STRING>
Ilpumep: config description name psw-2g4f

2. HaCTpOWKa MECTOPACIIOJIOKEHHS YyCTPOMUCTBA
config description location <STRING>

Ipumep: config description location servernaya

3. HaCTpOWKa KOHTAaKTOB 00CITyKHBAIOLIEH OpraHu3alnuu
config description location <STRING>

Ilpumep: config description company superpuper-telecom

4. HaCTpOMKa ONMCaHUs IIOPTOB
config description port <PORTLIST> <STRING>
Ilpumep: config description port 5 portl

5.4.3.17 Hacmpoiixa gpunempayuu no MAC aopecam

1. Hactpolika cocTosiHUS TTOpTa
config mac_filtering port_state <PORTLIST> <MODE>
rae <PORT_LIST> - cnucok nopTos,
<MODE> - pexum paboTsI opTa:
e normal - Normal
e mac — Secure: MAC Filtering
e port— Secure: Port Shutdown
e port temp — Secure: Temporary Port Shutdown
IMpumep: config mac_filtering port state 1-3 mac
2. o6asnenne MAC aapeca K CIHCKY pa3peniéHHBIX
config mac_filtering add <PORT> <MAC>
rae <PORT> - nopr,
<MAC> - MAC anpec
Ipumep: config mac_filtering add 1 00:11:22:33:44:55

3. Ynanenne MAC anpeca n3 cnucka pa3peniéHHbIX
config mac_filtering del <PORT> <MAC>

rae <PORT> - nopr,

<MAC> - MAC agpec

Ipumep: config mac_filtering del 1 00:11:22:33:44:55
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5.4.3.18 Hacmpoiika 3epranupoganus nopmoes

OyHKIHS TOAJIEPKUBACTCS TOJIBKO HA KoMMmyTaTtopax TFortis SWU.

1. BrumroueHne GpyHKITUN 3epKaTUPOBAHUS
config mirroring state <STATE>
rae <STATE> - cocTosHME aKTUBHOCTH MPOTOKOJIA
e enable — 3epkanupoBaHue BKIIOYEHO
e disable — 3epxaupOBaHNE BHIKIIOUYECHO
Ilpumep: config mirroring state enable

2. Hactpolika mopTOB-UCTOYHUKOB

config mirroring ports <PORTLIST> type <TYPE>

rae <TYPE> - tun 3epkanupoBaHus

normal — 3epKanupoBaHUE HAa MOPTY BBIKIIFOYEHO

rX — 3€pKaJINPOBAHUE BXOJALIETO Tpaduka

X — 3epKaIupOBaHUE UCXOASIIEro Tpaduka

both — 3epxanupoBaHue BXOIAIIET0 U UCXOAAIIET0 Tpadurka

Ilpumep: config mirroring ports 1-10 type rx

3. Hacrpoiika mopra Ha3HauY€HUs
config mirroring target <PORT>

Ilpumep: config mirroring target 11-11

5.4.3.19 Hacmpoiika yoanénnwvix ycmpoiicme Teleport

1. noGaByeHrE yAAIEHHOTO yCTPOMCTBA

config teleport remdev add <IP>

<IP> - IP agpec ycTpoicTBa

Ilpumep: config teleport remdev add 192.168.0.1

2. ylaJeHue yaajleHHOro yCTpOuCTBa

config teleport remdev del <IP>

<IP> - IP agpec ycTpoiicTBa

Ilpumep: config teleport remdev del 192.168.0.1

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 99



T Fortis

5.4.3.20 Hacmpoiika mpancaayuu éxooa uepes Teleport

1. BKIIFOUEHHE TPAHCIISIIIUU BXOAa

config teleport input <INPUT> state <STATE>

<INPUT> - uudpoBoii BX0J1 KOMMyTaTOpa

<STATE> - enable /1 BKIIIOUEHUSI TPAHCISALUKU COCTOSHUS BXOAa
Ilpumep: config teleport input 1 state enable

2. nmpuBs3ka Bxoja k [P anpecy ynanénnoro ycrpoicrsa
config teleport input <INPUT> remdev <IP>
<INPUT> - uudpoBoii BX0J1 KOMMyTaTopa

<IP> - [P axgpec ynan€HHOro yCcTponcraa

Ilpumep: config teleport input 1 remdev 192.168.0.1

3. IpUBSI3Ka BX0Ja K HOMEPY BbIX0J1a YAAIEHHOTO yCTPOWCTBA
config teleport input <INPUT> remport <OUTPUT>
<INPUT> - HoMep 11 poBOro Bxoja KoMMyTaTopa
<OUTPUT> - HoMep BbIXOJa YIaJEHHOIO YCTPOICTBA
Ilpumep: config teleport input 1 remport 1

4. uHBEpCUs BBIXOJ1a YAAJIEHHOIO YCTPOMCTBA

config teleport input <INPUT> inverse <STATE>

<INPUT> - HoMep 1nudpoBOro BXoja KoMMyTaTopa

<STATE> - Bxmouenue nuaBepcuu. Ha ynanénnoe yctpoiictBo Oyaet
TPAHCIUPOBATHCSI THBEPCHOE COCTOSTHUE BXOJa

Ilpumep: config teleport input 1 inverse enable

5.4.3.21 Hacmpoiika mpancaayuu coovimuii yuepe3 Teleport

1. BKJIFOYEHHE TPAHCISIUU COOBITHS

config teleport event <NUM> state <STATE>

<NUM> - tun cobbiTusi: 1 — coObITHE 1O NEepexoay KOMMYTaTOpa Ha
pesepBHoe nutanue ot AKDB, 2 — coObiTe 00HapyKEHUS 3aBUCAHUS KaMephbI

<STATE> - enable 151 BKIIFOUCHUS TPAHCIISALIUA COOBITHS

Ilpumep: config teleport event 1 state enable

2. npuBsska coobiTus K [P anpecy ynanénnoro ycrpoicraa

config teleport event <NUM> remdev <IP>

<NUM> - turm cobpiTusi: 1 — coObITHE MO IEPEX0ay KOMMYTaTOpa Ha
pesepBHoe tutanue ot AKD, 2 — coObiTre 00HapyKEHUS 3aBUCAHUST KAMEPHI
<IP> - [P agpec ynas€HHOro ycTponcTaa

Ilpumep: config teleport event 1 remdev 192.168.0.1

3. IpUBS3Ka COOBITUS K HOMEPY BBIX0/1a YAAJIIEHHOIO yCTPOICTBA
config teleport event <NUM> remport <OUTPUT>
<NUM> - tun co0biTusi: 1 — coObITHE MO NEepeXoay KOMMYTaTOpa Ha
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pesepBHoe nutanue oT AKbB, 2 — coObITre 00HApYKEHHUs 3aBHCAHUS KaMEPBI
<OUTPUT?> - HOmMEp BBIXOJA YAAIEHHOIO YCTPOUCTBA
Ilpumep: config teleport event 1 remport 1

4. iHBEpCUS BBIXOJIa YIAJIEHHOIO YCTPOMCTBA

config teleport event <NUM> inverse <STATE>

<NUM> - tun co0biTusi: 1 — coObITHE O NEPEXOAY KOMMYTaTOpa Ha
pe3epBHoe nuTanue ot AKDB, 2 — coObITHe 00HapyKEHUs 3aBUCAHUS KaMephbI
<STATE> - BxitoueHue uaBepcuu. Ha ynanénnoe ycTpoicTBo OyaeT
TPaHCIUPOBATHCSA NHBEPCHOE COCTOSIHUE COOBITHUS

Ilpumep: config teleport event I inverse enable

5.4.3.22 Hacmpoiika npomokona LLDP

1. Bkmrouenue nporokona LLDP

config lldp state <STATE>

<STATE> - enable nns sximouenust LLDP, disable — mysa otxmouenus LLDP
Ipumep: config lldp state enable

2. UnTepBan ornpasku LLDP coobienuit

config lldp transmit_interval <NUM>

<NUM> - uHTepBaJl OTIIpaBKU cooOIIeHn B cekyHaax (5-120)
Ilpumep: config lldp transmit interval 30

3. Muoxwurenb xpanenust LLDP coobmenuit

config lldp hold_multiplier <NUM>

<NUM> - muoxwutenb xpaneHus: LLDP coo6miennii B cekynaax (5-120)
Ipumep: config lldp hold multiplier 4

4. Cocrosinue nporokoina LLDP Ha nopty

config lldp port <PORTLIST> state <STATE>
<PORTLIST> - HOMEp nOpTa UK CIIUCOK IOPTOB
<STATE> - cocrosHue nporokona LLDP Ha nmopty
Ilpumep: config lldp port 1-5 state enable
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5.4.4 I'pynna show

Bo3MmoskHBIE KOMAH/BI:

switch — cBogHas nHbOpManus 00 yCTpOCTBE

ports — uHbOpMaIKs Mo MopTam

igmp_snooping — uHpopmarus o padbore IGMP Snooping

stp — undopmarus o nporokosie STP/RSTP

snmp— uHpopmarus o npotokosie SNMP

syslog - uagopmarus o npotokosie SYSLOG

vlan — uadopmanus o HactpoeHHbix VLAN

sntp — uHpopmanus o nporokone SNTP

smtp— uHbopmaius o nporokoie SMTP

firmware— uHopManus o TeKyIe Bepcuu MpOIIUBKU
packet— cTaTHCTHKA MO MEepeJaHHBIM/TIOIYYEeHHBIM [TaKeTaM Ha MOPTY
fdb — Tabnuua koMMyTanuu

arpentry — ARP taGnuiia kommyTtaropa

autorestart — uHpopManus o GpyHkuun Autorestart

comfortstart — undopmanus o pynknuu Comfortstart

dry cont — uH(pOpMAITHS O COCTOSHU CyXUX KOHTAaKTOB

tftp — undopmarus o nporokosie TFTP

events — mHGOPMAIIHSI O HACTPOSHHBIX COOBITHSIX

802.1p — undpopManus o 6a30BbIX HacTpoiikax QoS
scheduling_ mechanism — Tun pa®oTh! manupoBmuka B QoS
dscp _mapping — pacnpeaenenare DSCP meTok o ouepensim B QoS
bandwidth control — uadopmarys 0 orpaHUYEHUN CKOPOCTH Ha TIOPTY
poe — undopmanus o PoE no Bcem nopram

config — MpOCMOTp MOJTHOUM KOHPUTYpaAIUU

mac_filtering — uadopmarnus o punsrpanuu mo MAC agpecam
inputs — nHGOpPMAIIHS O BXOAAX IUIAThl PaCIIUPEHUs

outputs — nH(pOpPMAIKA O BBIXOAaX IJIAThl PACIINPECHUS

15485 — undopmanus o HacTporike RS485

teleport — ciucok noakmoueHHbIX biokoB Tpancnsiuu Teleport
1ldp — undopmarus o HacTpoiikax mpotokosia LLDP

sensors — MH(opmaIus OT JaTYMKa TEMIIePaTypPbl/BIaKHOCTH

Bce komaHIbl B 3TOM IpyIiie MOKHO Pa3eiIUTh HA HECKOJIBKO MOArPYIII:
e [lpocmotp nnpopmanmu o kommyTtatope (Croa BXOAAT Takue
nepeMeHHbIe, KaK CTaTUCTHKaA MopToB, ARP-Tabnuua, Bepcus
IPOILIMBKH, BpeMsl up-time)
e [Ipocmotp HacTpoek kommyTtaropa (IIpocMoTp TEKyIIMX HACTPOEK
KOMMYTaTopa.)

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike

102



T Fortis

5.4.4.1 IIpocmomp ungpopmavuu o Kommymamope

1. BeiBoa cBOIHOM MHGMOPMAIIUK O YCTPOUCTBE U €ro KOHPUTYpAITUU

show switch
Device type: TFortis PSW-1G4F
MAC Address: CO:11:A6:05:00:00

Address: 192.168.0.1

Subnet Mask: 255.255.255.0
Default Gateway: 255.255.255.255
Firmware Uersion: 00.01.01
Bootloader Uersion: 01.00

Number : 2]
Description:

Location:
Contact:
Qd. Sh. Bm. 14s
disable
disable
disable
disable
ULANT, ULANZ
Comfort Start: disable
Auto Restart: disable

2. BeiBog undopmanmu mo noptam (CocTosiHue, IMHK, CKOPOCTh, TYTUICKC,
PoE)

show ports — 111 Bcex mopros

show ports <PORTLIST> - TonbKO 171 MOPTOB U3 CUCKA

State: enable
Speed/Duplex: 100M Full Duplex
Link: Up

PoE: Off

2

State: enable
Speed/Duplex: 100 Full Duplex
Link: Up

PoE : Off

3

State:
Speed/Duplex:
Link:

PoE:

3. BeiBoa nHbOpMaIiu 0 BCTPOSHHOM ITPOTPAMMHOM 00€CTICUCHU T
KOMMYyTaTopa

show firmware
irmware UVersion: AR .01 .01

Bootloader Uersion: 01.00
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4. BeiBox Tabnuiel kommyTtaruu (FDB)

show fdb
AC Address Aging Time: 330

show fdb port <PORT> - BeiBOj Tabnuuel FDB no koHkpeTHOMY OpTY

5. BreiBog MAC-ta0bmuiisl

show arpentr
Fortis PSW-1G4FH#show arpentry
ARP Aging Time: 120

Interface IP Address MAC Address

192.168.0. 00:1D:60:1E:
192.168.0. 18:CF:5E:DT:
192.168.0. 00:0E:2E:T1:
192.168.0. 00:1A:92:867:
192.168.0. 08:00:27:DF:

6. BbIBOJI CTATUCTHKH 110 MEPEAAHHBIM/TIPUHSTHIM TaHHBIM Y€pe3 MOPThHI
(BxonsIue / UCXOAIINE MAKETHI)

show packet — 1151 Bcex nmopros

show paket <PORTLIST> - TonbpKO 17151 TOPTOB U3 CIIMCKA

TFortis PSW-1G4F#show packet

good bytes: T65TO3
good bytes: 119191
discards packets:
filtered packets:
filtered packets:

good bytes: 128041
good bytes: 758146
discards packets:
filtered packets:
filtered packets:
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7. BeiBog cratuctuku PoE 1o Bcem mopram

show poe — 17151 Bcex mopToB

show poe <PORTLIST> - ToabpKO JIJ1s1 TOPTOB U3 CIKCKA

PoE A PoE B
32.296 U

5.4.4.2 IIpocmomp nacmpoexk kommymamopa

T Fortis

1. BeiBox uadopmaiuu o padbore IGMP Snooping (aKTUBHOCTH, TTOPTHI)

show igmp snooping

TFortis PSW-1G4F#show 1gmp_snhooping

IGMP Snooping State:
IGMP Snooping Ports:

disable

1 2 3 456

2. BeiBog undopmariu no nporokory STP

show stp

TFortis PSW-1G4FHshow stp

STP State:
STP Uersion:
Max Age:
Hello Time:

disable
RSTP

20

2

15

6

3. BeiBog nnpopmanuu no nporokoiny SNMP

show snmp

Jist SNMP vl:

TFortis PISW-Z2GEF+Hshow snmp
Command: show snmp

State:
version:

Server IP:
Read community:
Write community:

s SNMP v3:

enable
1
0.0.0.0
public
private

TFortis PSW-2GEF+H#show snmp

Command: shoWw shmp
SNMP State:

SNMP version:

SNMP Server IP:

SNMP Engine ID:
Security Level:
User Name:

Auth Password:
Priv Password:

enable

3

0.0.0.0
S000A42303CO11AGASAOA1T
Auth,Priv

test

test

test
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4. BeiBog nH(opMaIum mo npoTokony Syslog

show syslog
TFortis PSW-1G4F#show syslog

Syslog State: disable
Syslog Server: 0.0.0.0

5. BeiBox Hactpoek VLAN
show vlan all — Be1BO1 cricka Bcex VID

show vlan 1 — BeiBog nHpOpMaluu Mo KOHKpeTHOMY VID
TFortis PSW-1G4F#show vulan

UID: 1

ULAN Mame: Default
ULAN Type: Static

Tagged Ports:

Untagged Ports: 3456

UID: 2

ULAN Name: 2

ULAN Type: Static
Tagged Ports:

Untagged Ports: 1 2

6. BeiBoa undopmanuu o Hactpoitke SNTP
show sntp

Fortis PSW-1G4F#show sntp
SNTP State: disable

SNTP Server: 0.0.0.0
urrent Time: PO:00:00
urrent Date:

7. BeiBoa undopmanuu o Hactpoitke SMTP
show smtp
Fortis PSW-1G4F#show smtp
State: disable
Server IP: 0.0.0.0
Server Name:
Server Port: 25

Sender:
Receiver 1:
Receiver 2:
Receiver 3:
Login:
Password:
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8. BeiBo1 nHpOpMaIuu 0 HaCTPOMKe (DYHKIIUU 3aITUTHI OT 3aBUCAHMS
show autorestart

TFortis PSW-1G4F#show autorestart
Auto Restart: Enable

Port 1: Mode - link
Port 2: Mode - Ping, IP - 192.168.0.10
Port 4: Mode - Speed, Limit - 3 Mbps

9. BeiBoa undopmaiiuu 0 HacTpoiike PyHKINU KOM(OPTHOTO cTapTa
BHJICOKaMeEp
show comfortstart

PSW-1G4FH#show comfortstart

ComfFort Start Ports: 1 2
Soft start time: 1 Hour

10. BoiBo1 HUH(pOpMAIIUK O HACTPOUKE CyXUX KOHTAKTOB
show dry_cont

Fortis PSW-1G4F#show dry_cont
. State: Enable, Alarm state: Connected, Current state: Connected
. State: Enable, Alarm state: Connected, Current state: Open
. State: Enable, Alarm state: Connected, Current state: Open

11. BeiBoa undopmanuu o Hactpoiike TFTP

show tftp
TFortis PSW-1G4F#show tftp
TFTP State: Enable
TFTP Port: 69

12. BeiBo1 nH(pOpMAITUK O HACTPOUKE CITUCKA COOBITHIA
show events

Fortis PSW-1GU4FHshow events
vent List:

State Enable,Level 4
State Disable,Level T
State Disable,Leuvel T

State Enable,Leuel 4
State Enable,Levuel 4
State Enable,Level 4
State Disable.Leuel T
State Enable,Level 4
Access control State Enable,Level 4
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13. BeiBox nagopmaruu o QoS
13.1.CocrosiHue
show 802.1p state

TFortis PSW-1G4F#show 802.1p state

QoS State: Disable

13.2. Undopmanus o NpuoOpUTETaX MO YMOITYAHUIO
show 802.1p default priority

TFortis PSUW-1G4F#show 802.1p default_priority
1: Priority @
2: Priority 0@
3: Priority 0@
4: Priority 0
S5: Priority 0@
6: Priority O

13.3 Undopmanus o npuoputerax CoS
show 802.1p user_priority

0, Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

13.4 Tun pa®oThl MJIaHUPOBIIMKA
show scheduling_mechanism

Fortis PSW-1G4F#show scheduling_mechanism

Scheduling mechanism: lWeighted fair priorit

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 108



13.5 Uudopmanms o npuoputerax ToS (DSCP)

show dscp_mapping

TFortis PSW-1GH4F#show dscp_mapping

0, Queue
1, Queue
, Queue
, Queue
, Queue
, Queue
, Queue
, Queue
, Queue
, Queue

, Queue

. Queue

, Queue

, Queue

, Queue

, Queue

0
0
0
0
0
0
0
0
1
1

13.6 udopmanus 06 orpaHUICeHUN CKOPOCTH

DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP

16,
17,
18,
19,
20,
21
22,
23,
24,
25,
26,
27,
28,
29,
30,
31

Queue
Queue
Queue
Queue
Queue

. Queue

Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

, Queue

show bandwidth_control

TFortis PSW-1G4F#show bandwidth_control

RxLimit
RxLimit
RxLimit
RxLimit
RxLimit
RxLimit

limit

1 DSCP
DsSCP
DSCP
DsSCP
DSCP
DsSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DSCP
DsSCP
DSCP
DsSCP
DSCP

e e e e B T T R e e e e )

L TxLimit
L TxLimit
L TxLimit
L TxLimit
L ITxLimit
L ITxLimit
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14. BeiBoj noiaHOM KoHPUrypaiuu kommyTaropa. (BeiBoa ocyiiecTBisieTcs: B

TOM K€ BHJIE, YTO U MIPU COXPAHEHUH (pailina KOHPUTypaIuu, ONMCaHHbIN B

pazaene 5.3.27.3)
show config

HEUENT LIST _ACCESS T=z[12]
Dry contact settings
HDRY_CONTO_STATE=[1]
HDRY_CONT1_STATE=[1]
#DRY_CONT1_LEUEL=[1]

HDRY_CONT2_STATE=[1]
HDRY_CONT2_LEVEL=[1]

QoS settings
PORT1_RATE_LIMIT_RX:=[0]
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15. Uudopmarus o HacTpoiike puibpTpanuu mo MAC aapecam
15.1 CocrosiHue nopToB
show mac_filtering port_state

15.2 Cnucok pa3peménabix MAC aapecos
show mac_filtering allowed

15.3 Crnucok 3ab6nokupoBanabsix MAC anpecos
show mac_filtering blocked

19. Uuadopmariust o HaCTpOKe TPAHCIAINKA BXOA0B Ha 010ku Teleport

show teleport
Command: show teleport
IP addre ype Description

192.168.15.3 Teleport-1 Opora3

20. Uudopmarus o Hactpoitke LLDP
show lldp

ommand: show 1ldp

LLDP state: Enable
ransmit Interval: 30

old Multiplier: 4

ort 1: Enable

ort 2: Enable

ort 3: Enable

ort 4: Enable

dort 5: Enable

ort 6: Enable

Command:

Temperature

Humidity 27

Temperature level max: 108
Temperature level min: -5
Humidity level max: 100
Humidity level min: @
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5.4.5 Oonosaenue I1O yepe3 TFTP

KommyTtatopsr TFortis PSW nonnepsxuBator oOHOBIEeHHE TpouBKY uepe3 Telnet,
ncnoib3yro BHemHU TFTP cepsep.

Komanna na oonosnenue I10:
download firmware_fromTFTP <IP> <PATH>
rae <IP> - [P agpec TFTP cepsepa

<PATH> - nyTtb 10 ¢aiina npommBKu

PaccmoTpum npotiecc oOHOBIIeHHS O60J1ee MOAPOOHO.

1. Bo-niepBrix HE0Ox0auMo yoeauthest, uto TFTP cepBep 3aryiieH, u 3amyCcTUTh €ro,
ecnu He 3anyiieH. [Ton OC Windows 10cTaToO4HO pacnpoCTpaHEHHBIM
npuiokenuem sinsgercs nmporpamma Tftpd32. U va npumepe Tftpd32 u Oyaem
paccMaTpuBaTh IIPOLecC OOHOBIICHUS.

JucTpuOyTUB JOCTYIIEH Ha cailTe:

http://tftpd32.jounin.net/tftpd32.html

3anyckaem B pexxume TFTP-cepsepa

s Tftpd32 by Ph. Jounin =ney X
Current Directary ]m LI Browse |
Server interfaces i 192.168.0.104 LI Show Dir |

Thtp Server | Log viewer I

peer file: start ime | progress

« mn 2
About I Settings Help

Kaxk Buaum TFTP-cepBep Oyaet goctyned no ajapecy 192.168.0.104, a kopHeBas
nupekTopus cepsepa D:\Pub

2. ITomemiaem (aityt MPOIIMBKY B KOPHEBYIO JUPEKTOPHUIO CEpBEpA

[‘,- » KomnetoTep * JfloKaAbHbIA aMck (D) » Pub » 1

UnTb T Aodaeutk B BnbanoTeky ~ OBLWmMiA gocTyn ~ 3anuca

=
-

aHHoe Mma

BELL ‘ | [E PSWupdate407-013-25122014.img
daBHWEe MecTa
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3. Ha ctopone cepBepa y Hac BCE€ rOTOBO, IEPEXOAUM K HACTPOWKAM KOMMYTaTOpa.
ITo ymomuanuto mpotokos TFTP na kommyTtatopax PSW otkitouen,
BKJIIOYAEM €TI0 KOMaHJOM:
config tftp state enable
Fortis PSW-1G4F#config tftp state enable
FTP config: state Enable
[Tonnepsxka mpoTokoJia BKItOUUTCs. J[J1 TOro, 4ToObl COXpaHUTH B
SHEPrOHE3aBUCHUMON MaMSITH 3Ty HACTPOUKY BBITIOJHIEM KOMaHIy Save, HHaue

II0CJIE TIepe3arpy3Ku 3Ta HACTPOWKA HE COXPAHUTCSL.
Fortis PSW-1G4F#Hsave

Settings saved successfully

[IposepsieM, uro kommyTartop «BuauT™» TFTP cepsep. s 3TOro MoxHO
PONUHIOBAaTh

ping 192.168.0.104
TFortis PSW-1GU4FHping 192.168.0.104
Ping 192.168.0.104 with 32 bytes of data
TFortis PSW-1GU4F#H
Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=32 seq=3

Reply from 192.168.0.104 bytes=32 seq=Y4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (0 % loss)

0

Reply from 192.168.0.104 bytes=32 seq=2
o
0.

4. IlepexoiuM K OOHOBJICHHIO.

BBoauMm komaHy:

download firmware fromTFTP 192.168.0.104 1/PSWupdate407-013-25122014.img
Haunércs npouecc 3arpy3ku (aityia BO BHyTPEHHIOIO IMaMsITh KOMMYTAaTopa, a 3aTeM

Y Iporecc OOHOBIIEHUS
Fortis PSW-1G4FH#download firmware_fromTFTP 192.168.0.104 1/PSWupdatel07-013-251
22014 .img
Download file:1/PSlupdatel07-013-25122014.1img
Fortis PSW-1G4F#
Downloading compleat.

pdating start, wait...

ofgKMioYeHWe K Yys3ny YTepsHo.

[Tocne yero koMmmyTaTop nepeiaeT k ooHoBieHuto [10 u nepe3arpy3urcs, Mpu 3ToM
Telnet coequnenue npepBETCS.

[Ipouiecc o6HOBIIEHUS ITUTCS 0KOJI0 1 MUHYTHI. [locie yero MoxHO CHOBa
nojakiounTes yepe3 Telnet u mpoBepuTh, BEPCUIO MPOIIUBKH, YOSIUBIIUCH, UTO

0OHOBJICHHE TIPOIILTIO YCIICIIHO.
TFortis PSW-1G4F# show firmware
Firmware Uersion: PO.01.03

Bootloader Uersion: 01.00
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5.4.6 Coxpanenue u 3arpy3ka kongurypauuu u Jjora yepe3 TFTP

KommyTtaTopsl PSW noanep:kuBaroT BO3MOKHOCTh COXPaHEHUS TEKYIINX HACTPOEK
KOMMyTaTopa B (aiiy1 KoH(UTypaluu, ero peIaKTUPOBAHUS, a TAKXKE
BOCCTaHOBJICHHSI HACTPOEK U3 (paiia.

5.4.6.1 Coxpanenue xongpucypauuu

CoxpaHeHne KOHQUrypauu npoucxoauT Ha ykazanHblii TFTP cepsep
upload cfg_toTFTP <IP><PATH>
rae <IP> - [P anpec TFTP cepsepa

<PATH> - ums u nyTh (paitsia kKoHPUrypauu

TFortis PSW-1G4F#upload cfg_toTFTP 192.168.0.104 psw_config. txt
Upload file:psw_config. txt
TFortis PSW-1GYF#H

Uploading. ..
Uploaded compleat.

5.4.6.2 Boccmanoenenue kongpuzypayuu

BoccanoBnenue koHpurypauuu npoucxoaut ¢ ykazanaoro TFTP cepsepa
download cfg_fromTFTP <IP> <PATH>
rae <IP> - [P anpec TFTP cepsepa

<PATH> - nyTth 510 (aitnia koHbUrypamnuu

Fortis PSW-1GY4FHdownload cfg_fromTFTP 192.168.0.104 psw_config. txt
Download file:psw_config. txt
Fortis PSW-1GHF#. ..

Downloading compleat.
Recovery config from file, wait, reboot...

[Tocne Toro, kak KoHGUTypalus Oy/IeT yCTaHOBJIEHA, KOMMYTAaTOp TIEpe3arpy3uTcs ¢
HOBBIMHM HACTPOUKAMHU.

5.4.6.3 Coxpanenue cucmemmnozo noza

B HekoTOpBIX cityyasx ObIBaeT HEOOXOIUMO COXPAHUTBH JIOT pabOThI yCTPOMCTBA JUIS
€ro MOCJIEeYIOLIEr0 aHAIN3a.

upload log_toTFTP <IP> <PATH>

rae <IP> - [P anpec TFTP cepsepa

<PATH> - nyTts 10 daitna KoHpuUrypauu
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5.4.7 CoxpaHeHue HACTPOEK

[IpoucxoauT coxpaHeHHE HACTPOCK B YHEPTOHE3aBUCUMYIO TaMSITh.

Save
TFortis PSW-1GY4F#save

Settings saved successfully

5.4.8 Ilepe3arpyska

[Ipoucxoaut nepesarpys3ka KOMMyTaTopa
reboot

Fortis PSW-1G4F#reboot
Rebooted. . ..
onnect closed

Fortis PSW-1GY4F#

OAKMWYeHHe K Y3ny YTepAHo.

5.4.9 Bbixoa u3 pe:kuma ynpabJieHUs

[Ipoucxonut BeIXoA U3 pexuMa yrpasienus Telnet
exit
Fortis PSW-1G4F#exit
Fortis PSW-1GU4F#

OAKMNIOHeHHe K Y3nYy YTepAHo.

5.4.10 Juarnoctuyeckne GyHKIMH

5.4.10.1 Ymunuma Ping

[To3BOJISIET «IIPONUHTOBATHY yAAJICHHBIN Y3€I
ping <IP>

rae <IP> - IP agpec y3na

B cnyuae ecnu y3ein 10CTyIeH:

TFortis PSW-1G4FH#Hping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data
TFortis PSW-1GHF#

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=32 seq=2

Reply from 192 .168.0.104 bytes=32 seq=3

Reply from 192.168.0.104 bytes=32 seq=4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (0 % loss)

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 114



T Fortis

Ecnu y3en Hegocry1eH:

TFortis PSW-1G4F#ping 192.168.0.11
Ping 192.168.0.11 with 32 bytes of data

TFortis PSW-1G4F#Ping statistics for 192.168.0.11
Packets: Sent = 4 Received = 0, Lost = 4 (100 % loss

5.4.10.2 Kabenvnuiit mecmep
cable_diag ports <PORT_LIST>
<PORT_LIST> - nopt, Ha KOTOPOM NPOU3BOAUTCS JUATHOCTHKA

KaGenbHbIil TECTEp TPUMEHSIETCS 11 KOHTPOJIS 32 IIEJIOCTHOCThIO Ka0ess
UTP/FTP na noprax Fast Ethernet.

KommyTatopst PSW nonnepxuBaroT yHKIIMIO IPOBEPKH IIETOCTHOCTH
kabens Ha noptax Fast Ethernet. JlanHBIi TECT MO3BOJSET ONPEACTUTD TUIT
NOBPEXI€HUA (0OpBIB WIM KOPOTKOE 3aMbIKAHHE) JUIS KQXKI0M Naphbl, a TAKKe
yKa3aTb pacCTOSIHUE OT KOMMYTATOPA JI0 MECTAa IMOBPEKIACHHUS.

@u3NYECKNU PUHIUI TECTUPOBAHUS OCHOBAH HA TOM, YTO KOMMYTATOP
MOCBIIAET MPOOHBIN ANEKTPUUECKUN HMITYJIbC MO KaOelo, U Ha OCHOBaHUU
BPEMEHU 3aJIEPKKHU U (ha3e MPUHATOIO OTPAKEHHOTO CUTHAJIA OPEIEISET
JVCTaHIIMIO IO IOBPEXKACHUS U €€ TUIl. [Ipu 3ToM Ha BpeMs Npornajgaet CBsI3b
Y JIMHK Ha TECTUPYEMOM MOPTY.

Ecnu xabenb 1iemnblii, 1 Ha JAPYToi CTOPOHE MOJIKII0UYEHO UCTPABHOE CETEBOE
YCTPOWCTBO, TO OTpe/IeTICHUE JITUHBI KaOeJsi HEBO3MOXKHO, T.K UCXOJIS U3
MpUHITUTA paOOThI, TPOOHBIN cUTHAT OYyJET TEePMUHUPOBATHCS KOHEYHBIM
YCTPOUCTBOM U HE OYIET OTPaKCHHS.

[Tocne TecTupoBaHMS BO3MOXKHBI CIETYIOIINE PE3YIbTaThI:
Short - KopoTkoe 3aMbIKaHNE MEXKly TapaMu

Open - OOpsbIB nu Kabeb HE MOKIII0YEH

Good - OtcyTcTBUE TOBPEKIAEHUS
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IIpumepsl pe3yJbTaToB padoThl Ka0eJIbLHOTO TECcTepa

PesynbTaT B cityuae oOpbiBa KaOes:

TFortis PSW-2G+#cable_diag ports 1-1
Start cable diagnhostic on port 1
TFortis PSW-2G+#

Port Type Cable Length (M)

1 FE Link Down pair 1-2: Open
pair 3-6: Open

Pe3ynpTaT B Cilydae KOPOTKOTO 3aMbIKaAHUSI:

Fortis PSW-2G+Hcable_diag ports 1-1
Start cable diagnostic on port 1
Fortis PSW-2G+#

Type

FE Link Down pair 1-2: Short 3 M
pair 3-6: Short 3 M

Start cable diagnostic on port 1
TFortis PSW-2G+#

Type

pair 1-2: Good
pair 3-6: Good
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5.5 YnpaeneHue 4yepe3 USB-KkOHCOJb

//tfortis.ru

4 oz MopTsl (COM u LPT)

------ «r STMicroelectronics Virtual COM Port (COM18)

...... N
—"

o weimm [lrrma

CKOPOCT:

OUT TaHHBIX:
CTOIT-OMTOB:
YETHOCTD:

opT NpuHTepa (LPT1)
oCnefoBaTensHeIld nopt (COMI)

[Falararal st iyl

Puc. 5.5.1 — oOHapykeHO YCTPOHCTBO

115200

8

1

HET
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B xommyTtaropax TFortis SWU Ha nuiieBoii maHenu crpaBa pacrioaraercs
USB Type-B pa3zbem. J{anHblil pazbeM MOKET UCIIOIB30BATHCA ISl TOAKITIOUCHHUS

KOHCOJIH.
Jlst 3Toro /Uit Hayana HeoOXOIMMO YCTaHOBUTh COOTBETCTBYIOLIEE JpaiiBepa,

JOCTYTHBIC Ha caiiTe http:
[Toce yero mpu MOAKITIOUYCHUN K KOMIIBIOTEPY B CHCTEME OOHAPYKUTCS HOBOEC

yCTpOUCTBO — BUpTyainbHbli COM-mopT.

Teneps MoxHO TOAKTIOUNTHCS K COM 18 M100bIM TEpMHUHATIOM, HAITPUMEP
PuTTY, BbicTaBUB HACTPOUKH:

Hactpoitku PUTTY

Paznenw:

El--C_ech
i Kypran

= TepMuHan

- Knaewatypa
- YBEenoMneHua
- JcoGeHHOCTH

[=-OkHo

- BHeWwHWA Brua

- [NoBeneHwe
Koavwpoeka

- BulneneHune
Lleetoean cxema
- CMNepccelkn

= CoenmHeHWe

- [laHHbIE
- MNpokcK
- Telnet

- Rlogin
F-SSH

- ZModem

- Cygterm

HaCTpOIﬁKM nocneoeaTeneHOro coegMHeHMA
BhlsepMTe nocnefosaTensHY N TMHWH

INMuHWA oA NooKnoYeHA COomM18

HacTpodika cepniHo i nuHWK

CkopocTe (Goa) 115200
BuTel AaHHBX 8

Cton GuTel 1
YeTHOCTE ’HeT
¥YnpaeneHne NOTOKOM ’XONIXOFF

Puc. 5.5.2 — HacTpoliku coeAMHEHUS
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HOCHG IMOJAKIIHOYCHU S Hepeﬂ HaMHnu 6y,[[€T «‘{epHOG OKHO». TepMI/IHaH HaXOAUTCS B
TaK HAa3bIBACMOM «JHAI'HOCTHYCCKOM)> PCIKUMC.
B - puTTY - - ~—— = | [E] | S

Puc. 5.5.3 — okxHO TepMuHasia
Jiist mepeBojia B peKUM KOHCOJIM HEOOXOMMO HaXKaTh HA KJIIABUATYPE JIATUHCKYIO
KIIABUIITY «C». Ilocne yero KOHCOJIb HCpCfIJIéT N3 TUAarHOCTUYCCKOT'O PCIKNMaA B
PEXKUM KOMaHﬂHOﬁ CTPOKH.

-

B - PuTTY EE—>x=)

TFortis PSW - Industrial Switch -

Copyright(C) 2016 "Fort-Telecom” Ltd. All rights reserved.
User Name>admin

User Password>mseox
PSW-2G+#configl]

PHC.55%1——0KH0IepMHHanaBpemHﬁe(IJ

Ipumeuanue: USB xaGenb MOKeT OBITH MOAKIIOYEH K KOMMYTaTOPY TOJBKO Ha
BpEMsI OTKPBITOTO MOJKIIIOUEHUS YEPE3 TEPMUHAIIBHYIO TPOTpaMMy, B OCTaJIbHOE
BpeMs Kabeb HeOOXO0IUMO OTKITIOUYATh
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6 TexHUYecKasa noagepxka

Texaudeckas MoEPKKa MO MPOSKTUPOBAHUIO CUCTEM BUICOHAOIIOICHNS,
BOIIPOCAM IKCIUTyaTaIlii ¥ HACTPONKH 000PYI0BaHUS OKa3bIBACTCSI:
e 10 tenedony (Bpems ajist 3B0HKOB 8-00 — 16-00 mo MOCKOBCKOMY BpEMEHH)
8 800 100 112 8
+7(342) 270112 8
e 10 e-mail:
support@tfortis.ru

Bcest TexHudeckas TOKyMeHTaIUs JOCTYITHA Ha CalTe:
tfortis.ru

Ecnu y Bac ectb moxenanus 1mo 10paboTKe, a MOKET ObITh U UJIEH 10
CO3/IaHUI0 HOBBIX YCTPOMCTB, Bbl MOXKETE OTIIPAaBUTH HAM 3ampocC
https://tfortis.ru/contacts/svyazhites-s-nami/
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Ipuioxkenue A. Koabl annmapaTHbIX OIIM0OK M UX pacmiu@poBKa

KommyTtatopel PSW 1 SWU uMeroT BCTpOEHHBIE CPEICTBA CAMOJUATHOCTUKH.
[Tpu Bo3HMKHOBEHNH HemoNanok, nHaukaTopel CPU n Default HaunHatoT cHHXpOHHO
MHTaTh. YUCIO0 MUTAHUN MHIUKATOPOB 10 3aAEPKKHA 3CEKYHIBI COOTBETCTBYET KOIY
OIIIHOKHU.

Puc.A.1. Uaauxatopsl DEFAULT u CPU — kommyTtatopsl PSW

KDHHY”"TDP SWU-18

10HDNITMOBASET

Puc.A.2. Ungukatopsl DEFAULT u CPU — kommyTtatopsl SWU

Kox ommoOkn Omnucanue

1,4 Ommbku mukpocxemsl flash mamsitu. B aTom
cllydae MOXeT He pabotaTh oOHOBieHHE 110,
3aIMCh JIOTOB U KOHPUTYPALIHH.

2,5,16,20 Omn6ku PoE xonTposiepa. B atom ciyuae
MOJKET He mojaBathcs nuranue 1mo PoE, nubo
OTCYTCTBYET MHAuKauus PoE.

21,29 Ommbxka Switch-konTposuiepa. B aTom ciydae
MOJKET He paboTaTh Iepeaada JaHHbIX U
naaukanus Link.
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