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1. Ha3Ha4yeHue

Ynpasnsaemsbin (L3) kommyTtaTop ¢ 10G noptamm SW-32G4X-1L Ha 36
noptoB (16xGE SFP + 8xGE Combo (8xRJ45 + 8xSFP) + 4x10G «SFP+»
Uplink) npegHasHayeH ons obbeanHeHUs CeTeBbIX YCTPOWCTB, KOMMYTaTOpPOB,
nepegayn 4aHHbIX MEXAY HUMMN.

B kommMyTaTope npegycMoTpeH LWnpokuii Habop NOpTOB:

v' 16 ocHoBHbix SFP noptoe (1000Base-X) — oGecneunBaroT CKOPOCTb
nepegaun ganHbix Ao 1000 Méut/c ¢ nomolubto ontudeckux (SC/LC) nnm
MeaHbix (RJ-45) SFP mogynewn®*.

v/ 8 Combo noptoB (8xRJ45 + 8xSFP) — npegHasHayeHbl AN nepenayu
OaHHbIX No mMean wnu ontuke (SFP moaynu®) co ckopocteio go 1000
Mé6wuT/c.

v' 4 «SFP+» nopta — pabotatot Ha ckopocti 10G (10 Gut/c) n cnocobHbl
0e3 3agepkek nepefaBaTtbh BeCb 06beM Tpachuka Ha cepeep Unu apyroe
YyCTPONCTBO C nomowbio ontudecknx (SC/LC) wnm meaHbix (RJ-45)
«SFP+» moaynen*.

KommyTatop wMMeeT 3HauuTenbHbld 3anac Mo NPOM3BOAUTENBHOCTU
Onarogapsi yHMBepcanbHbIM MHTepdencaM u HeBNOKMpyeMon KOMMYTaLMOHHOWN
MaTpuLe C NPOMYCKHOM cnocobHoCThLo Ao 128 out/c.

KommyTatop MMeeT BO3MOXHOCTb TMOKOW HacTpOWKM napamMeTpoB
yepe3 WEB-uHTepdenc, nmeor mHoxecTBO dyHkuun L2+ yposHa (VLAN,
IGMP snooping, Link aggregation n 14.) n L3 yposHs (ARP, DHCP, Routing
RIP V1/V2, OSPF VIN2 n 1A4.)

Kpome TOro kommyTtatop noagepxuBawT paboTy B KONbLIEBON
Tononorun (Ring) 6narogaps noggepxke npotokonos |IEEE 802.1s (MSTP),
IEEE 802.1w (RSTP), G.8032 (ERPS) n mapwpytusauyuu L3 (OSPF V1/V2).

KommyTaTtop BbIMOMHEH B Kopnyce Ang yctaHoBku B 19”7
TENEeKOMMYHUKaLMOHHYIO CTOWKY wunun wkad. [pegycMoTpeHo pesepBHoOe
nuTaHWe oT AONONHUTENbHON anekTpoceTn AC 230V.

B kommyTaTOope ucnonb3yeTcs BeHTUNsuMa no tuny Front-to-Back u
AOMNONHNUTENBHOE aKTUBHOE OXMaXKAEHME C MOMOLLIbI0 BEHTUISATOPOB.

KommyTtatop SW-32G4X-1L  mMoxeT ObiTb  MCMONb30BaH  Ha
NpeanpusSTUSIX Manoro, CpeaHero n KpynHoro busHeca, B ONepaTopcKMxX ceTsx
B KayecTBe KOMMYyTaTopa YpOBHS arperauuMum panoHa unu TpaHCMOPTHOro
KOMMyTaTopa.

*SFP 1 SFP+ mogynu npuobpeTaloTcst oTAeNbHO.
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2. Komnnekrauua**

1. KommyTatop — 1wr;

2. KpenneHwue B 19” ctomky — 1T;

3. Kabenb anga nogkntoveHus k cetn AC230V — 2wiT;
4. KpaTkoe pykOBOACTBO NO aKcnnyatauuu — 1wr;

5. YnakoBka — 1WT.

3. OcobeHHOCTU 0GOpYyAOBaHUA

v BbicokonpoussoauTensHble Uplink-nopTel 10G (4 X 10G «SFP+»);

v" YHuBepcanbHble MHTepdelicbl — 16XGE SFP (1000Base-X) + 8xGE
Combo (RJ45 + SFP);

v' MNMoppepxka dyHkumi L2 (VLAN, QOS, LACP, LLDP, IGMP snooping)
n L3 (ARP, DHCP, Routing RIP V1/V2, OSPF V1/V2);

v' Toppepka konbLeBow Tononorumn nogkntoyerHms (STP, RSTP, MSTP,
ERPS);

v" B0O3MOXHOCTb 06beanHEeHUs B CTEK 40 8 YCTPOMUCTB;

v' Pe3epBHoe NuTaHue.



4. BHewHuW BUA N ONUcaHue 351eMeHTOB

4.1 BHewWwwHUW BUA, 1 onucaHune pa3sbemMoB U MHONKaATOpPOB

OSNOVO

7 89 101112

Puc.2 Kommytatop SW-32G4X-1L, pasbembl, KHONKN U UHAOMKATOPbI Ha
nepeaHer naHenu

Ta6. 1 KommytaTtop SW-32G4X-1L, HasHa4yeHne pa3beMOoB, KHOMOK U
WHOWKATOPOB Ha nepegHen naHenu

Ne
a/n O6o3Ha4yeHne HasHayeHne
LED wnHamkaTop paboTbl CUCTEMBI
Mwuraet — cuctema pabotaeT KOPpPEeKTHO.
1 SYS
He roput — cuctema paboTaeTt B HenpaBuiibHOM
pexume. MNMpolumBka KOMMyTaTopa NoBpexXaeHa.




Ne
n/n

O6o3Ha4yeHne

HasHaueHne

Master

WHankaTop pexunma paboTbl yCTPOWCTBA B CTEKE:

CopuTt — Beaywmmn (master)

He roput — Begomelii (slave) nunu ctekmpoBaHue He
ncnonb3yeTcs.

PWR 1/2

LED nHavkaTop NUTaHWsi NOAKITOYEHUSA KOMMYTaTopa K
OCHOBOW U pe3epBHon cetn AC 230V

[opuT opaHXeBbIM — KOMMYTATOP MOAKITHOYEH K
OCHOBHOW 1 pe3epBHoOn cetn AC 230V

[opuT 3eneHbIM — KOMMYTaTOp MOAKIOYEH K OCHOBHOW
cetn AC 230V

"opuT KpacHbIM — KOMMYTaATOP MNOAKMYEH TOMBKO K
pesepBHon ceTn AC 230V

Reset

MwukpokHonka. Micnonb3yeTcsa ana cbpoca kommyTaTopa
K 32aBOACKUM HACTPOMKaM.

1-16

SFP noptbl (1000Base-X) ¢ 1 no 16. UcnonkaytoTtcs
ANs NOAKIMIYEHNS K KOMMYTaTOPYy CETEBbIX YCTPONCTB
Ha ckopocTtun 1 [6ut/c ¢ nomowbo SFP mogynein.”

17-24

Combo noptel SFP (SFP + RJ45) ¢ 17 no 24.
VMcnonbayoTca AN NogKMioYeHst CeTeBbIX YCTPOMCTB
no meau (RJ-45 10/100/1000Base-T) unu ontuke (SFP
noptbl 1000Base-X ¢ nomolbio SFP mogynein*) Ha
ckopocTtu oo 1 réut/c

X1 X2 X3 X4

«SFP+» Uplink nopTel. Ucnonbaytotca and
NOAKMIOYEHUA KOMMYyTaTopa K ONTUYECKUM FIMHUSAM
onepaTopoB CBA3W, APYrMM KOMMyTatopam 1
MapLupyTmusatopam Ha ckopocTtu 10 6ut/c, ncnonbays
SFP+ mogynu 10G*

OOB

MopT (out-of-band) RJ-45 (10/100/1000Base-T).
Vcnonb3yloTca Ansa yaaneHHoro ynpasneHus
KOMMYTaTopoM. YnpaBreHne ocyLLecTBSeTCs No ceTu,
pa3fgernbHO C KaHanom nepegadn AaHHbIX.
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Ne

a/n O6o3HayeHne HasHaueHune
c | Pasbem RJ-45. Vicnonb3yeTca ans ynpasneHns
9 11 onsole KoMmyTaTopom Yeped RJI45-RS232 untepdpelic ¢
5200, N, 8, 1
nomoubio CLI komaHA.
_ Pa3sbem Mini USB. Vicnonb3yeTcs ans ynpaeneHus
10 Mini USB
KommyTaTopom yepe3 USB ¢ nomowubio CLI komaHg
11 Log WHankaTop Homepa kommyTaTopa B cteke. OT 0 go 8
USB-A nopT anga nogkntoyeHna USB dneww
HakonuTens.
12 VMcnonb3yeTcs aAns coxpaHeHus/3arpysku ganna c

TeKyLen KoHpUrypaumnen, xypHanos padoThbl
KOMMmyTaTopa v TA.

* SFP n SFP+ moaynu nprvobpeTatTcsa OTAEMNbHO.

AC 100-240V

AC 100-240V

Puc. 3 Kommytatop SW-32G4X-1L, pasbembl Ha 3aHEN NaHenu

Ta6. 2 KommytaTtop SW-32G4X-1L, HasHavyeHne pa3beMoB

Ne

a/n O6o3HayeHne HasHauyeHne
1 1 Pasbem gnsa nogknoyeHus kommyTtatopa kK cetn AC
AC 100-240V | 230V kabenem 13 KOMMNMeKkTa NocTaBKu.
2 i BuHTOBas knemma Angd NogknoyYeHns KommyTaTopa K
— LUMHE 3a3eMIIEeHUS.
3 2 Pa3sbem ana nogknoyeHns kKommyTaTopa K pe3epBHOW
AC 100-240V | cetn AC 230V kabenem 13 KOMMeKTa nocTaBKu.
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5. NMoakno4yeHune

5.1 Cxema noakno4YyeHus

K sappy cetu/sbiwecTosiiemy
0GOpy/0BaHUIO C ONTUYECKUMM
nopramu

Q
S
hat
3
2
i

SW-32G4X-1L

KommyTaropbl
arrperauum

sw-4ac4xy
/;"‘ \“0\ oo
B

8G1eo

r
H KommyTaTopel goctyna

KnueHtckoe obopyanosanue 63 Q? Knuentckoe obopyaosanve

== 1

ber
ag e

Paiion 1 Paiion 3
0o 24 noanmoqenuﬁl ; eie @ % H [o 8 noaknioueHmit
}:lo 24 yc‘rpov\c‘ra
LA N ]

Konmy'ra1 Kommyrarop
aoctyna poctyna

L—\

HoyT6yk Wi-Fi poytep

Paiton 2

Puc. 4 Cxema nogkntoveHus kommyTtatopa SW-32G4X-1L Ha npumepe
NMOCTPOEHMUS CETU onepaTopa CBA3N
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5.2 NoaknioyeHne NUTaHUA

2 1 3

% —4> AC 230V % L AC 230V

Puc. 5 lMNMogknioyeHne kommyTtaTtopa k cetn AC 230V

MopsaaoK NOOKIYEHUA NUTaHUS:

1) TlNoakno4ymMTe KOMMYTATOP K LUMHE 3a3emrieHns BHyTpu 197
wkadpa/cToviku (1);

2) [MloakniounTe KOMMNIEKTHBIN LWHYP NUTaHUSA B COOTBETCTBYIOLLNIA
pas3bem Ha KommyTaTtope (2);

3) T[MogknioymTe BTOPON KOMMIEKTHBIW LWHYP NUTaHUSA B
COOTBETCTBYIOLLMI pas3beM Ha kommyTaTope (3)

4) TlogknoymTe BUIKW LWHYPOB NuTaHus (4 1 5) K ceTn nepemMeHHOoro
Toka AC 230V (MoryT GbITb 2 pasHbIx ceTn, 4Tobbl obecneunBaTtb

pe3epBMpoBaHME).
BHumanme!

MoaknoyeHne pes3epBHOrO MNUTaHUSI He sBnsieTca obsisaTenbHbIM Ans
paboTbl kommyTaTopa. [JoCTaToO4HO OCHOBHOMO NoAkntYeHus k cetn AC
230V. O6 oTcyTCcTBMM pe3epBHOrO nuTaHust Oygetr coobwaTb
cootBeTcTBYOWMA LED uHAoukaTtop Ha nepegHen naHenu YCTPOWCTBa
(PWR 1/2).
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6. MNMpoBepka paboTocnoco6HOCTU

Mocne nogkntodeHust kabenen K pasbémMaMm M No4aun NUTaHUS MOXHO
ybeautbcsa B paboTocnocobHOCTH KOMMYyTaTopa.

Mogknounte  kommyTtaTop Mexay asymsa [1K ¢ um3BecTHbivun |P-
agpecamu, pacnonaralolLMncs B OAHOW noaceTu, Hanpumep, 192.168.1.1 un
192.168.1.2.

Ha nepeom komnbioTepe (192.168.1.2) 3anycTuTe KOMaHOHYH CTPOKY
(BbInONHMTE KOMaHAZy cmd) 1 B MOSIBMBLUEMCS OKHE BBEAMTE KOMaHAy:

ping 192.168.1.1
Ecnu Bce nogknoyeHo NpaBuiibHO, Ha AKpaHe MOHUTOPa O0TOOPa3nTCA OTBET OT
BTOPOro KOMMbOTEpPa. ATO CBUAETENLCTBYET 06 NCNPABHOCTU KOMMYyTaTOpa.

Ecnn oteBer ping He nonydyeH («Bpems 3anpoca uCTekno»), TO
cnegyeT NpoOBEPUTb COeAMHUTENBHBIN kKabenb n IP-agpeca KOMMNbIOTEPOB.
Ecnun He BCe nakeTbl BbINN NPUHATLI, 3TO MOXET CBUAETENbCTBOBATL!
- 0 HW3KOM Ka4vecTBe kabens;
- O HeucrnpaBHOCTU KOMMYTaTopa;
- 0 MoMexax B fIMHUN.

MpumeyaHwme:
MprynHbI NOTEPU B ONTUYECKON NIMHUN MOTYT ObITb Bbi3BaHbI:
e HeucnpasHocTblo SFP wn/vnn SFP+ mogynen (Bblbuparnte mogynu C
NoaXOAsALLEN CKOPOCTbIO Nepeaayn AaHHbIX);
e un3rmbamu kabens;
e  OOMbLIMM KONMYECTBOM Y3110B CBapPKM;

. HeuncnpaBHOCTbIO UM HEOOHOPOOHOCTBLIO ONTOBOJIOKHA.
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7. MNoaroToBKa nepen ynpaBrneHWeM KOMMYTaToOpoOM
yepe3 WEB.

3pecb OypeT nokasaHa pJetanbHasi HacTpowka cetu ansg MK nog
ynpasneHvem Windows 8 (noxoxun mHtepdenc y Windows 10, Windows 7 u
Windows Vista).

1. Ortkpovite «LeHTp ynpaBneHna cetamm u obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3MeHeHVe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

5% « Metworkand Internet » Metwork and Sharing Center v & P

View your basic network information and set up connections
Centrol Panel Home

Change adapter settings

View your active networks

Change advanced sharing Unidentified network Access type: No network access
settings Public network Connections: @ Ethernet

Change your netwerking settings
See also

§i§ Setup a new connection or network

Bonjour = set up a broadband, dial-up, or VPN connection; or set up a router or access point.
HomeGroup
Internet Options [ Troubleshoot problems

Windows Firewall Diagnese and repair network problems, or get treubleshooting information.

2. B nosBuBwemca okHe «CeTeBble nogkmodeHusay  (Network
Connections) oTobpaxeHbl BCe CETEBble MOOKIHOYEHMUS, OOCTYMNHbIE
Bawemy K. Coenavite ABOMHOWM KWK Ha NOAKIMIOYEHUUN, KOTOPOE Bbl
ucnonb3yete ansa cetn Ethernet

L2 =
1 @ <« Metwork and Internet » MNetwork Connections v O Search Network Connections @
Organize « B M @
"~ | Bluetooth Network Connection = | Ethernet l-. VirtualBox Host-Only Network
%ﬁ Not connected %E Unidentified network W= Disabled
*x Bluetooth Device (Personal Area ... Qualcomm Atheros ARB171/8175 ... @ VirtualBox Host-Only Ethernet Ad...
L‘ VPN Connection Tl Wi-Fi
“'EW Disconnected . Mot connected
&5 WAN Miniport (IKEv2) K a‘.\ﬂ Qualcomm Atheros AR483WE-E...
5 items ==
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3. B nossusliemcs okHe «CocTtosiHue - [NoaknodeHne rno nokanbHOm cetu»

(Ethernet Status) HaxmuTe KkHOMKy «CBoWCTBa»
noKasaHo HUXe.

General

Connection

IPv4 Connectivity: No network access

IPVE Connectivity: No network access
Media State: Enabled

Duration: 00:03:17
Speed: 1.0 Ghps

Sent —— %g ——  Received

Bytes: 81,247 | 234,209

|®Eroperﬁes| @Qisable || Disgnose |

(Properties) kak

4. B nosiBuBLUemMcs okHe «[logkntodeHne no nokanbHon cety — CBoncTBa»
caenante [OBOMHOW KWK Ha «MNPOTOKON MWHTepHeTa Bepcun IP V4

(TCP/IPv4)» kak nokasaHo Huxe

Networking | Sharing

Connect using

l? Qualcomm Atheros ARB171/8175 PCI-E Gigabit Ethemet

This connection uses the following tems:

JB10305 Packet Scheduler ~
[0 -+ Microsoft Network Adapter Muttiplexar Protocol

&~ Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /0 Driver

w&. Link-Layer Topology Discovery Responder

KKK

X

Intemet Protocol Version 4 (TCP/IPvd) v
>

Install... Uninetall

Description

Transmission Conttrol Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

-

=
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5. B nossusLiemcs okHe «[MpoTokon uHtepHeTa sepcun IP V4 (TCP/IPv4)»

ckoHGurypupyite IP agpec Baluero MK 1 macky noaceTu Kak nokasaHo
HVXe

Cetb
|

I

Ceoiictea: NpoTokon MHTepHeTa Bepcun 4 (TCP/IPv4) ® e

Obuwe

NapaMeTpel IP MOMYT HAZHAYETLCA BTOMATHUSCKH, BCIH CETh
1 NOAAEKUBAET 3TY BOMOKHOCTL, B NPOTHEHOM CNyuae NapameTphl IP
MOHO NONYUHTE Y CETEBOT0 AAMHHUCTPATOpA.

( ) MonyunTe IP-aApec aBToMaTHYECKK
-.é_-l/lcnnnh:-maarh cnepyrwmii IP-agpec:
IP-agpec: 192 . 168 . 254 . 10

Macka noaceTu: 255 .255 .255. 0

3 OCHOBHOW Wwnko3:

Monyunts sapec DNS-cepeepa aBTOMATUYECKN
-.é_-l/lcnnnh:-maarh cnegywlme agpeca DNS-cepsepos:

MpeanounTaemelid DNS-cepeep:

ANbTepHaTWEHLIR DNS-cepaep:

[ I noaTeepavTe napametpel npu Bsixone T —

’ oK ] ’ OTMeHa l

Mo ymonuanuio IP agpec kommyTtaTopa 192.168.254.1 Bbl moxete
3agatb ntobon IP agpec B none «IP agpec», B ToM e noacetu yuto u IP agpec
kommyTaTopa. Haxkmute kHonky OK, 4ToGbl COXpaHWUTb M MPUMEHUTE HACTPOVKM.

Tenepb Bbl MOXETE MCMONbL30BaTh NtoboW Opay3ep Ans Bxoda B MEHHO
HaCTpoeK KoMmmyTaTopa.

Mo ymonyaHuio:

v' Login: admin
v' Password: admin
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8.MoaroTtoBKka nepea ynpasBreHNEM KOMMYTaTOpPOM Yyepes
nopt CONSOLE

YnpaeneHue koMmmytatopom vepe3d COM-nopT unu USB (1cnonb3yeTcs
BUpTyanbHbii COM nopT) MoxeT noTtpeboBaTbCsi, €crnv Mo  Kakum-nmbo
npuyvMHam ynpasnexuve yepe3 WEB-HegoCTymnHo.

Ckavante un ycraHoBute Ha [1K, ¢ kotoporo OygeT npoBOAUTLCA
KOH(UrypvpoBaHue KommyTaTtopa nporpammy-amynstop HyperTerminal wnn
PUTTY. Tlocne yctaHoBkuM Heobxoammoro [1O wucnonb3yite CcneaymoLlyto
MoLIAroBYH0 MHCTPYKLMIO:

1. CoepuHute nopt Console kommytatopa ¢ COM-NopTOM KOMMblOTEPA C
MOMOLLbIO kKabensi.
Banyctute HyperTerminal Ha K.

3. 3aparite MM aAns HOBOTO KOHCOSBHOTO MOAKIMOYEHUS.

% New Connection

Enter a name and choose an icon for the connection:

Enter details for the phone number that you want to dial:

Country/region: IUn'rted States (1) LI

Area code: |123

Phone number: I

Connect using: |[e8]k} -

ok | Caca |
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Hactpovite COM-nopT cneayroLmm obpasom:

CkopocTb nepefaum gaHHbIxX (Baud Rate) — 115200;
BuTbl AaHHbIX (Data bits) — 8;

YeTtHocTb (Parity) — Her;

Cron 6uTkl (Stop bits) — 1;

Ynpasnenue notokom (flow control) — HeT.

NANENENR N

Port Settings |

Bits per second: -
Data bits: m
Parity: |None -

Stop bits: lﬁ

How control: lﬁ

Restore Defaults |
ok | Cencel | opy |

6. Cwucrtema npegnoxut Bontn Bam B umHTepdenc CLI (ynpaBneHue
yepe3 KOMaHOHYI CTPOKY).
Mo ymonuaHuio:

v" Login: admin
v' Password: admin

Fle Edit View Call Iransfer Help
Ow|s 3 05|

[Username: admin

Passmord:

Login in progress. .. .

Welcome to Vitesse Command Line Interface (v1.0).
Type “help’ or °?" to get help.

>

Connected 030012 |Auto detect 115200 8-N-1
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9. NogroTtoBka nepen ynpaBrieHNEM KOMMYTaTOPOM Yepes
Telnet/SSH

MpoTokonbl Telnet 1 SSH npegocTaBnsaOT NONbL30BATENO TEKCTOBLIN
UHTepdenc KoMaHOHOW CTPOKM Ansa ynpasneHus kommytatopom (CLI). Ho
Tonbko SSH obGecneunBaeT cos3gaHue 6e30nacHOro kaHama C  MOSHbIM
WwndpoBaHeM NepegaBaeMbIX JaHHbIX.

YTto6bl nonyuntb goctyn k CLI kommyTaTopa vepes Telnet/SSH, Baw
MK 1 KommyTaTop OO0JMPKHBbI HAXOAUTbLCA B ogHoW ceTu. [ogpobHee, kak 3To
caenatb paccmaTpuBanocb B pasgene MHCTpykuumn «[llogrotoBka nepef
ynpasneHnem kommytatopom yepes WEB-uHTepdency.

Telnet uHTepdenc BCTpoeH B koMaHOHyk cTpoky CMD cemewncTtBa
onepaumoHHbIXx cuctem Microsoft Windows. SSH uHTepdenc pocTtyneH
TOMBKO C MOMOLLILIO NporpaMmbl amynartopa SSH TepmuHana. Huke nokasaHo,
Kak nony4utb goctyn k CLI kommyTtaTopa Yyepe3 SSH ¢ NoMoLLbio NporpamMmbl
PUTTY.

1. 3amgute B MeHiwo PuTTY Configuration. Beegute |IP agpec
kommyTatopa B none Mmsa xocta (Host Name) (umm IP agpec). lo
ymonyanuio IP agpec kommyTaTopa 192.168.254.1

2. Bbibepute TN nogkntoveHus (Connection type) — SSH.

Category:
e Seuma [ Basic options for your PuTTY session
| _-lLoaging Speciy the destination you want to connect to
(=)~ Teminal
Keyboard 1 Pot
Bel 192.168.254.1 2
Features Connection type: =
E-Window ORaw O Telnet O Rogin| @
Popesace | Lo, sav ordelte 3 stored ssson
Translation Saved Sessions
Selection
Eolotrs Defaut Settings ot
[=- Connection L
Data oo
Proxy
Telnet Delete
Rlogin
&~ SSH
= Cosewindowonext:
(OAways (ONever  (® Onlyon clean exit
Foot Concel

3. Ecnu Bbl nogknoyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl
yBuaute okHo PuTTY Security Alert. Haxmute Yes (Oa) ans
NPOAOIMKEHNS.
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PUTTY Security Alert ﬂ

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1040 ddi15:6b:be:26:1d:b0:0c: efiaf: 59:f2:83:eTa 747
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want te carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection,

4. PUTTY obecneunT BaMm OOCTYN K yrnpaBreHnio KOMMYyTaTopoM nocne
Toro kak Telnet/SSH nogkntoyeHne 6yaeT ycTaHOBNEHO.

Mo ymonyaHuio:

v" Login: admin
v" Password: admin

192.168.2.1 - PUTTY = =
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10. WEB mHTepdeinc ynpaBneHuss KOMMyTaTopom

10.1 O6wumm Bug WEB unHTepdenca

Systam 103

o kzason Memory rskzanon

LskDown  Vemory Usage

WEB nHTepdeic pasgeneH Ha 7 rpynn HacTpoOeK:

v

System Info — xypHanbl 1 T4., OTHOCALMECS K OOLLIMM HacTporkam
KOMMyTaTopa;

Port Manage — HacTpoKKu, XypHarbl U TA., OTHOCALLMECS K NopTam
KOMMYyTaTopa;

POE Manage — HaCTpOWKu, XypHarnbl U T4., OTHOCALLMECS K MUTaHUIO
PoE (Power Over Ethernet);

Layer2 Manage — HaCcTpOMKHU, XypHanbl 1 TA4., OTHOCALLMECS K
dyHKUnAM 2 yposHs (Layer2);

Layer3 Manage — HaCcTpOMKuW, XypHansl N TA., OTHOCALLMECH K
dyHKUmMAM 3 ypoBHs (Layer3);

Advanced Manage — 0ONONTHUTENbHbIE HACTPOMKM KOMMYTaTOopa;

System Manage — HaCTPOWKN CMCTEMbI, OOHOBMNEHME NPOLLMBKA U TA.
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10.2 CuctemHasn uHcdopmaumsa (System Info)

10.2.1 O6wan undopmauma o cucteme (Global Info)

Global info

Praduct Model

CPU Usage

System loaa

UnkDown  Vemory Usage

Ha panHon ctpaHnue WEB wHTepdbeinica npeactaesneHa cBogHasi

uHdopmauma o kommyTtatope. OKHO BM3yanbHO pas3gefnieHO Ha HEeCKOSbKO
nomnemn B KOTOPbIX COAEPXKMTCS criegytoLias nHopmaums:

Global Info (O6wasn nHdopmaums)

Product Model — mogens kommyTaTopa;

Hardware Version — Bepcusi UICMONTHEHUS;

Serial Number — cepuiHbIi HOMep YCTPOWCTBA;

MAC Address — MAC agpec yCTpOWCTBa;

Firmware Version — Bepcus NpoLLMBKMY;

Compile Time — gata co3gaHus NPOLLUBKMY;

Uptime — obwee Bpems paboTbl KOMMyTaTOpa CO CTapTa;

System Time — cuctemMHoe BpeMs (NpegycMoTpeHa KHOMka Ang

CUHXPOHM3aLMM C BpeMeHeM, ycTaHoBreHHbIM B OC).
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e System Load (3arpyska B % CPU 1 onepaTvBHOM NamsiTu
KOMMyTaTopa) — MHdopmMaumsa npeactaBneHa B Buae Yoo0HbIX
avarpamm.

e Port Status (MHpopmaumst 0 nopTax KOMMyTaTOpa) — BUA NepeaHen
naHenu KoMMyTaTopa, Ha KOTOpOoW oTobpaXalTcs 3a4eNCTBOBaHHbIE
NopTbl U KHOMKW. [JononHUTENbHbIE CBEAEHUS (CKOPOCTb, COCTOSIHME U
TA.) MOXHO MOMY4YnTb, HAXXaB Ha COOTBETCTBYHOLLNIA NOPT.

e CPU Usage (Ouarpamma ucnonb3oBaHus pecypcos CPU
KoMMyTaTopa)

e Memory Usage (dnarpaMmma UCnonb3oBaHns NaMaTv KoMMyTaTopa)

10.2.2 HakonneHHasa ctaTucTuka pabothl (Statistic Info)

[ ol Dctaiec packet Statisics | MAC Frame Lengih Statistics 14C Frame Error Siats

View Switehing

Port RxBytes Rx Packets ReDroppsd Rx Errors Rx Bytes Tx Packets Tx Dropped TxErrors

Ha paHHow ctpaHuue WEB unHTepdeiica kommyTaTtopa oTobpaxaeTcs
UHdoOpMaUMa NO MNPUHATLIM/OTNPABMEHHBIM NakeTam ANs KaXaoro nopra
kommyTaTopa (Basic Packet Statistics), a Takxe:

v" Port — HoMep nopTta KOMMyTaTopa;

v' Rx Bytes — KonmM4ecTBO NpUHATON HpopmaLmn B GanTax;
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Rx Packets — konim4ecTBO NPUHATLIX NAKETOB;

Rx Dropped — konm4ecTBO OTOPOLLEHHbIX NAKETOB Npu Npueme;
Rx Errors — konn4ecTteo ownbok npu npneme;

Tx Bytes — konnyecTBo oTnpaBneHHon nHopmauun B 6anTax;
Tx Packets — konu4ecTBoO OTNpPaBreHHbIX NaKETOB;

Tx Dropped — konM4ecTBO OTGPOLLEHHBIX MAKETOB MPY Nepeaadye;

AN N N NN

Tx Errors — konvm4yecTBo owMGOK Npy nepeaade.

Takke Ha gaHHow cTpaHuue WEB nHTepdeinca cogepxuTtcs nHdopmaums o:

e Detailed packet Statistics — Tabnuua getanbHOW CTAaTUCTUKKU MO

I'IpI/IHHTbIM/OTI'I paBlieHHbIM NMakeTaM;

e MAC Frame Length Statistics — Tabnuua ctaTucTkn No pasmepy

NakeToB,;

e MAC Frame Error Statistics — Tabnuua ctaTucTukm owmnook ans MAC

NakeToB.

10.2.3 XypHanbl cobbiTui (Log Info)

OaHHasa cTpaHuua WEB uvHTepderica kommyTaTopa COOEepXuT
XypHarnbl CUCTEMHbIX COBbITUN.

KommyTatop MOXeT 3anucbiBaTb, KnaccuduumpoBaTtb, YNpaBnsATb
BCEM CUCTEMHON UWHdopMauuen. KypHanbl COObITUIM NpeaocTaBnsloT
3HAYUTENbHYIO MOMOLLb ASI1 CUCTEMHOIO agMUHMUCTpPaTopa Npyu MOHUTOPUHIe
COCTOSIHMS KOMMYTaTopa 1 onpegeneHnn CUCTEMHBIX OLLUMBOK.

>KypHan  cucTemMHbIXx  cobObITU  npegocTaBnsieT 8  ypoBHeN

MHdOopMaLnK:
Tun cobbiTnn YpoBeHb Onucanve
Emergencies
(YpesBblyanHble 0 Cuctema He gocTynHa
cuTyaumm)

Cob6biTusi, KOTOpbIE
Alerts (OnoseLleHune) 1 TpebytoT ckopeiLier
peakuun Ha HUX

25




Critical (Kputnyeckue
coBbITUSA) BaxHble cobbITus
Errors (Owm6km) CoobLyeHnsi 06
oLmodKax
Warnings MpeaynpexaaroLme
(MpenynpexaeHune) coo0LLeHuns
Notification CraHgapTHble, HO
(YBegomneHus) BaXKHble coo0LLEHNS
Informational Crartuctnyeckue
(MHPOPMALMOHHBIE coobLeHns, koTopbie
coobLeHuns) [OMKHbI ObITb
- 3anucaHbl B XypHan
Debuggin NHdopmMaLmoHHble
(omaﬂ%%HSe coobLeHns, koTopbie
coobLeHuns) reHepupyoTca B
npolecce oTnagku

KypHan cobbiTun  moxeT

USB Hakonutens,

NOAKMIOYEHHbI K COOTBETCTBYIOLLIEMY MOPTY.
10.2.3.1 Cnucok xypHanoB (Log List)

XypHanbl CUCTEMHbIX COBbLITUIA MOryT GbiTb COXpaHeHbl OBYMS
pasnu4YHbiMK criocobamu: B Gydbep namsaT 1 B doaiin Ha nay.

XKypHanbl, coxpaHeHHble B Oydep namsaATH, cTuparoTca nocne
nepesarpysku kKoMmMmyTaTopa.

XKypHanbl, coxpaHeHHble B chaiin Ha N3y, NONHOCTbIO AOCTYMHbI Nocne
nepesarpysku kKoMmMmyTaTopa.
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time

1970-01-01 08:17
1970-01-01 08:17
1970-01-01 08:01
1970-01-01 08:01
1970-01-01 08:01
1970-01-01 08:01
1970-01-01 08:01
1970-01-01 08:01
1970-01-01 08:01
1970-01-01 08:00
1970-01-01 08:00
1970-01-01 08:00
1970-01-01 08:00
1970-01-01 08:00
1970-01-01 08:00

level

type
Link
Link
Link
Enable
tatus
Connect
Enable
Status
Link
Link
Link
Link
Link
Link
Link

module
mono
mono
mono
poe
poe
poe
poe
poe
mono
mono
mono
mono
mono
mono
mono

param
G2
G2
G2
G2
G2
G2
G2
G2
G2
G6
G2
G6
G2
G6
G2

log

Interface[G2] state change to up.
Interface[G2] state change to down
Interface[G2] state change to up.
Interface[G2] poe power enable state change
Interface[G2] poe power good state change
Interface[G2] poe disconnect

Interface[G2] poe power enable state change
Interface[G2] poe power good state change
Interface[G2] state change to down
Interface[G6] state change to up.
Interface[G2] state change to up.
Interface[G6] state change to up.
Interface[G2] state change to up.
Interface[G6] state change to up.
Interface[G2] state change to up.

e Serial Number — cepuitHbln HOMeEp MHGOPMaLUUK B XXypHane;

e Time — Bpems NosiBNeHUs MHOPMaLUK B XypHarne. Bpems 6yaoet

YKa3aHO Mnocrie CUHXpOoHU3aunn BpemMmeHn CUCTeEMbl KOMMYTaTopa C

BpemeHem B OC;

e Module Name — nmsi Mmoayns, s KOToporo otobpaxaeTtcs

nHpopMauus B xxypHane. MoxeT GbiTb BbiGpaH B Bbinaaatowem

CMnucke,

e Severity Level — ypoBeHb BaXXHOCTU nHdopMaumu. MoxeT BbiTb

BblGpaH 13 BbiNagatoLLero Crncka;

e Log information — cogepxumoe MHpopmauum B XypHane cobbITUNA.

MakcmumansHoe Konnm4ecTBo 3anucen B XXypHarne — 512,

10.2.3.2 3kcnopT XXypHanoB cobbiTui (Log Save)

OKkecnopT (BbIrpy3ka) XXypHanoB NO3BOMSET BbIrpy>KaTb XypHan B Buae
TekcToBoro chavina. [na aToro Heo6x0AMMO MEPENTU Ha COOTBETCTBYIOLLYIO

cTpanuny WEB nHTepoeiica:

System Settings >> Log Information >> Log Export

>
£ J

-

Clear Log
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Q

OGHOBUTbL CMUCKM XXYpHanoB

R,
- Bbirpyska >xypHasnoB B TEKCTOBbIV hain
Clear Log

OunCTUTb TEKYLLMIA KypHar

10.3 YnpaBneHue noptamu (Port Managment)

10.3.1 HacTtpowku nopTtos (Port Configuration)

EEEEEEEEEEEEELEEELE

Ha paHHOWM cTpaHuue WEB uHTepderica MOXHO CKOHGUrypupoBaTb
cnegyloLne napameTpbl NOPTOB:

e State — LUBeTOBOe O0TOOpaXeHNe TEKYLLEro COCTOSHUA nopTa
— Cepbli — NOPT He UCNOMNb3yeTCs;
— OpaHxeBbin — nopT paboTaeT Ha ckopocTn 100 M6uT/c;
— 3eneHbih — nopT paboTaeT Ha ckopocTn 1000 M6uT/C;

e Speed — ckopocTb nopTa

e Duplex — pexum paboTbl nopTa

— Half — nonyaynnekc;

—  Full - nonHbIN gynnekc;

28



e Rate Configuration — HacTpoWka CKOpPOCTM MNepedayn AaHHbIX Ans

nopTa/nopTos.

1) CkopocTb MOXeT OblTb yCTaHOBMNEHa cpasy Ang BCEX NOpTOB B
camMoMm BepxHeM Bbinagatowem cnucke Select All (c kpacHbIm
LBETOM WpudTa);

2) CKopocCTb MOXET ObITb YCTAHOBIEHA 4115 BblOpaHHOro nopTa.

e Maximum frame length — makcumanbHbIi pa3mep obpabaTbiBaembix

naketoB. MakcumanesHbI pa3amep — 10K6anT (Jumbo Frame).

1) Pasmep obpabaTbiBaembix MNakeToB MOXeT OblTb YCTaHOBMEH
cpa3y Ons Bcex NopToB B cCamMoOM BepxHem none Max Frame
(KpacHbIn uBeT wWpudTa);

2) Pasmep obpabaTbiBaeMbIX NAKETOB MOXET OblTb YCTAHOBMEH ANS
BbIGpaHHOro nopra.

e Flow Control — KOHTpPONb MOTOKa, MO YMONYaHWIO OTKM4YeHo. He
pekomeHOyeTCsl BKNoYaTb 3Ty (PyHKUMIO, ecnu Balla CeTb CIWLIKOM

HarpyxeHa.

e Enabled — Bkn/BbIkn BbIGpaHHOro nopra.

10.3.2 U3onauma noptos. (Port Isolation)

name Portisslate Hame Portissine

5

o||o| o] o| of o||o| o o] of o] o] of|e
o| o| o] o| o o||o| o||o| o| o] of o

Ha paHHom cTpaHnue WEB wuHTepdeinca npencraBrieHbl HAacTPOWKM
anst um3onaumm noptoB. WM3onupoBaHHble NOpTbl MOryT OOMeHMBaTbLCHA
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WHpopMaLmen TONbKO C ykasaHHbIMW nopTamu. [aHHas dyHKUua cnocobHa
obecneunTtb 3awwmTy noptos npu Net Storm n Broadcast Storm.

e Select all — none ¢ kpacHbIM LWPUATOM, FOE MOXHO BKITHOYUTb
n3onauuto cpasy Anst Bcex noptoB. Mpu 3TOM M30NMpoBaHHbIE MOPThI
He cMOoryT oGMeHMBaTbLCS TpadhMKOM Apyr C APYroM.

e Port Isolation — nepcoHanbHaa HacTponka (BKN/BbIKI) M3onauun aAng

BblGpaHHOro nopTa.

10.3.3 3epkanupoBaHue nopTtoB (Port mirroring)

rort wiresr Dirsetion Font mirror Dirsction
Norenine v

\
C

a1 Nee i +
Nooe himer +
Nere i

G18 NoneMimer

Nore Mimer  +

Nore Mimer +

vore Mimse v

[
[

G Nonehimor v
[
[

Ha paHHou cTpaHuue WEB nHTepdeiica kommyTaTopa npeacraBneHsbl
HaCTPOMKM  (PyHKUMM  3epKanvMpoBaHUss — BO3MOXHOCTU  KOMUPOBAaHWS
OTNpaBnsieMoro/npuHMMaemMoro Tpaduka Ha BblOpaHHbIN MOPT C UENblo
MOHWUTOPUHIa U BbISIBNEHWSA Npobriem.

e Mirror target port — BeiGop nopTa, Ha kKoTopbI ByaeT oy6nMpoBaThCs

Tpaduk C UHTEpecyemoro nopra.

e Port Management — HacTpowka nopTa.

— Not Mirroring — He gy6nvpoBaTb Tpaduk Ha NOPT-3epKarno;

— Receiving image — gybnupoBaTtb TOMbLKO NPUHUMAaeMbI Tpaduk Ha
nopT-3epKaro;

— Send mirroring — gy6nvMpoBaTb TONbKO OTNPaBngeMbI TpadumK Ha

nopT-3epKarno;
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—  Global mirroring — gy6énupoBaTb BeCb (MPUHUMaEMbIN/OTMPaBNAEMbIA)
Tpacumk Ha nopT-3epkarno.

e Mirror Direction — HacTpoVikn 3epkanMpoBaHus Ans BbIbpaHHOro noprta
B COOTBETCTBMM C ONUMAMM B yripaBneHun noptamu (Port
Managment). Onumm B Port Management ckodurypoBaHbl A5t BCEX

NnopToB.

10.3.4 OrpaHuyeHue ckopoctu noptos (Port Speed Limit)

Pert 0 Rats{kegs) n Burstibes) Out Rate(xops) Out Burstkbps)

Ha panHon cTtpaHnue WEB uHTepdeiica HaxogaTcs HacTpPOWKW no
OrPaHUYEHN0 MPOMNYCKHOW CMOCOBHOCTM MNOPTOB (Kak BXOAsALWEW, Tak |
ucxoasuien).

v' Entrance Rate — B 3TOM rnosie MOXHO 3afaTb CKOPOCTb Npuema
Tpaduka

v' EXxit rate — B 3TOM Nnorie MOXHO 3a4aTb CKOPOCTb nepegayvm Tpaduka

BHumaHme!
Henb3sa ogHOBpeMEHHO UCNoNb30BaTh OrpaHNYeHne CKOpoCTU N PYHKLMNIO

nogasnexus Net Storm u Broadcast Storm. AkTuBaums no6omn n3 yHKLUMIA
aBTOMaTUYECKN OTKIOYaeT APYryHo.
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10.3.5 3awumTa ot Net Storm u Broadcast Storm (Storm Control)

Fort Broadeast(pps) Multieastipps) Unknewn Unicastipps)

LLinpokoBewatenbHbin  wTopMm (Broadcast Storm) Bo3HuKaeT B
pes3ynbTaTe 3HaA4YMTENbHOrO yBenuueHus KonuyecTBa broadcast naketoB B
ceTu. [laHHOe SBNEeHWe 3HauYUTENbHO CHUXaeT 0OLLyl0 NPOM3BOAUTENBHOCTb
cetu.

Ha paHHom cTtpanvue WEB wuHTepdpenca Haxogatcss HacTpowku
MexaHu3Ma 3awmTbl oT Broadcast Storm. Bcero noggepxmBaetca 3 Tuna
naketoB: Broadcast nakeTtbl, Multicast nakeTbl, HensecTtHble Unicast nakeTbl.

B TeyeHne wvHTepBana oOOGHapPY)XeHUS KOMMYTaTop OTCrexunBaeT
KOMNMNYECTBO MOMYYEHHbIX MaKkeToB BblOPaHHbIX TUMOB Ha NOPTE U CpaBHMBaET
€ro C MakCMManbHbIM YyKa3aHHbIM 3HadeHneM. Korga cKopocTb nepegaym
TaKknx NakeToB MPEBbIWAET yKa3aHHbIA Nopor, cpabaTbiBaeT MexaHnaM Storm
Control.

Ha cTpaHuue JoCTynHbI cneaytoLwme HacTPOnKK:

v' Broadcast (pps) — none oTBeYaeT 3a MaKCMManbHYl CKOpPOCTb

npuema broadcast nakeTtoB. [lpy OOCTVXXEHUW YKa3aHHOro nAMMMUTA
ocTtanbHble broadcast nakeTbl He 6yayT obpabaTtbiBaTbCa. JOCTYMNHbIV
AvanasoH 3HayeHun 0 — 1000000. O o3HayaeT, 4TO NUMUT He
YCTaHOBIEH.

v/ Multicast (pps) — none oTBeYaeT 32 MaKCMMarbHY CKOPOCTb Npuema
multicast nakeToB. Npn 4OCTUXEHWUM YKa3aHHOro NMMUTa ocTarbHble
multicast nakeTbl He OyayT obpabaTtbiBaTbCsl. [JOCTYNHbIN AnanasoH

3Ha4eHun 0 — 1000000. 0 o3HayaeT, YTO JIMMUT He YCTaHOBIIEH.
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v" Unknown unicast (pps) — nose oTBe4yaeT 3a MakCUMarbHYH CKOPOCTb

nprvema HemsBecCTHbIX Unicast nakeTos. [Mpy 4OCTUXEHUU yKa3aHHOro
nMMuTa ocTanbeHble unicast nakeTol He OByayT obpabaTbiBaThCS.
JocTtynHbi AgnanasoH 3HaveHu 0 — 1000000. O o3HayvaeT, YTO NMMUT

HE yCTaHOBJIEH.

3HaveHne  «mobanbHaa  HacTponka»  (Global Config) nossonser
yCTaHaBnvMBaTb NMUMWUT AN BCeX NOpToB cpady. [locne HacTponku cnegyet
HaxaTb Apply Page Setting (MNpuMeHNTb HACTPONKM CTpaHULbI).

BHumanme!

Henb3s ogHOBpEMEHHO UCNONb30BaTb OrpaHNYeHne CKOPOCTU N YHKLMIO
nogasneHus Net Storm u Broadcast Storm. AkTuBaums no6omn u3 yHKUMA
aBTOMAaTUYECKUN OTKIOYaeT APYryto.

10.3.6 PyHKUMA IHeprocbepexeHnsa ana noptos (Port Energy Saving)

Name EEE Hame =3

Ha gaHHom cTtpaHnue WEB nHTepdeiica npeacrasneHa BO3MOXHOCTb
aKkTMBMpOBaTb (PYHKUMIO aHeprocbepexeHns EEE ansa BbiOpaHHbLIX NOPTOB.

v Select all — BkN/BbIKN (YHKUUM 3HEProcbepexeHns Ans BCeX NOpPTOB.;
v/ EEE — Bkn/BbIkn oyHKUUK sHeprocbepexeHnst ons BelbpaHHOro

nopTa.
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10.4 YnpaBneHue HacTponkamu 2 ypoBHs (Layer 2 Managment)

10.4.1 Tabnuua MAC agpecoB (MAC Address Table)

Expired Time(s,

ndex WMAC Addrass visn Port Type

OcHoBHasa 3apgadva kommyTatopa Ethernet — nepecbinatb naket ¢
AaHHbIMW Ha KaHanbHOM YPOBHE B COOTBETCTBYIOLLUIA NOPT B COOTBETCTBUM C
MAC agpecowm.

Tabnuua MAC agpecoB COOepXWT BCO HEOOXOAMMYH MHdOpMaUMIO
AN NepecbIfiku NakeToB Mexagy noptamu. Tabnuua MAC agpecoB sBnsieTcs
OCHOBOW ANsi peanusaumm 6bICTPON nepecbinku nakeTos. Npun aToM 3anucu B
Tabnmue MAC agpecoB MOXHO OOHOBMASATb Kak BPY4YHYlO, Tak MU
aBTomatuyeckn (learning). bonbwas 4acte MAC agpecoB B Tabnuue
co3gaeTcs aBTOMaTU4eCkn, HO B HEKOTOpPbIX crnyyasx npuesaska MAC agpecos
BPYYHYIO MOXET YCKOPUTb CaMy (DYHKLMIO KOMMYTUPOBAHMS.

OyHkuma dunbTpaumm MAC agpecoB NO3BONAET KOMMYTaTtopy He
obpabaTbiBaTb NakeTbl, KOTOpble HEe [AOMKHbl ObITb 0OpaboTaHbl B
cooTBeTCcTBMM C npaBunamu. ®unbtpaums MAC agpecosB nossonser
MoBbICUTb O6LLMI ypOBEHb BE30MacHOCTN CeTu.

Add the MAC address

MAC Address
vian 1 v

Port

G
-
«

Cancel Add
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Add the MAC address — OkHO B KOTOPOM MOJb30BaTENb MOXET BHECTHU

MAC agpec Bpy4Hyto.

MAC Address — MAC agpec, KOTOpPbIN Hy>XHO [06aBUTb;

Vlan — BbibpaHHast VLAN. VLAN 1 3ape3epBnpoBaHa CUCTEMOM Nog,

usndeckme NopTbl KOMMYTaTOPa;

Port — cooTBeTCTBYHOLLMIA MOPT KOMMYTaTopa.

KHonka Add — pobaButb MAC agpecc, kHonka Cancel — oTmMeHa.

YTto6bl yoanuTb 3anuck u3 Tabnuusl MAC agpecoB cHadana BbiGepute
3anuck, a 3atemM Haxmute Delete, yToObl 3aBepLLUTL yaaneHue.

e Lease time remaining — none And ykasaHuMs BPEMEHW apeHAabl
agpeca, nocne KOTOporo agpec yganserca u3 Tabnuvubl. Heobxogmmo
TONMbKO  AnNg  aBTomatmyeckonm  agpecaumn. MAC  apgpeca,
AobaBneHHble BPYyYHYIO He TPebytoT ykazaHUs BDEMEHUN apeHapbl.

BHumanme!

Ecnuv nopT (Mnu yCTpoMCTBO) N3MEHEHO BPYYHYIO, UMK YKa3zaH HEKOPPEKTHbIN
MAC, T0 3anuck B Tabnuue gormkHa ObiTe yaaneHa, MHa4e KOMMyTaTop He
CMOXET nepecbinaTtb NakeTbl KOPPEKTHO.

MpumeyaHue!

Ecnu Bpemsi yctapeBaHuss MAC agpecoB (BpeMsi apeHabl) CIULLKOM BENUKO,
To Tabnuua MAC agpecoB OygeT 3abuta yctapeswumn MAC agpecamu u
KOMMYTaTtop He CMOXeT O0OHOBUTb agpeca B Tabnuue pAnsa  HOBbIX
NOAKITHOYEHHbIX YCTPONCTB.

Ecnu Bpemsi yctapeBaHus MAC appecoB (BpeMsi apeHbl) CrMLLIKOM
mano, To Tabnuua MAC agpecoB OygeT OGHOBRAATLCA CIULLKOM ObICTpO. 3TO
npvMBeZeT K TOMY, YTO KOMMYTaTOp HE CMOXET HaNnTM HeobXxoouMmble 3annucu B
Tabnuue n OygeT nepecbinatb NakeTbl C OAHHBIMU HA BCE MOPTbI, CHWXasi
o0wyo 3¢hpPEeKTUBHOCTb KOMMYTaLMW.

PekomeHayeTcst Mcnonb3oBaTh 3HAYEHME MO YMOYaHuIo.
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10.4.2 VLAN (VLAN Config)

VLAN (Virtual Local Area Network, BupTyanbHas nokanbHas ceTb) —
3T0 yHKUMA B poyTepax M KOMMyTatopax, NO3BOMfALWAs Ha OAHOM
dusndeckom ceteBom uHTepcpence (Ethernet, Wi-Fi uHtepdence) cospatb
HECKONbKO BUPTYyanbHbIX NokanbHbIX ceTern. VLAN ncnonb3yoT Ang co3gaHus
NOornyeckom TOMONOrUM CeTW, KOTopasi HUKAK He 3aBUCUMT OT (PU3NYECKON
TOonosnornu.

Mo cpaBHeHUO C 0ObIYHOW nokanbHoW ceTbto (LAN) BupTyanbHas
nokanbHas cetb (VLAN) nmeeT psig NnpemmMyLLEeCTB:

e KoHTponb obnactm wupokoBelwatensHoro (Broadcast) pomeHa.
PacnpocTtpaHeHne broadcast nakeToB OrpaHUMYEHO TONbKO 3TON
VLAN, Takmm obpasomMm, [OOCTUraeTcs COXpaHeHWe MpPOMyCKHOM
cnocobHOCTM ceTW, a Takke MOBbIWATCA BO3MOXHOCTU MO

00paboTKe NakeToB B CETHU.

e [loBblweHHas 6e3onacHoCTb ceTu. MNockonbKy NakeTbl NnepedarnTcs Ha
KaHanbHOM YpOBHE M M30MMpoBaHbl C NMoMoLblo broadcast gomeHa,
TO y3nbl B kaxgon VLAN He MOryT CBSI3bIBaTbCA HAMPAMYIO U SOJIKHbI

UCnonb3oBaTh CeTeBOW ypoBeHb (L3) aons obMeHa naketamu.

e YnpouweHHoe ynpaBneHue ceTblo. XOoCTbl OfHOW paboyen rpynnbl
MOTYT HAaX0OUTbCSA B pa3HbIX PErMOHaX.

VLAN Ha ocHoBe noptoB (port-based) ctpoutcsa Takum obpasom, 4TO
VLAN HasHaualTCd Ha OCHOBe HOMepa WHTepdenca KommyTaTopa.
AoMunHUCTpaTop ceTu 3ajaeT pasHble PVID gna kaxgoro wHTepdenca
(nopTa) kommyTaTopa.

Korga nakeT ¢ AaHHbIMM NOCTyNaeT Ha MOPT KOMMYyTaTopa, nocnegHun
nposepsier VLAN Tar (VLAN tag) u PVID nopta. Ecnn VLAN Tara HeT, TO
KOMMYyTaTop npuceBanBaeT Tar B cooTBeTcTBuMM ¢ PVID nopTta. Ecnu VLAN Tar
y NPUHMMaEMOro nakeTa YXe CyLleCcTByeT, TO KOMMyTaTop He npucsamBaeT
HOBbIN Tar, faxe ecnu NopT cKoHdUrypmposaH kak PVID.
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10.4.2.1 VLAN Static

B N =

3anomuHadue VLAN (VLAN Learning)

Kaxxgas VLAN MMeeT cBOK COOCTBEHHYIO Tabnuuy conocTaBreHus
MAC Appeca n nopta. Takum obpasom, oguH n ToT e MAC agpec MoxeT
oTobpaxaTbCs B HECKOMbKMX Tabnuuax conocTaBneHusl.

Pexxum VLAN Learning CTpoMTCs Ha TOM, YTO NPOUCXOOMT NpoBepka
Bcen Tabnuubsl MAC agpecoB ¢ nomouwbo kombuHaumn MAC agpec + VID B
KayectBe nHaekca. Ecnu Homepa VID Bcerga pasHele, To MAC agpeca moryT
NOBTOPSATLCS.

OT0 Takke O3HayaeT, YTO paHee M3yyeHHbln MAC agpec B Kaxaow
VLAN npuHagnexut gaHHon VLAN u He ByaeT coBMECTHO UCMNonb30BaTbCs C
apyrumn VLAN.

10.5.2.2 Hactpouka VLAN (VLAN Config)

37



Ha paHHown cTtpaHunue WEB wnHTepdenca npencraBneHbl HAaCTPOWKU
ans VLAN n HacTporiku VLAN gns kaxgoro nopra.

VLAN Mode — pexunm pabotbl VLAN

Access — nopT npuHagnexut Tonbko ogHon VLAN. Tlo

yMON4aHu1Io BCe NakeTbl nomeyvatoTcsa Untag (6e3 meTkn);

Trunk — nopT MOXeT npuHagnexaTtb Heckonbkum VLAN,
nonyyatb/oTNpaBnATb NakeTbl OT Heckonbkux VLAN. B cetn
oYyeHb 4acto VLAN HacTpoeHbl Ha pasHbiX kKommyTtatopax. [lo

ymorn4aHuio Bce naketbl nomevatotca VLAN tag;

Hybrid — nopT moxeT nponyckaTb nakeTbl Heckonbkux VLAN,
nonyyatb/oTnpaBnATb NakeTbl  OT Heckonbkux VLAN. Takon
pexum pabotel VLAN MOXeT ucnonb3oBaTbecsl Ans 06begnHeHus
ceTeBbIX n nonb3oBaTeNbCKUX YCTPOWCTB. Mpasuno
reHepupoBaHua MeTKM (TerMpoBaHue) ons Tpaduka MoXeT ObiTb
rMMBKO HACTPOEHO B 3aBUCMMOCTU OT (PaKTUYECKOro COCTOSHUS

YCTPOWCTBA, MOOKMOYEHHOTO K NOPTY.

PVID — Port VLAN ID — ngeHtudukatop VID ansa nopta. Ecnuv naker,

NnonyyeHHbIn nopToM, He cogepxut VLAN Tar, TO KOMMyTaTop

nomevaeT naket Ha ocHoBe 3HayeHuda PVID u nepecbinaeTr naket.

Korga VLAN pasgeneHbl B ceTy PVID aBnaeTcs BaxXHbIM NapameTpoMm

kaxxgoro nopta. Y PVID 2 npumeHeHus:

Korga nopt nonyyaet nakeT 6€3 MeTKM, KOMMYTaToOp NpUcBanBaeT
VLAN T19ar Ha ocHoBe PVID,;

Korga nopT nony4yaeT LimpokoBellaTenbHbln (broadcast) naker,
KommyTtatop nepepaet naketr B VLAN, accouMmpoBaHHylO C

nopTOM.
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e VLAN untag — He noMme4aTb nakeTbl meTkon VLAN tag

e VLAN tag — nometutb naketbl MmeTkon VLAN tag

Mpumep koHUrypaumm:

Ho6aeuTb nopT G2 B VLAN1O.

G2 access v

Ho6aBuTb nopThl G2-G6 B VLAN10

Port Vian Mode

G1 access v
G2 access v
G3 access v
G4 access v
G5 access v

Port Vian Mode PVID

G9

Mpy HacTpolke nopTa, Kak nopTa npuHaanexallero

cnegyeT U3MEHUTb pexum paboTbl Ha Trunk unu Hybrid,

VLAN tag.

PVID

10

10

10|

vian untag

Heckonbkum VLAN
a 3aTeM HacTpouTb
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10.4.2.3 Voice VLAN Configuration

lonocoeas VLAN ato VLAN npegHasHadeHHass Ang nepejayu

roflocoBoro Tpaduka Mexay nonb3oBaTensmu.

Cospgas ronocosyto VLAN n gobaBuB NopT, K KOTOPOMY MOAKITHOYEHO

ycTponcTtBo VOIP Bbl cMOXeTe paspelmnTb nepegady roriocoBoro Tpaduka.
Takon noaxop ynydwaeT KayecTBO nepefaBaeMoro 4yepes3 ceTb roroca,
obneryaet HacTporiky QoS.

The corresponding port untagged belongs 1o the vian URCtion 1o take SMECT; PO I4Ceives U8 MeSSage. MILCN tha CONGIIONS Set will Sntar the Corraspanaing VLAN

mac MAC mask

Enable Voice VLAN — Bkn/Bbikn ronocosoi VLAN
VLAN ID — ngeHtndukatop VLAN, moxeT ObiTb oT 1 go 4094. VLAN1

— 3HayeHne no ymonyaHuwo. OcTtanbHble VLAN, B KOTOpbIX MOPT

ABMNSETCH y4aCTHUKOM, AOMKHbI BbITb NnepeBedeH B pexum Untag.
COS - none gna BeBoga 3HadyeHua CoS (Class of Service) B
AvanasoHe ot 0 go 7. lNMoBbiwaeT/noHWxkaeT npuoputeT 06paboTkm
rorfiocoBoro Tpacdwuka.

Dscp - none pgnsa BBoga 3HayeHus dscp (Touka kopa
andpdepeHunpoBaHHblx  ycnyr) B guanasoHe ot 0 pgo  63.
MoBkiwaeT/noHWXaeT NnpuopuTeT 06paboTkM rofiocoBoro Tpaduka.
MAC - none ansa Beoga OUIl agpeca ocoboro VolP TenedgoHa mnm
rorocoBsoro knueHTa. Hanpumep, 0812-f231-05e1

MAC Mask — none gns BBoga 3HayeHuss macku, Hanpumvep ffff-ffO0-
0000
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MpumeyaHwne!

— VLAN1 Henb3s ykasaTtb, kak Voice VLAN. PekomeHgyeTcsi co3gaTtb
apyryto VLAN ona nepegaym ronocoBoro Tpadumka;

— B ogHo n TOXe BpeMs Tonbko ogHa VLAN MoxeT OblTb HaCTpPOeHa,
kak Voice VLAN;

— Conoctaenernne VLAN, crtekupoBaHune VLAN He paspelleHbl K

MCNOoNb30BaHMIO Ha NopTe, 3agencTsoBaHHOM B Voice VLAN.

10.4.2.4 Hactpouka VLAN Ha 6a3e MAC agpecoB (MAC VLAN
Configuration)

MAC VLAN - ewe oavH metog pasgeneHus VLAN ceten. MAC VLAN
ceTb pasgeneHa B cootBeTcTBuM ¢ MAC agpecamm kaxgoro xocta. Ecnm
naket 6e3 nomeTok VLAN (untag) nonyyeH Ha nopTe, TO kK Hemy AobasnsaeTcs
VLAN ID cornacHo tabnuupl.

MpenmyuiectBa — nOpU U3MEHEHUN U3NYECKOTO MECTOPACMNOSIOXEHNSA
KOHEYHOro nonb3oBaTenss HeT HeobxoaumocTM nepeHacTpavBatb VLAN.
Mocne npuBA3KKM YCTPOMCTBO, cooTBeTcTBylowee MAC agpecy MOXeT
ucrnonb3oBaTb  MOPTbl  MOKA OHO  MOAOKIKOYEHO K MOPTY-YY4aCTHUKY
cootBeTcTByowen  VLAN 6e3  n3MeHeHus KoHdurypaumm  VLAN.
Wcnonb3osaHne MAC VLAN wmeTtoga nosblllaeT 6e30MacHOCTb KOHEYHbIX
nonb3oBaTenemn, a Takke paclumpseT rmbkocTb JocTyna.

Hepocrtatkm — npUMEeHMMO TOJNTIbKO B CUeHapudX, rae ceteBad Kapta
yCTpOI7ICTBa He 3aMeHAeTCAa NpoAOoJKNUTEeNIbHO BpeMA, a CeTeBOe OKpyXeHue
OTHOCUTEJIbHO NpPOCTOoe. Bce YH4aCTHUKHN Takol CceTu [OSMKHbl ObITb
onpepneneHbl 3apaHee.

Vian id range: 1-4094

MAC or Exampie: 00-01-02-03-04-05
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v VLAN ID — none gns Beoaa naeHtndukatopa VLAN, koTopasi foSmkHa
6biTb gobaBneHa. OT 1 po 4094. pu atom 1 — 3HadveHue VID no
YMOMNYaHUIO U HEe MOXET ObiTb ucnonb3oBaHo. OcTtanbHble VLAN, B
KOTOpPbIX MOPT SABMSIETCS YYaCTHMKOM, AOMKHbl OblTb MepeBefeH B
pexum Untag.

v" MAC - none ans BBoga MAC agpeca KnueHTa.

Haxmunte Add (Jo6aBuTth), 4ToObI 3aBepLUMTL co3gaHne MAC VLAN.

10.4.2.5 Hactpomka VLAN Ha 6a3e IP agpecoB (IP VLAN Configuration)

VLAN, ocHoBaHHas Ha npoTokone |IP, HasHa4aeT pasHble VID'bl A4na nakeTos
B 3aBMCMMOCTM OT |IP agpeca, Ha KOTOPbIN aapecoBaHbl NakeThbI.

Mpeunmywectsa — VLAN'bI pasgeneHbl Ha ocHoBe |P agpeca n Tuna cepsuca.
OT10 yaobHO Ans ynpaBneHus Takon CeTbio U ee 06CnyXnBaHus.

Hepocrtatku — Tabnuua conocTtaeneHus Bcex |P npoTokonos u VID’oB AoMmKHA
ObITb HacTpoeHa 3apaHee. Heobxoaumo npoaHanmManMpoBaTth popmaTt agpecoB
pa3nuyHbIX IP NpoTOKONOB, BbINOMHWUTL COOTBETCTBYOLLME Npeobpa3oBaHns —
BCe 3TO NoTpebnsieT 6onble pecypcoB KOMMyTaToOpa M CKa3biBaeTCs Ha
KOHEYHOW CKOpPOCTM 00paboTKku NakeToB B CETHU.

Vian id ange: 1-4094

v VLAN ID — none gns Beoaa naeHtndukatopa VLAN, koTopas formkHa
OblTb gobaBneHa. OT 1 go 4094. Mpu atom 1 — 3HadveHue VID no

YMOMYaH1o U He MOXeT ObiTb ucnonb3oBaHo. OcTtanbHble VLAN, B
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KOTOpbIX MOPT SABNSETCH YYaCTHWKOM, AOSKHbI ObiTb nepesefeH B
pexum Untag.

v'IP — none gns Beoga IP agpeca knveHTa.

10.4.3 ArpernpoBaHue kaHanoB (Link Aggregation)

®usnyeckme noptbl MOryT ObiTb 00beAEeHbl B OOUH NTOTMYECKM NOPT
ANst ONTUMM3aLMN Harpy3ku BXOASLLEro/MCXOAsAWEro Tpaduka Ha Kaxablv
NopT-y4yacTHMK Jorndyeckoro nopta. Becb Tpaduk moxeT ObiTb pasgened
MeXay BCEMW MOpTaMu-yYyaCTHMKaMu rpynnbl arperauuu ans yBenuyeHus
NPOMYCKHOM CNOCOBHOCTM.

B TO e BpemMa Kaxabll MOPT-ydacTHWK T[pynnbl arperauuu
OVNHaAMNYECKN pesepBuUpyeT ApYr Apyra, YTo noBbiwaeT obLuyt0 HageXHOCTb
coeanHeHus.

MopThbl-y4aCTHUKX OOHOM U TOM e rpynnbl arperaunm SOIMKHbI ObITb
CKOHUrypmpoBaHbl ogmHakoBo (STP, QoS, VLAN, atpubyTtel nopta, MAC
Address Learning n 14).

10.4.3.1 HacTpouku noctosiHHom arperauum (Static Aggregation Config)

Load balancing model: |SRCADST MAC

Ha paHHon cTpaHuue WEB wuHTepdenica kommyTatopa ecTb
BO3MOXHOCTb BPYYHYK HacTpouTb rpynny arperaumm. LACP cratyc ans
nopTa, HaCTPOEHHOTO BPYYHYHO — OTKITHOYEH.

Haxmute Create (Co3gaTb), 4TOObI B NOSIBUBLLEMCS OKHE 3adaTh ID rpynnbl u
noateepanTb (Establish) ee cosgaHme.
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| Establish Tid

Tid

Cancel Establish

Delete — BbIGepuTE rpynny arperaumm, KOTOpPYyH HEOBXOAMMO yAanUTb
n HaxmuTe Delete (YganuTtb).

Load Balancing Mode — Bbibop meToaa 6anaHcuMpoBKu.

Src MAC — pacnpegeneHue Ha ocHoBe MAC agpeca UCTOYHUKA;

Dst MAC — pacnpefgeneHue Ha ocHoBe MAC agpeca KOHe4YyHOoro
YCTPOWCTBA;

Src&Dst MAC — pacnpegeneHue Ha ocHoBe MAC agpeca UCTOYHMKa
n MAC agpeca KOHeYHOro yCcTpomncTaa. 1o ymonyaHumio;

Src IP — pacnpegeneHve Ha ocHoBe IP agpeca uctoyHuka

Dst IP — pacnpegeneHne Ha ocHoBe |IP agpeca KOHEYHOro YyCTpPoncTBa
Src&Dst IP — pacnpegeneHne Ha ocHoBe IP agpeca nctovHunka u MAC

agpeca KoOHe4YHOoro yCTpOVICTBa
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10.4.3.2 HacTtpomku gauHamuyeckom arperaumm (Dynamic Aggregation
Config)

System Priomy:

Name Activity Mode Sond Mode Port Priority Key Value Enabled

Mpotokon LACP (Link Aggregation Control Protocol) ucnonb3yetcsa ang
AVHaMUYECKOro arperMpoBaHus KaHanoB, a Takke Ans pacdopMypoBaHUs
paHee co3gaHHOW rpynnbl arperauum.

e System Priority — npuopuTeT yCTpoOWCTBa onpenensercsas BMecTe C
MAC agpecoMm cucTeMbl. YCTPOMUCTBO C CaMbIiM BbICOKUM 3HaYeHnem
Oyoet OOMUHMpPOBATL MpWM CO34aHMM TPYNMbl arperaumm wnn ee
pacdopmMupoBaHus. 3HadeHre No ymonyaHmoo — 32768.

e Activity Mode — nepnogmn4HocTb nocbinku LACP nakeTos.

— Active Mode — nopTt aBTomMatnyecku nocbinaet LACP nakeTbl ¢
neprmoanyYHoOCTbIO, ykasaHHoW B none Send Mode.

— Passive Mode — nopt He nocbinaeT aBTOMATUYECKM NaKeThl
LACP, a pearnpyeT Tonbko Ha naketbl LACP oTnpaBneHHble C
OZIHOPaHroBOro yCTpOMCTBA.

e Send Mode - BbIbop ckopocTh nockirikn LACP nakeToB.

—  Slow — megneHHasa CKOpoCTh;

— Fast — 6bIcTpas ckopocCTb;
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— No Send Mode — He nocbinaTte LACP nakeTbl.
e Port Priority — npuopuTteT nopTta-y4acTHUKa rpynnbl arperauun. Yem
MEHblLIE 3HayeHWe, TemM npeanoYTuTenbHee MopT. 3HayeHue no

yMornyaHumoo — 32768.

e Key value — kntoy rpynnbl arperaumun. Ons y4acTHUKOB OZHOW rpynnbl

KoY AOMMKEeH OblTb OAWHAKOBbIN.

e Enabled/Disabled — Bkn/Bblkn OWHaMW4YEeCKOW arperauum KaHanoB

LACP. o ymonyaHuio BbIKA.

10.4.3.3 Undbopmaumsa o rpynnax arperaumum (Link Aggregation
Information)

Slak sguregalon confis | Dynems asgrzaaion cono TR ]

Trunk mage Number Ports Port List Load Balancing

Local Poar
Trunk Mame  swe The Port Number Priory wey vale sign cernection The Port Number prionty Keyvawe  sigr system 10 system Pricrty

Fiags: A~ LACP_Acthiy, B - LACP_tmeout C - AQQreqasen, D - Synéhvonization, E - Calceting, 7 - Distroafing, G - Defautee, H — Expres

Ha paHHon cTpaHvue WEB wHTepdenca HaxoguTcs AeTanbHas
cTaTUCTMKa No rpynnam arperauuy, BKNoYas KOM4ecTBO NOPTOB-Y4aCTHUKOB,
NPUOPUTETBI, PEXUM BanaHCUPOBKM M 3HAYEHWS KIKOYen A58 NOCTOSAHHON MIn
OVNHaMU4ecKkon arperauum.

Aggregation Group — UMs rpynnbl arperauyuu;

Mode — pexxum arperauum (AMHaMUYeCKUA NN NOCTOSIHHbIN);

Number of Ports — nopTbl-y4acTHUKKX Fpynnbl arperauum;

Port List — nopTbl, KOTOPbIE AOKHBI BOWTU B rpynny arperaumu;

A N N N NN

Load Balancing — pexum 6anaHcupoBKy MOPTOB BHYTPY rpynnbi.
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10.4.4 Hactpowuka npoTtokona STP (STP Configuration)

Cemencteo npotokonoB STP/RSTP/MSTP npegHasHadeHbl Aangd
npefoTBpaLLEHNsT BO3HMKHOBEHMS CETEBLIX NMETENb B JIOKANbHOM CETU, B TOM
yncne 1 Npy UCNob30BaHUM KOMbLEBOW TOMOMOMMM NOAKMTHOYEHUS.

YcTponctBa, Ha KOTOpbIX nogdepxuBaetrcda paboTa  AaHHbIX
NPOTOKONOB CMOCOGHbI OOHapyxmMBaTb NETNM B CETU MNpy B3anMoOencTsunm
Apyr C OpyroM u GrokupoBaTb onpederieHHble MOpTbl, MoKa TOMOMOrus He
CTaHEeT NoXoXe Ha ApeBOBUAHYHO (tree).

MpoTokon OcobeHHoCcTH

MosBonseTt ccopmmnpoBaTb
OPEBOBUOHYIO TOMOMNOMMIO
noakntoyeHns 6es netenb Ans
MCKITI0YEeHNs BNUsiHUSA broadcast
STP (IEEE 802.1D) wTopma
Bpemsi BOCCTaHOBMEHMS TOMONOMK
— MefreHHoe

MosBonseTt ccopmmnpoBaTb
OPEBOBUOHYIO TOMOOIMIO
noaknoveHnss 6es neTens Ans
UCKMoYeHus BnusHUs broadcast
RSTP (IEEE 802.1W) Wropma
Bpemsi BoccTaHOBNEHUS TONONorm
— BbicTpoe

[No3BonsieT chopmmnpoBaTth
OpeBOBUOHYIO TONOMNOMMI0
noaknoveHust 6es netens Ans
UCKMoYeHus BnnsHus broadcast
wropma.

MSTP (IEEE 802.1S) P
Bpemsi BOCCTaHOBMEHMS TOMONOMK
— BbicTpoe.

MSTP ucnonb3yeTcs 06bI4HO ANis
VLAN ceTteln.
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10.4.4.1 T'mobanbHaa HacTpouka (Global Configuration)

At St fe. (agian]

Protocol Version stp'/rstp'® mstp

Max Age

Hello Time

Forward Delay

Max Hops

Revision Level

Configuration Name DOE07D1183A0

Ha paHHOM cTpaHuue WEB wHTepdeiica npenctaBneHbl rrnobdanbHble
HacTponkm STP npoToKOmMoB.

Enable Spanning Tree - BKOYEHNE/BLIKIIOYEHNE MPUMEHEHUS

npotokonos STP.

Protocol Version — Bepcus npoTtokona
- STP;

- RSTP;

—-  MSTP.

Max Age — BpeMmsi Xu3HU cooblieHnsi. [ManasoH BO3MOXHbIX
3Ha4eHun oT 6 — 40 cek. 3HayeHue no ymonyaxuio — 20 cek.

Hello Time — nepuwoa B TeyeHwe KoToporo Obiio OTnNpaBneHo
coobuweHne. YctponctBo Bridge nepepaet  Takme  nakeThbl
OKpY>XatloLLUM YCTPOMCTBAM.

Forward Delay — 3agepxka nepeg CMEHOW COCTOsiHMSA nopTa.
Hnana3soH o1 4 po 30 cek. 3HayeHne no ymonyaHuio — 15 cek.

Max Hops — mMakcumanbHOoe KOnM4ecTBO XOMoB (Mepexodos).
OunanasoH 3HadeHmn ot 0 go 20. bonbwoe KOMMYecTBO XOMOB

ncnonb3yeTcd ANnA NCKYCCTBEHHOIoO orpaHn4YeHnda pasmepa ceTu.
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e Revision Level — ypoBeHb peBusnnm MSTP. Wcnonb3dyeTtca ans
onpeaeneHns MMeHn goMeHa ¢ Tabnuuen conoctasneHms VLAN.

e Configuration Name - 3HavyeHMe no ymondaHuto MAC agpec

OCHOBHOW NNnaTbl B KOMMYyTaTope.

Heobxoaumo HaxaTtb kHonky Apply (MpuHaTL) AN Toro, 4ToBbl HACTPOWNKK
BCTYMWIN B CUTY.

10.4.4.2 HacTtpoka instance (Instance Config)

msno
Prioty

Vian Mappea

No MSTD Prioity Vian Mapped Bridge 1D Regional Root imternal Path Cost  Time Since Topo-changs  Topo-change Count

v' MSTI ID — BbI6Op naeHtudpmkatopa MSTI;

v’ Priority — 3HauyeHune npuopuTeTa Ans BbIOpaHHOro instance.
JocTynHbl AnanasoH 3HayveHu ot 0 4o 65535. 3HaveHune no
ymornyaHuio — 32768;

v" VLAN Mapped — VLAN’bI, NakeTbl C KOTOPbIX MOTYT GbITb
nepeHanpaBieHbl.

KHonka Add — no6aButb.
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10.4.4.3 HacTtpomka instance ana noptoB (Interface Instance Config)

martace Conig

Intertace Ports List Enatie MsTID Priority. Admin Cast Oper Cost Role state

Ha paHHon ctpaHvue WEB uHTepdenca HaxogsaTCs WHCTPYMEHTHI
ANsi HACTPOMKM NOPTOB Npu paboTe ¢ npoTokonom MSTP.

e MSTID — BbIGOp HAaCTPOEHHOrO instance 13 BbiNnagaroLwero cnucka.

e  Priority — BbiGOp 3HaueHns npuoputeTa ans nopta. [laHHoe 3HayeHune
MOXeT BNuATb Ha pornb nopta B MSTI. [Npn uameHeHun 3HayeHus
npuopuTeTa noprta, mexaHmsm npotokorna MSTP nepecuyuTbiBaeT
ponb nHTepdenca n ocyLLeCTBNAET Nepexon Mexay COCTOSHUAMM.

e Path Cost — ctonmocTb nyTn. 3HavyeHvne onpegenseT, byaet nu nopt
ABNATLCH KOPHEBbIM (root). MeHblLee 3HaveHve oTBevaeT 3a Gonee
BbICOKWUI NPUOPUTET.

e Role — ponb nopTa B BbICTpaMBaeMomn ApeBOBUAHON TOMONOMMK.

— Disable — nopt 6e3 u3anyeckoro NoaKNYEeHUs;

— Designated — nopT, oTBevaroLmnin 3a NnepeHanpasneHme AaHHbIX B
HUCXoOSLWME CErMEHTbI CETU UMK YCTPONCTBA;

— Root — nopT ¢ HaumeHbWKM Nokasatenem Path Cost, oTBevaet
3a nepeHanpasneHne AaHHbIX KOPHEBOMY MOCTY (root bridge);

— Alternate — pe3epBHbIli MOPT root nopTa My master nopTa;
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Master Port — nopT, oTBevawwWmin 3a nogkrwoyeHne MSTP
OOMEHOB K 0OLieMy KOpPHEBOMY MOPTY C HauvMeHbLUMM
nokasartenem Path Cost;

Backup Port — pe3epBHbIli NopT.

Status — TekyLmiA cTaTyc nopTa.

Discarding — nopT 6e3 hu13n4eckoro NOAKMYEHNS;

Forwarding — nopT npuvHUMaeT U1 OTNpaBnsieT [AaHHble,
3aHMMaeTcsa  NPMEMOM/OTMNPaBKOM MNakeToB  MpoTokona U
BbINnonHsaeT obyyeHne Ha ocHoBe aapecoB (address learning);
Blocking — nopT He NpUHMMaeT 1 He OTNpaBnseT AaHHble. Takke
He 3aHuMaeTcsi 06ydeHMeM Ha OCHOBE afpecoB U He oTrnpaBnsieT
nakeTbl NPOTOKONA;

Learning — nopT npuHUMaeT/oTnpaBnseT nakeTbl MNpPOTOKona,
BbINoOfHsieTcss obyyeHne Ha oOcHoBe agpecoB. [aHHble He

NPUHUMAKTCA U HE NepenarTCA.

Description — cooTHoweHne STP Cost 1 NponyckHOW CNOCOBHOCTY.

lMonoca nponyckaHusa STP Cost

4 Moéut/c 250
10 M6uT/c 100
16 MbuT/c 62
45 MbuT/c 39
100 M6ut/c 19
155 Mbut/c 14
622 MouTt/c 6

1 éut/c 4

10 6ut/c 2

MprmeyaHue:

MopT, HaNpsAMYO NMOAKIIOYEHHBIN K TepMUHany, yctaHoBute kak Edge nopt u
Bkntoumte BPDU 3awwnty (BPDU Guard). Takum o6pasom, MOpT MOXHO
ObICTPO NEpeBECTM B COCTOSIHNE NEPECHINIKK, a CeTb MOXET ObITb 3aliuLLeHa.
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10.4.4.4 Hactpomka noptoB ana STP (Interface Config)

Intertace Ports List B8PDU Guard Agmin Edge Oper Edge Admin Pointto-Point Oper Point.to-Point

Ha paHHon cTtpaHuue WEB uHTepdelnica koMmmyTaTtopa HaxogaTcs
HaCTpPOWKM NOpTOB Ans paboTsl ¢ STP npoTokonom.

e BPDU Guard — Bkn/Bblkn 3awmTtbl BPDU. C BKMOYEHHOW (OYHKLMEN
BPDU Guard nopt, koTtopbin npuvHumaet BPDU naketbl, 6yget
OTKNtOYEH. OTKNIOYEHHbIN MOPT CMOXET OblTb BOCCTAHOBMEH TOMbKO
aAMWHUCTPATOPOM CETU BPYUHYIO.

e Admin Edge - Edge nopt pomkeH OblTb  nogkmnoyeH
HenocpeACTBEHHO K TepMMHAarny Monb3oBaTens BMECTO KOMMyTatopa
unu gpyroro cermeHTa. MNMopt Edge cnocobeH GbICTPO N3MEHUTL CBOE
COCTOsIHME Ha cocTosiHMe nepeckinkm (forwarding)

e Admin Point-to-Point, Oper Point-to-Point — ga/HeT. CocTosiHne nopTa,

Koraa oH:
— Auto — 3ageictBoBaH B COeOMHEHUW  TouKa-TouKa.
ABTOOMNpeaeneHue;

— Force-true — 3ageiicTBOBaH B COEAVHEHUMN TOYKA-TOYKA;

— Force-false — He 3apencTBOBaH C COEAMHEHUN TOYKA-TOYKA.
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10.4.5 3awumTa ot netenb (Loop protection)

Korga wucnonb3yemasi TOMonoruss  NOAKMYeHuss  cTabunbHa,
kommyTartop nonydaet BPDU nakeTbl OT BbiwecTosLero kommytatopa. Ecniun
NOOKITIOMEHME  HEWUCNpaBHO UMM UCMNOSb3yeTCA  OfHOHaripaBrieHHOEe
NoAKITOYEHME, TO KOMMYTATOp He CMOXeT nonydvatb naketol BPDU. STP
TOMONOrNA MnepecyMTbLIBaeTCsl, 3abrnoKMpPOBaHHbLIM NOPT NEPEBOAMTCS B
COCTOsIHME nepecbInku. B cepeanHe Bo3HMKaeT neTns.

®dyHkuma 3awmTbl OoT netenb (Loop Protection) npenoteBpawiaeT
pa3BuTME Takux coObiTuin. Ecnu nopt He nonyyaetr BPDU, 10 OH GygeTt
OnoKnpoBaH He3aBMCKMMO OT BbIBpaHHOW ponu nopra.

10.4.5.1 T'mo6anbHbIe HacTpomku (Global Config)

Giobal Config ort Config

Enable )
Tx Interval

Port Shutdown Time

Ha paHHOM cTpaHuue HaxogsaTtcs rnobanbHble HacTPOWKM OYHKUMK
Loop Protection.

v' Enable — Bkn/BbIkn ¢pyHKUmMu Loop Protection;
v Tx_Interval — wuHTepBan npoeBepku npuema BPDU naketoB. [lo
ymonyanutio 1 cek. floctynHble 3HayeHne 1-10 cek.

v' Port Shutdown Time — BpemMs GrokupoBku nopTa. Mo ymonuaHuio 3

Cek.

Apply — 3aNOMHNTb HACTPOWKMN.
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10.4.5.2 HacTtpoika nopToB ansa Loop Protection (Port Config)

Downl

ELEEEEEEEEELEEELLE
FEEEFEEEEEEEEEELLE

v Port — HoMep KOHKPETHOro r13nYecKoro nopta KOMMyTaTopa;

AN

Enabled — Bkn/Bbikn oyHKUMK Loop Protection ans nopta;

v' Tx — BKI/BbIKI OTNPaBKM NOPTOM NakeToB C MHdopmaLmen 06
oBHapyXeHun neTnu;

v/ State — Tekyllee COCTOsIHME nopTa

— Down — oTKntoYeH;

— Forwarding — npvem/nepegava nakeToB B HOPMarbHOM PEXUME;

—  Blocking — nopt 3abnokunpoBaH. [MopT He cMOXeT
npuHuMaTb/nepenaBsaTb AaHHbIE, NOka He GyaeT pa3brnoknMpoBaH.

v' Loop — nHamkaTop obHapyxXeHust NeTnm Ha nopTe.

10.4.6 ®yHkuma DHCP Snooping

DHCP Snooping — ato dyHkums 2 yposHA (Layer2), koTopasi nossonsiet
oTbpacbiBaTb Tpacdmk DHCP, onpeaeneHHbIn Kak HeNpUeMITMMbINA.

DHCP Snooping npegoTepallaeT HeCaHKLMOHMPOBaHHbIE
(moweHHnyeckme) DHCP-cepBepbl, npegnaratowme |IP-agpeca DHCP-
KnneHTam.

®yHkuma DHCP Snooping BbinonHaeT cneayowme AencTBus:
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v" TpoBepsieT coobuweHms DHCP u©3 HeHageXHbIX WCTOYHWUKOB U
OTUNBLTPOBLIBAET HEAENCTBUTENbHbIE COOBLLIEHMS.

v' CospaeT 1 noggepxuBaeT 6a3y AaHHbix npmeaskun DHCP Snooping,
KOTOpasi CcoaepXut UWHOpMaUMI0 O HEeHadeXHbIX XOcTax ¢
apeHaoBaHHbIMK IP-agpecamu.

v" WcnonbayeT 6a3y aaHHblx npuesasku DHCP Snooping ans nposepku

nocneayruwmnx 3anpocoB OT HEHAaAEXHbIX XOCTOB.

10.4.6.1 NmobanbHble HacTponku DHCP Snooping (Global Config)

Global Config Static Binding | Part Config ]

Enable DHCP-Snooping (@]

Ha gaHHon ctpaHuue WEB uHTepdelica HaxoasTcs rnodanbHble HacTPOKn
dyHkummn DHCP Snooping.

[ns noaTBepXaeHnsa HacTpoek Ucnonb3ynte KHONKy MNpuHaTe (Apply).

10.4.6.2 MocTosiHHasA npmuBA3Ka (Static Binding)

| Global Config Stabic Bnding

MAC
Ip Address

Port &1

No Port MAC Ip Address Type Cycle

No matching rezords found

Ha paHHoW cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
HaCTpOMKM nocTosiHHOM npuBsaskn MAC wn IP agpecoB. Tabnuua npuBA3Ku
nomoraeT nsbexaTb atakm ¢ UCnonb3oBaHMeM uctoweHmss DHCP.
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v MAC - none ans eBoga MAC agpeca.
v' |IP_Address — none ansa eeoaa IP agpeca.

v' Port — npuBsi3ka k BbibpaHHOMY NOpTy KOMMYyTaTopa.

[Insa 3aBepLueHnsa NpuBA3KM HaxxmuTe kHonky Add ([Jo6aBuTb)

NToroBblii pesynbTaT BeIrMAaWT creayowmm obpa3om:

No Port MAC Ip Address Type Cycle

Dynamic 3750 Binding.  Add

Dynamic 4440

N

Static o

Port untrust IPSG

OOUD“')|OOCOi

Q| o O|O

[e]

A5385335385304

Ha paHHon cTpaHuue WEB wuHTepdenica kommyTaTtopa ecTb
WHCTPYMEHTBI Anst 06bABNEHNSA NOPTOB AOBEPEHHBIMU/HEOOBEPEHHBIMU U T4,

v' Untrust — BKN/Bblkn 00bsBNEHUs nopTa [OBEPeHHbIM (trust) wu
HeJoBepeHHbIMM (untrust).
v IPSG - Bkn/Bblkn dunbTpaumm ucxodHbix IP agpecoB Ha ocHoBe

Tabnuubl NPUBSA3KMN.
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10.4.7 ®yHkumsa IGMP Snooping

IGMP snooping — yHKUUA oTcnexusaHusa cetesoro Tpaduka IGMP,
KOTOpPbIN  MO3BONSIET  CeTeBbIM  YCTPOWCTBAM  KaHanbHOrO  YpPOBHS
(kommyTaTopam) oTtcnexusatb IGMP-obmeH wmexay notpebutenammn u
nocraswmkamy  (MapwpyTtmusaTopamm) MHoroagpecHoro (multicast) IP-
Tpaduka, popmarnbHO npomcxoadaLlmi Ha 6onee BbICOKOM (CETEBOM) YPOBHE.

Mocne BkmoyeHns IGMP  snooping koMMyTaTtop  HauMHaeT
aHanuampoBaTb Bce |IGMP-nakeTbl Mexay MNOAOKMYEHHBIMA K  HEMmy
KOMMbloTepamMun-notTpebutensamm n MapLUpyTU3aTopaMu-nocTaBLLMKaMum
multicast Tpaduka. O6Hapyxuns IGMP-3anpoc noTpebutensa Ha nNoaknoyeHne
K multicast rpynne, kommyTaTop BKOYaeT NopT, K KOTOPOMY TOT MOOKITOYEH, B
CMMCOK €€ YneHoB (ansa peTpaHcnaAumm rpynnosoro Ttpaduka). U HaoboporT:
ycnbiwas 3anpoc 'IGMP Leave' (MokvHyTb), yaanseT cOOTBETCTBYOLWMUA NOPT
13 crmcka rpynneoi.

10.4.7.1 Tnob6anbHble HacTpounku IGMP snooping (IGMP Snooping)

Enabie

o

Hast Aging Time
[ —

Index Vvian ig Multcast Source WMulticast Acdress. Static Member Ports Dynamic Member Ports(Aging tme)

No maiching records foun

Ha paHnHon cTtpaHnue WEB wuHTepdernica Haxogsatcs rnobanbHble
HacTponku dyHKuun IGMP Snooping.

Enable — Bkn/Bbikn doyHKUMn IGMP Snooping;

Host Aging Time - «korga mnopT-yyacTHWK pJdobaBnsetca B rpynny

MHoroagpecHon (multicast) paccbifnku, KOMMYTaTop BbINOMHAET MPOBEPKY C
3afaHHbIM B 3TOM Morie BpeMeHeM. Ecnv nopT He nony4vaetr B TeyeHue
BpeMeHn Aging time nakeT oTyeTa, TO MOPT nepecTaeT ObiTb Y4aCTHUKOM

rpynnbel MHoroagpecHon (multicast) paccbinku.

[na nogTeepXxaeHua HaxXMuTe KHoMKy Set
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10.4.7.2 Hactpomka IGMP Snooping ana VLAN (IGMP Snooping VLAN
Config)

1GMP-Snocping VLAN CONFIG [T

Query Source Adaress
Query Interval

Max Response Time
Last:Member Query Interval

Route Aging time

[P —)

index Vian Id FastLeave Query Source Address Query Interval Max Responsa Time LastMember Query Interval Route Aging time

Ha paHHon cTtpaHnue WEB wHTepdenca Haxogatcsa HacTpOVKK
rpynnbl MHOTOAAPECHOW pacCbifikv, co3daHHoW ¢ nomolbio IGMP Snooping
OCHOBaHHOM Ha wwupokoBellatenbsHom gomeHe VLAN. Pasnuunbie VLAN
MOXXHO HacCTpPoOWUTb C pasnuyHeiMy napameTpamu IGMP.

e VLAN ID — ngeHtudukatop VLAN, ons kotopor Heobxoammo
BkntounTb IGMP Snooping.

e Fast Leave — Bkn/Bblkn. Ecnv nopT nokmaaeT rpynny MHOroagapecHon
pacchbinku, To kommyTaTop nonyyaeT IGMP Leave coobuieHune n

yAaansieT nopT 13 rpynnbl MHOroOaZpeCHOM PaCChISKW.

e Query Source Address — IP agpec UCToO4YHUKa 3anpocoB.
e Query Interval — nHTepBan oTnpaBneHnsi 3anpocoB.

e Max Response Time — BpeMsi OTKINMKa Ha 3anpoc.

e Lost-Member Query Interval — uHTepBan OTNpaBfeHWsi 3anpocoB

MprmeyaHue !

Fast leave 6yget umeTb adhpekT, TONbKO ecnv XocT noaaepxmeaet IGMP v2
mnn IGMP v3.
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10.4.7.3 MoCcTOAHHBLIM MyNbTUKACcTUHT (Static Multicast)

Vian id
Multicast Source

Multicast Address

Port List Select All

Index Vian id Multicast Source Multicast Address Static Member Ports

No malching records found

Ha paHHow cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
HacTpPOMKM  MOCTOSHHOTO  MYyNbTUKACTWMHra, KOTOpPbIA B  OTNNYMEe  OT
npegbigywero metoga obecneunBaeT wmsonaumio VLAN, 6esonacHocTb, a
Takke rapaHTUpyeT NPOMyCKHYI CNOCOOHOCTb.

e VLAN ID — none gnst BBoga nageHtugpukartopa multicast VLAN;

e Multicast Source — none ansa seoga IP agpeca multicast cepepa;

e Multicast Address — none gns seoga IP agpeca multicast cepepa,

KOTOpbIN JormkeH 6bITe multicast agpecowm;
e Port List — BoiGop nopTta ang gobaeneHus B rpynny MHOroagpecHomn

PaCCbIJIKWN.

Multicast agpec:

[vanasoH multicast agpecos [MpumevaHue
Myn agpecos, 3ape3epBUPOBaHHBIN
224.0.0.0 — 224.0.0.255 [OIF NPOTOKOMOB MapLUpyTu3aumu,

oBHapyxeHus n obcnyxmBaHus

Myn agpecos Ans Buaeo u
224.0.1.0 — 224.0.1.255 KOH(EPEHLI-CBA3N. HakHbl
NyGAMYHbIN NyN aapecos MOXHO
ncnonb3oBaTh B I/IHTepHeTe

239.0.0.0 — 239.255.255.255 Myn anpecos ansi LAN. He moxet
6b|Tb MNCcnonb3oBaH anda I/IHTepHeTa
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10.4.8 HacTtpoika 802.1x (802.1x Configuration)

802.1x — 9TO  CcTaHaapT, KOTopbIn ucnonb3yetcda  Angd
ayTeHTuduKaLmm n aBTopmsauun nonb3oBatenen n paboumx crtaHUMi B ceTu
nepegayvn OaHHbIX.

Bnarogapsa ctaHgapty 802.1x MOXHO NpenoCcTaBUTb MOMNb3oBaTensm
npaea AOCTyna K KOprNopaTMBHOW CETM W ee cepBuMcaM B 3aBMCMMOCTU OT
rpynnbl UM 3aHUMaEeMON OOSMKHOCTU, KOTOPOW MPUHAANEXUT TOT UMW NHOW
nonb3oBarerb.

Tak, nogKMYMBLLMCL K 6ECNPOBOAHON CETU UMM K CETEBON PO3ETKE B
noboM MecTe KOprnopaTMBHOW CETU, Mnofb3oBaTenb OydeT aBTOMaTUYECKU
nomewieH B TOT VLAN, KOTOpLIM npegonpedeneH nonutukamu rpynnbl, K
KOTOPOM NpmBA3aHa y4eTHas 3anvcb nonb3oBaTens unu ero paboyen craHuum
B AD. K gaHHomy VLAN 6ygeT npvBs3aH COOTBETCTBYIOLUMIA CIMCOK AOCTyna
ACL (ctatmyeckun, nvMbo AWHAMUYECKU, B 3aBMCMMOCTM OT MpaB
nonb3oBaTens) Ans KOHTPONA AOCTyna K KoprnopaTuBHbIM cepBucam. Kpome
cnuckoB goctyna, K VLAN moxHO npuBsasaTte nonutukun QoS ans KOHTpons
Nonockl NponyckaHus.

10.4.8.1 N'mo6anbHbIe HacTpomnkn 802.1x (Global Config)

[EENISS  RADIUS Server Config | Port-based Authentication | _ Authentication Host
Fft Nenegs 52 802.1X Settings
POE Manage > Enable 802.1X fresrv—
Layer2 Manage ¥ Auth Method Port-Aut
RADIUS Client Address
RADIUS Client Port
RADIUS Server Key WinRad
RADIUS Server Retransmit
RADIUS Server Timeout
RADIUS Server Deadtime
g

Ha paHHoi cTpaHnue WEB wuHTepdperica Haxogatcs rnobarnbHbie
HacTpoWkK Ans ctaHaapTta 6e3onacHocTy 802.1x.
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e Enable 802.1X — BKkN/BbIKI UCMOMb30BaHMsA cTaHgapTa 802.1x
e Auth Method — BbIGop MeToaa ayTeHTUdUKaL UM
— Port-based — Bce nonb3oBatenu, nocrne MNepBOro, yaadHoro
aBTOPM3OBAHHOIO MoNb3oBaTeNsl, MOryT WCMNONb30BaTb CETb.
Ecnu nepBbii, yOoayHO  aBTOPU3OBaHHbIN  MONb3oOBaTerb
OTKINIOYaETCH, OCTanbHbIE NOMb30BaTENM TaKKe TEPSIOT AOCTYN K
ceTu;
— MAC-based — nonb3oBatenu nony4yaroT JOCTYMN K CETU Ha OCHOBE
3apaHee ogobpeHHbIXx MAC agpecos.
e RADIUS Client Address — none ans ykasanus I[P agpeca knneHTa
RADIUS.

e RADIUS Client Port — none ans ykasaHusi nopTa, CBA3bIBaloLLErocs ¢
RADIUS knueHTOM.

o Radius Client Server Key — kntod ans naketos ot RADIUS cepsepa.

e Radius Client Server Retransmit — konn4ecTBo NOBTOPHbLIX Nepeaad

naketoB RADIUS cepBepa. B cnyyae, ecnm COBOKYMHOE KONMMYECTBO
nepegay npeBbICUT MakcumansHoe 3HadyeHne u RADIUS cepeep He
pearmpyet, KOMMyTaTop yBeaoMuT 06 ownbke ayteHTudmkaumm.
3HayeHue no ymonyaHuio — 5.

e Radius Client Server Timeout — BpeMs OXuaaHusi 0TBeTa OT cepBepa

RADIUS. 3Ha4yeHre no yMon4yaHuoo — 5 cex.

e Radius Client Server Deadtime — Bpemsi, nocne kotoporo RADIUS

cepBep cunTaeTcs HeJoCTYMHbIM/OTKMOYEHHbIM. [nanasoH 0 — 1440.
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10.4.8.2 Hactpomku cepBepa RADIUS (RADIUS Server Config)

Port-based Authentcation | _Authentcation Host |

Ip Address The Port Number Server Key Retransmit Timeout

No matching records found

Ha paHHon cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
WHCTPYMEHTbI Anst fobaBneHust u HacTponku cepeepa RADIUS.

Haxmunte kHonky Add RADIUS Server (Job6aeutb cepeep RADIUS)

Add RADIUS Server

RADIUS Server Address. 192.168.100.128

RADIUS Server Port 1812

RADIUS Server Key

RADIUS Server Retransmit

RADIUS Server Timeout

N 3anonHuTe nons, Kak Ha PUCYHKE HWKE, MWCMONb3ys CBOW [aHHbIE.
PesynbTat poGaBneHus otobpasutca B Tabnuiue, roe  ero MOXHO
nepeHacTpouTb KHOMKOW Set unu yaanutb kHonkon Del.

[ GeoalCorly MRl  Portbased Authenticaton | Adthentication Host |

Add RADIUS Server

Ip Address The Port Number Server Key Retransmit Timeout

192.168.100.128 1812 WinRadus 3 5 Set  Del
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e RADIUS Server Address — none ans ykasaHus I[P agpeca knneHTta
RADIUS;

e RADIUS Server Port — none ansa ykasaHusa nopra, CBA3bIBalOLLErocs C
RADIUS knueHTom;

e RADIUS Server Key — kntoy ans naketoB oT RADIUS cepsepa;

e RADIUS Server Retransmit — konn4ecTBO NOBTOPHLIX Nepeaad

naketoB RADIUS cepBepa;

e RADIUS Server Timeout — BpeMsi OXXuaaHusi OTBETa OT cepBepa
RADIUS.

10.4.8.3 AyteHTucpnkaumus Ha ocHoBe noptoB (Port-based Authentiction)

thentication Host

PortName PortAuthEnable  PortAuthMode  CtrDirection Version Auth Status QuietPeriod ReauthMax EAP TxPeriod ReauthPeriod Reauthentication Key

‘ v Gt v 2 v)  Uncontrobex =) 2 % %00 3

e Port Auth Enable — Bkn/Bbikn ayteHTudukaumm no ctaHgapty 802.1x

Ansi BbIGpaHHOro nopra.
e Port Auth Mode — pexXum BbINONTHEHUSA ayTeHTUdUKaLunm
— Auto — B aBTOMaTUYECKOM PEXNME;
— Forced Certified — nopT nonyyaet goctyn k cetn 6e3
ayTeHTudmKauum;
— Forced Non-Certified — nopT Bcerga npoxoaunTt ayTeHTUdunkaLmio.

e Auth Status — CTaTyC BbINOJIHEHUA ayTeHTVI(bI/IKaLIMI/I Ha nopte.
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e Quiet Period — nepmnoa nocne HeygadHom ayTeHTUUKaLMM
nonb3oBaTens Ha nopTte, B Te4YEHMEe KOTOPOro He MoxeT 6bITb
BbINOMIHEHA NOBTOPHAasi ayTeHTUudmkaLms.

¢ Reauth Max — makcMmarnbHOe KOfM4eCTBO NOBTOPHbIX
ayTeHTUMKaLni.

e EAP Tx Period — uHtepBan gnst EAP unkna ayTeHTudukaLmm.

¢ Reauthentication — BKN/BbIKN BO3MOXHOCTW NOBTOPHOW

ayTeHTunauun.

10.5 YnpaBneHue HacTponkamu 3 ypoBHs (Layer3 Management)

10.5.1 Hactpoiika untepcbencos (Interface Setting)

Ha paHHou cTpaHvuue WEB mnHTepdenca npeacrasneHsl HacTponku IPv4 IPv6
agpecoB Ans BbIbpaHHbIX MHTEPdENCOB.

[na cosgaHns HOBOro MHTepdenca Haxmmute kHornky Create Interface

v' Interface Name — BbIGOP MMEHM CETEBOrO MHTEPMENCa;

v' IPv4 Address — none ans Beoaa Ipv4 agpeca ceTeBoro uHtepdelica.
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..........

Tabnuua nHTepgencoB oTobpaxaeT cneayroLLyo MHopMaLnIo:

e Interface — none otobpaxaeT nmsa nHTepdeinca;
e State — none otobpaxaeT TekyLlee COCTOsiHME uHTepdenca
— UP — aKTuBeH;
— DOWN — He aktuBeH
e Mode — none otobpaxaeT TekyLni pexnum paboTbl nHTEpdenca.
e |Pv4 Address — none otobpaxaeT IPv4 agpec.
e |Pv4 Address — none otobpaxaeT IPv6 agpec, ecnv oH Obin 3agaH.
e MAC - none otobpaxaeT MAC agpec nHtepgenca.

e Enable — Bkn/oTkn BeIGpaHHOrO MHTEpENca.

10.5.2 Hactpowka mapwpyTtusaumm (Routing Configuration)

10.5.2.1 MpocmoTp mapupyTtoB (View the routing)

Ha paHHown ctpaHuue WEB unHTepdenca kommyTaTtopa otobpaxaetcs
CMMCOK MapLUpyTOB: NpsAMbIX nogkmntoyeHun (direct connection), mappyTtos
3aflaHHbIX Bpy4Hylo (static routing) n agnHammndeckmx maplupyTtoB (dynamic
routing).

65



10.5.2.2 MocTosiHHbIE MapLWpPYThl, 3aAaHHble BPYy4HYO (Static Routing)

]

Desunation prefix
Gatewsy

aistance

WMask Gateway distance

MocTosiHHbIE MapLpyTel  3agarTcs BPYYHYIO  CUCTEMHbIM
agMuHUCTpaTopoM. B ceTn ¢ NnpocTon CTpyKTypon CETEBOMY aaMUHMUCTpaTopy
[OCTATOYHO 3ajaTb MOCTOSIHHbIE MapLUpyThl ONsl HaAEXHOro MOAKMHYEHUS
BCEX YCTPOWCTB. [aHHbI BMO MapLipyTu3auuMm npuMeHsieTcss B Hebomnblumx
ceTax ¢ (pMKCMpOBaHHOW TOMNOSOMMEN.

Bbibop npaBunbHOM NOCTOAHHON MapLUpyTU3aL M1 NOMOXET n3bexarb
npobnem ¢ BbIBOPOM MapLUPYTOB, @ TaKKe YBENUYMT CKOPOCTb MEPECHINKM
naketoB. [lpy M3MEHeHMM CeTu agMUHUCTPaATOp [OOIMKEH BHOCUTb
KOPPEKTUPOBKM B MOCTOSHHYIO MapLUpyTU3auuio.

Ha panHow cTpanHuue WEB wuHTepdenca kommyTtaTopa HaxogdTtcs
WHCTPYMEHTbI A CO34aHMs 3anucein NOCTOSHHOW MapLupyTM3aumm.

v' Destination prefix — IP agpec B ceTu, MapwpyT K KOTOPOMY

HeobxoauMMo 3aaathb.
v'  Gateway — IP agpec wrnto3a (creayroLero yana B MapLupyTe)
v/ Distance — 3HaveHue npuoputeTa Ans Maplwpyta. Yem 3HauveHue

MeHblle, TEM BblLLE NMPUOPUTET.

CospgaHHbIn MmapwpyT 6ygeT otobpaxaTtbcs BO Bknagke View Route.

No purpose Mask sign Gateway Outintertace
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10.5.2.3 HacTtpoika npoTtokona ARP (The ARP configuration)

ARP (Address Resolution Protocol — npotokon onpeaeneHus agpeca) —
NMPOTOKOJZT B KOMIMbHOTEPHbLIX CeTAX, I'Ipe,El,Ha3HaLIeHHbIl7I ana onpepeneHua
MAC-agpeca no IP-agpecy gpyroro komnbtoTepa.

No I1p Address MAC Address Out Interface Voce Aging Time

,,,,,

[na HacTponkn noctosiHHON ARP (static ARP):

1) nepeviguTe Ha Bknagky Static ARP

Ip Addres

MAC Address

Aga

No Ip Address MAC

2) Beegute IP agpec B none IP Address;
3) Beeaute MAC agpec B none MAC Address;

4) Haxmute kHonky Add.

WUToroBei pedynbTat oTo6pasntcsa B Tabnuue:

p Address

MAC Adaress

No Ip Address Mac
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[na HacTporiku BpemeHu yctapeBaHusa ARP:

1) nepeniguTe B pasgen ARP Aging Time

2) Beegute BpeMs yctapeBaHusa ARP B cekyHaax B none overtime(s);

3) Haxmute kHomnky Apply (MPUHATBL).

10.5.3 Hactponka DHCP cepBepa (DHCP Server Configuration)

DHCP (Dynamic Host Configuration Protocol) — npoTtokon,

oTBeYalLWMi 3a AMHaAMMYeckylo Bbigady |P agpecoB ycTponcTBam CeTw.
YnpowiaeTt paboTy CUCTEMHOIO agMUHUCTpATopa - CneumanucTy He TpebyeTtca
KaXXabl pa3 BpyYHyto Ha3Hayatb |IP agpeca HOBbIM YyCTPOMCTBAM.

Hactpovika DHCP cBoauTcs K 3agaHuio nyna agpecoB, kakue oyayT

3aKpenATbCA 3a KITMEHTCKUMUA yCTpOVICTBaMM.

Cxembl pasgaun IP agpecos:

v

avHamunyeckas - K nonyyaet IP-agpec Ha onpegeneHHbI CPOK.
lMocne aToro ceTteBow agpec MoxeT ObiTb 3akpenneH 3a Apyrum
komMmnbtoTepom. NpumeHseTcsa Ha 95% Bcex cepBepoB.

aBTomMmatunydeckada - pasHuua C npeabligyuwiuMm BapuaHTOM pasgayun

TOMbKO B TOM, 4YTO KOMMbIOTEP MOMyvyaeT He AWHAMWYECKUNW, a
cTaTudeckun IP-agpec.

py4yHas - CWUCTEMHbI aAMWHUCTPATOpP COCTaBnsaeT  Tabnuvuy
cootBeTcTBUA MAC 1 IP-agpecoB. [pMMeHSeTCsa B CETAX C BbICOKUMMU

TpeboBaHMNsIMM K 6E30NaCHOCTH.
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10.5.3.1 HacTtpowka nyna IP agpecoB ansa DHCP (Address Pool Config)

Enabie OHCP Server e

Max Lease Num

Address PooiName  Subnetsegment  Default Gateway Begin P EndiP Lease time DNS server 1 ONSserver2  DomainName Service  NetBIOS server

v Enable DHCP Server — BKn/Bblki aBToOMaTtuyeckon pasgauyn [P

agpecos ¢ nomoLso DHCP.

v Max_ Lease Num — MakcumanbHoOe KONM4ecTBO HasHavaembix |P

agpecos. [Juana3oH 2048-10240. 3HayeHne no ymonyaHuio — 4096.

Yto6bl 3agate nyn IP agpecoB HaxxmuTe kHonky Add Address Pool

Address Pool Name VLAN2

Subnet segment 192.168.20.0/24

Begin IP 192.168.20.1

End IP 192.168.20.254

Lease time 36000

Default Gateway 192.168.20.1 F
DNS server 1 192.168.20.1

DNS server 2 8688

Domain Name Service

NetBIOS server
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e Address Pool Name — nmsa cosgaBaemoro nyna |IP agpecos.

e Subnet Segment — cermeHT noaceTu.

e Begin IP — HayanbHbI IP agpec B nyne.
e End IP — koHeuHbI IP agpec B nyre.
e Lease Time — Bpems apeHabl I[P agpecoB B cekyHOax.

e Default Gateway — IP agpec wro3a no yMof4aHuio.

e DNS Server 1 —agpec DNS cepsepa.

e DNS Server 2 —agpec pesepsHoro DNS cepsepa.
e Domain Name Server — IP agpec.

o NetBIOS Server — cepsep WINS.

HaxmuTe Add (nobasutb), 4Tobbl 3aBepwunTb gobasneHune nyna IP agpecos.
WNToroBbii pesynbTtat OyaeT BuaeH B Tabnuue:

Ensbie DHCF Server (1|

Max Lease Num

Agaress PociName  SUDNGTSegmENt  Default Gateway Bsgin P Ena P Lease tme NS server 1 NS sarver 2 DomainName Service  NeWBIOS server

10.5.3.2 Cnucok KNneHTOB ¢ Ha3Ha4YeHHbIMU IP agpecamum (Client List)

state cten onty_|

ndex MAC Addr

Ip Address User Name Lease Time(s| Expired Tme(s)

chennangFCQ
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MAC Address — MAC agpec KnuneHTa.
IP_Address — IP agpec knueHTa.
User Name — imsa nonb3oBaTens.

Lease Time(s) — Bpemsi apeHabl BbigaHHoro |IP agpeca B cek.

NN NN

Expired Times(s) — OcraBlieecs Bpemsi apeHabl |P agpeca B cek.

10.5.3.3 HasHauyeHue nocTosiHHOrO |IP cepBepa knueHTtam (Static Client
Configuration)

Ha paHnHon ctpaHuue WEB wHTepdeinca HaxogssTcs MHCTPYMEHTbI
AN NPUCBOEHMS1 MOCTOsIHHOrO IP agpeca knueHtam npu pabote DHCP
cepsepa.

v' DHCP Pool — BbiGop nyna IP agpecoB 13 BbinagatoLlero crnmcka.

v' |P_Address — IP agpec 13 cnucka, koTopblin 6yaeT Ha3HadeH
YCTPOMWCTBY C 3agaHHbiM MAC agpecom.

v MAC Address — MAC agpec ycTpoicTBa, koTopoMy OyaeT HazHayeH
NoCTOsIHHLIN IP agpec.

HaxmuTe Add (nobasutb), 4Tobbl 3aBEpLLMTE NpoLeaypy.

WMTtoroBbin pesynbTar:
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10.5.4 Hactpoimka DHCP Relay (DHCP Relay)

®dyHkuma DHCP Relay (ctangapt RFC 3046) npumeHsieTcs Ans
npepoctaBneHns DHCP-cepBepy AaHHbIX O nony4eHHOM 3anpoce. B
YaCTHOCTU, K 3TUM AaHHLIM MOXHO OTHECTMU:

v' Aapec DHCP-peTpaHcnsiTopa, ¢ KOTOporo LWér 3anpoc;

v" Homep nopta peTpaHcnsitopa, Yepes KOTopbIi NOCTYNuI 3anpoc;

Mpn HacTporke, kommyTaTopa B pexume DHCP Relay moxHo
3HAUYUTENbLHO MNOBLICUTL 3PMEKTUBHOCTL CETU 3a CYET COoKpalleHus
konnyectBa DHCP-cepBepoB, KoTOpble Npu OpYron cxeme noHagobunmce Obl
Ans kaxpgow nogcetu. B gaHHom cnyyae komMmyTatop cam nepeagpecyet
DHCP-3anpoc ot knueHTa Kk yganéHHomy DHCP-cepBepy u pob6asut
yKa3aHHbI€ BbilLE JAHHbIE.

B obuwem cnyyae, HasHavyeHue gyHkuun DHCP Relay — aTo npuesiska
IP-agpeca, BblgaBaemoro DHCP-cepsepoM, Kk nopTy KommyTatopa, K
KOTOPOMY MOOKIMHOYEH KMMEHT, NMMBO K peTpaHCcnaTopy, C KOTOPOro MocTynun
3anpoc, 4YTO MOXET MOMOouYb C cucTematmsaumen |IP-agpecoB B nokKanbHOM
ceTu npu ucnonb3osaHmm DHCP-cepsepa.

10.5.4.1 AktnBaumsa dyHkummn DHCP Relay (Enable DHCP Relay)

DHCP Relay Genfig

Enable DHCP Relay f—

33333333

v' Enable DHCP Relay — Bkn/Bbikn doyHkuun DHCP Relay
v"Interface — BbIGOp COOTBETCTBYHOLLEFO UHTEPENCA.
v" DHCP Server — IP agpec DHCP cepgepa.

HaxmuTe Add, 4Tobbl 3aBEpPLUNTE HACTPOMKY.
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10.6 JononHuTenbHbIe HacTponkn (Advanced Settings)
10.6.1 HacTtpowka QoS (QoS Configuration)

QoS (quality of service «kayecTBo 0OCNyXMBaHUA») — TEXHONOTUS
NpegoCTaBneHns pasnuMyHbiM knaccam Tpaduka pasfnuyHbIX NPUOPUTETOB B
obecnyxmBaHuun. To ectb Q0S — TexHONornsl, KOTopasi MOXeT rapaHTMpoBaTb
nponyck B MnofHoM obbeme onpedeneHHoMmy Buay Tpaduka B 3agaHHbIX
TEXHONOrMYECKMX pamKax.

OcHoBHasa 3agaya QoS — obecneunTb rapaHTUPOBaHHYIO nepegady
onpefeneHHbIX NakeToB AaHHbIX He3aMeTHO Ans nonb3oBaTensi. C NoMoLbo
TexHonornm QoS MOXHO rapaHTMpOBaTb, UTO Yy NoNb3oBaTenen He BO3HUKHET
npobnem npu ckauMBaHum annoB, BUOEO3BOHKaX, pasroBopax Mo IP-
TenegoHUn, NPOCMOTPE KakMxX-NnbO OHIaNH-OOKYMEHTOB B JIOKaNbHOW Unu
rnobanbHoM ceTu.

10.6.1.1 N'mobanbHaa HacTpomnka QoS (Global Configuration)

Setup policy and weights and 0-127)

Policy SP /RR * WRR

Weight

Mpy norHoi 3arpy3ke CeTU, MHOXECTBO MaKeTOB MbITAOTCH WCMOMb30BaTh
pecypcbl ceTv ogHOBpeMeHHo. [laHHas 3agada MoXeT ObiTb pelleHa nytem
pacnpefeneHnsl pecypcoB C WCronb3oBaHWem odepenen. EcTb Heckonbko
MeXaHW3MOB AJ1s1 OpraHn3aummn ovepeaen:

v/ Strict Priority (SP) — cTporasi odepeab Ha OCHOBE NPUOpPUTETOB. ITOT
MexaHW3M opraHu3aumM o4vepean OTHOCUTCHA KO BTOPOMY YPOBHIO
(Layer2).

v" Weighted Fair Queue (WFQ) — B3BeLLEHHbIE CMpaBeMBbLIE OYepean.
OTO0T MexaHu3m paboTaeT ¢ |IP 3aronoBkamMun NakeToB M OTHOCUTCS K
TpeTbemy ypoBHio (Layer3).

v Weighted Round Robin (WRR) — B3BELEHHbIA UUKIINYECTKUIA
anroputM. 3TOT MexaHM3M OpraHmsauunm oyepeanm OTHOCUTCH KO
BTOPOMY YpoBHIO (Layer2).

U op.
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Ha paHHon cTpaHvue WEB wuHTepdperica Haxogatcs rnobarnbHble
HacTpowku aAnga yHkumm QoS.

e Policy — BbibOp MexaHM3Ma ¢OpPMUMPOBaHMA oO4Yepeden ans
BblOENEeHNs pecypcoB ceTu Tpadumky
— SP — MexaHu3M co3gaHusi CTPOrMx oYepegelt Ha OCHoBe
NPUOPUTETOB;

— RR - mexaHu3m cosgaHus ouvepefen Ha ocHoBe Bblbopa u3
MHOXeCTBa odepenen;
- WRR - wMexaHusMm co3gaHus B3BELUEHHbIX CnpaBeanmBbIX
oyepenen.
e Weight — 3HauyeHue Beca ans 8 oyepeaen. Ecnm BeibpaH MmexaHnam
cosgaHusa ovepegen RR unu SP 3Havenne Weight He yuntbiBaeTcs.

10.6.1.2 HacTtpomka knacca obcnyxuBaHus Aana noptoB (Port
Management)

CoS — unu knacc obcnyxuBaHusl NpuMeHsieTcsl B coctaBe QO0S M Takke
ABNAETCA MEXaHM3MOM [fs pacnpefeneHus pecypcoB CeTu 1 ee NpomnyCcKHOWN
cnocobHocTK Ansa Tpadmka.

Port Default COS

Ha paHHon cTpaHvue WEB wuHTepdpenica HaxogaTcs HaCTPOMKK
Knacca obcnyxmBaHusa Anst Kaxgoro BbIopaHHOro nopra.
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10.6.2 Hactpomku ACL (ACL Configuration)

C paspactaHveM ceTu W YyBenuyeHueMm Tpaduka, NPOXOoAsLEero
BHYTPU CeTW, KOHTponb 6e3onacHoCcTM W pasgeneHve  nponyckHOM
CMOCOBHOCTM CTaHOBMTCA HEOOXOAMMOW YacTbilo CETEBOro  yrnpaBreHus.
dunbTpaumnsa naketoB Ha ocHoBe ACL (Jluct koHTponsa goctyna) no3sonser
3hhekTNBHO BOPOTHCA C HEAaBTOPU3OBAHHBLIMW MOSNL30BATENAMN B CETU.

ACL MOXeT ObITb pasgeneH Ha HECKOSbKO rpymnm:

v' Basic IP_ACL - npaBwna, cdopmynupoBaHHble Ha IP agpece
MCTOYHMKA OTNpaBKkM nakeTa. [unana3oH naeHtngpunkatopos ACL: 100-
999.

v" Advanced IP_ACL — pacluMpeHHble npaBuna Ha OCHoBe MHdopMaLmm
3 1 4 ypoBHen (Layer3, 4) Takow kak, I[P agpec MCTOYHUKa OTNpaBKu
naketa, KOHeuyHbli IP apgpec, Twn npoTokona Ans 3arorioska,
ocobeHHOCTU npoTtokona wm T4. AuanasoH ungeHtudpmkatopos ACL:
100-999.

v" MAC ACL - npaBuna Ha OCHOBe WHdopmauum 2 ypoBHs (Layer2)
Takon kak MAC agpec UCTOYHMKA OTNpPaBKM NakeToB, KOHeYHbIn MAC
agpec, npuoputet VLAN n 1. dnanasoH ngeHtudukatopos ACL: 1-
32.

10.6.2.1 Hactponku ACL Ha ocHoBe MAC agpecoB (MAC ACL
Configuration)

Entry 1D
Rule ID

Action

Source MAC

Source MAC MASK
Destnation MAC
Destination MAC Mask

Time-Range Name

Entry 1D Rule 1D Action Source MAC Desunation MAC Time-Range

Ha paHHon cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
HacTpounkn ACL Ha ocHoBe MAC agpecos.
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e Entry ID — ngeHtTncmkatop 3anucu.

e Rule ID — npeHTudukatop npasuna.

e Action — BbIGOp AencTBmS:
— Allow — paspewwuTb Nnepegadvy NakeTos;
— Deny — He nepegaBaTtb nakeThl.

e Source MAC — MAC agpec UCTOYHUKA OTMPaBKN NaKETOB.

e Source MAC mask — macka MAC agpeca NCTOYHUKA OTNpaBKu
naxkeToB.

e Destination MAC — MAC agpec HasHayeHus.

e Destination MAC mask — macka ana MAC agpeca HasHa4eHus.

e Time-Range Name — BbIGOp BpeMEHHOro AnanasoHa ans npasuna.

Mo ymon4yaHuio npaBmno NpuMeHseTcs NOCTosAHHO (unlimitted).

Haxwmute kHonky Add (mo6aButb), 4YTOObI 3aBepLUMTb HAcTpowiky. [Mpumep
oTObpa3nTbCs B Tabnuue HUXe HacTPOEK.

Entry ID Rule ID Action Source MAG Destination MAG Time-Range

10.6.2.2 Hactpouku ACL Ha ocHoBe |IP agpecoB (IP ACL Configuration)

Entry D

Ruie ID

Action

Protocel

Source IP
Source mask
Source Port
Destination 1P
Purpose mask
Destination Port

Time-Range Name

Entry ID Ruie 1D Acuon Pratocol Source 1P Source mask Source Port Destination 1P Purpose mask Destination Port Time-Range
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Ha paHHown cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
HacTpoukn ans ACL Ha ocHoBe IP agpecos.

e Entry ID — ngeHtTncumkatop 3anucu.

e Rule ID — npgeHTudukatop npasmna.

e Action — BbIbop aencTeus:
— Allow — paspewuTb Nnepegadvy NakeTos;
— Deny — paspewuTb nepegayy nakeTos.

e Protocol — uHpopmaums npoTokona.

e Source IP — IP agpec nCTo4HMKa OTNpaBKu MNakeToB.

e Source IP mask — macka IP agpeca oTrnpaBku NakeToB.

e Source Port — Homep nopTa (gna TCP/UDP npoTtokona) UCTOYHUKa
OTNPaBKU NAKeTOB.

e Destination IP — IP agpec Ha3Ha4yeHus.

e Purpose mask — macka IP agpeca Ha3HayeHus.

e Destination port — Homep nopta (ans TCP/UDP npoTtokona)
Ha3HayeHwus.

e Time-Range Name — BbIOOp BPEMEHHOIO AManasoHa ans npaeuna.

Mo ymon4yaHuio npaBumnio NnpMMeHseTcs NocTosHHO (unlimitted).

Haxmute kHonmky Add (go6aBuTtb), 4TOObI 3aBepLunTb HAcTpoKKy. [Mpumep
oTObpa3nTbCs B Tabnuue HWXKe HacTPOEK.

Entry 1D Rute ID Action Protocol Source IP Source mask Source Port Destination IP Purpose mask Destination Port Time-Range
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10.6.2.3 HacTpoiika BpeMeHu AeNCcTBUA NpUMeHsieMbix npaBun ACL
(Time-Range Configuration)

Ha paHHown cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
HaCTPOWKM BpeMeHun npumeHeHunsa npasun ACL. Takyto dunbTpaumio Tpaduka
MOXHO Ha3BaTb BpPEMEHHOW unbTpauunen, Tak kak BblOpaHHbIe npasBuna
ACL 6yayT npuMeHsTbCs B BblOpaHHble MNPOMEXYTKM BpemeHn (no
pacnucaHuio).

TIIE RANGE CONFIG

ADD Time Range
Name. Am

Config the time

Tima-Range Name.
* Apsolute - Periogic

start Time
End Time
Time

Week Sun ¥ Mon ¥ Tue ¥ Wed ¥ Thu ¥ Fri  Sat

Name state Time

e Name — obllee UM A8 BpeMeHHOro ananasoHa.

e Time-Range Name — BbIOOp 13 BbiNagaroLLLEro CUCKa paHee

CO34aHHbIX UMEH BPEMEHHbIX ANana3oHOoB. A Takke TUn NPUMEHEHUA:

— Absolute — NOCTOSIHHbBIN Auana3oH BpeMeHN NPpUMEHEHUs

npaswun;
— Periodic — nepnoanyeckun gnanasoH BpeMeHN NpUMeHeHns
npasun ACL.

e Start time — BpeMsa Havyana npumeHeHus npaswun. oa, mecsu, AeHb,
yac, MMHyTa.

e End Time — BpeMsi OkOH4YaHUA NpUMeHeHWs npasun. [Fog, mecsu,
OeHb, 4ac, MUHyTA.

e Time — BpeMsi OT U 40 AN NPUMEHEHUsT BbIOpaHHbIX NpaBuil No
pacnucaHuio. Yac:MyHyTa Hadana — Yac:MvHyTa OKOHYaHuS.

e Week — BbIGOp AHSA Heaenu, B KOTOPLIA/KOTOPbIE ByAYT NPUMEHATHCA
BblOpaHHble NpaBuna dunbTpauumn Tpaduka.
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10.6.2.4 (ACL Group Configuration)

lMNocne Toro, kak Bbl co3ganu cnmMcok npasun ACL ero MOXHO

NpUMeHATb K nobomy nopty kommyTtatopa. Ha pgaHHom ctpanvue WEB
UHTepdenca koOMMyTaTopa HaxoOsATCA WHCTPYMEHTbl AN NPUMBA3KU CrMcka
ACL K BbIBpaHHOMY NOPTY.

Pan

MAC ACL

1P ACL

Port MAC access list 1D 1P access listID

Port — BblGOop nopTta, AN  KOTOPOrO  HYXHO MNPUMEHWUTb
npasuno/npasuna ACL,;

MAC ACL - Bbibop 143 BbiMagawolwlero cnucka paHee
chopmmpoBaHHbIx npasun ACL Ha ocHoBe MAC agpecos.

IP_ACL — BbIGOp 13 BbiMagalwLLiero cnncka paHee cpopmMupoBaHHbIX

npasun ACL Ha ocHose IP agpecos.

[nsi OKOHYaHUSA HaCTPOeK HaxXMuTe KHoMKy Set (YCTaHOBUTD).
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10.6.3 Hactpoika npoTtokona ynpasneHus SNMP (SNMP Configuration)

SNMP (aHrn. Simple Network Management Protocol — npocToi NpOoTOKOs
CeTeBOro ynpaBneHusi) — CTaHAapTHbIN UHTEPHET-NPOTOKON AN ynpaBneHus
ycTponcTBamu B IP-ceTax Ha ocHoBe apxuTtektyp TCP/UDP.

Ynpaensiemble npotokonom SNMP ceTu cocToaT u3 Tpex KritoveBbIX
KOMMOHEHTOB:

v' ¥YnpaBnsiemoe yCTPOWCTBO;

v' AreHT — nporpammHoe obecneveHune, 3anyckaemoe Ha yrnpaBrisieMom
ycTpoincTee, NMMB0O Ha YCTPOWCTBE, MOAKIMIOYEHHOM K WHTepdelicy
yrnpaBneHus ynpaBnsemMoro yCTponcTBa;

v" Cuctema ceteoro ynpaeneHus (Network Management System,
NMS) — nporpammHOoe obecneyeHve, B3aMMOAENCTByOLEe C
MeHeZXepamn Anst NOAAEPXKM KOMMMEKCHOM CTPYKTYpbl AaHHbIX,
OTpakaloLLler COCTOSHME CETU

Tak kak agpeca OOBEKTOB YCTPOWCTB onpefensitoTcs B UucgpoBoM
dopmaTte, KX CMOXHO 3anoMHWUTb. [ns ynpoweHus npumeHsoTcs Gasbl
ynpaensowen wuHdopmaumm (MIB). Basbi MIB onucbiBaloT  CTPyKTypy
yrnpaBnsemblX [AaHHbIX Ha NoACUCTEME YCTPOWCTBA; OHW  UCMOSb3YIOT
nepapxuyeckoe MpPOCTPaHCTBO WMEH, codepxalee uUaeHTUdUKaTopsbl
06bekToB (OID-bl). Kaxxgbin OID cocTtouT 13 ABYX YacCTEN: TEKCTOBOIMO MMEHMU
n SNMP agpeca B undpoBom Buae

KommyTtatop nogaepxumaetr SNMP 3 Bepcun. Pasnuums mexay Humu
3aKnyalTCsa B cneaylowem:

v' SNMPv1 — usHauyanbHas peanusaums npotokorna SNMP. SNMPv1
pabotaeT ¢ Takumn npotokonamu, kak UDP, IP, CLNS, DDP wu IPX.
SNMPv1 wupoko mncnonbsyetcs U ge-akto ABNAETCH NPOTOKONOM
CEeTEeBOro ynpasneHusa B IHTepHeT-coobLLecTBe.

v" SNMPv2c - nepecmaTtpueaeT Bepcuio 1 u BknoyaetT B cebs
ynyyweHms B obnactu  npou3BoAUTENbHOCTM, Ge3onacHocTwy,
KOH(MAEHUMANBHOCTN U CBA3AX Mexay MeHemkepamu. [lpoTokon

BBen GetBulkRequest, anbTepHaTMBy UTEPaUMOHHOMY MPUMEHEHWUIO
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GetNextRequest ans nonyyeHns ©onbLoro Konun4yecTtea
ynpaBnsoLWmx AaHHbIX Yepe3 OAMH 3arnpoc.

v" SNMPv3 — Bepcus 3 sBRsieTCA CaMOW nydllei C TOYKM 3peHust
BesonacHocTn. [lobasneHa kpuntorpaduyeckas sawimTa, ynydleHa
obLlWasa KoHuenuus u BBedeHa HoBasd TepMuHonorus. B otnuume ot
SNMPv1 n v2, B SNMPV3 kaxgoe cooblleHne COLepXMUT napaMeTpbl
OesonacHoCTW, KOTOpble 3aKoAWPOBaHbl Kak CTpoOKa OKTETOB.
3Ha4yeHne 3TMX nNapaMeTpoB 3aBUCUT OT WCMNOMb3yeMon Mogenu

6e3onacHocTH

10.6.3.1 O6bwume HacTpomku npotokonioB SNMP (SNMP Configuration)

SNMPSystem Manage
Mode [ |
versions 1v2
System Name

Location information

Contact Information

Engine Number

Trap Contig

startUp

Ha paHHon cTpaHuue WEB uHTepdbernica kommyTaTopa cogepxatcs
obwue HacTporiku npotokona SNMP.

e Mode — Bkn/BbIk nogaepxku npotokona SNMP.
e Versions — Bepcuu npoTtokona SNMP.

e System Name — ums kommyTartopa.
e Location Information — gononHuTenbHas  WHdopMauma O

MeCTONOJIOXEeHNN KOMMYTaTopa B CETU.

e Contact Information — nHcpopmauus ansa cessu.
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e Start Up — Bkn/Bblkn gyHKuun SNMP Trap — wHdbopmaums o6
owmnbKax, KPUTUYECKMX COOLITUAX M MNp. OTNpaBfisieMas B CUCTEMY

ynpasneHusi cetbto NMS.

ns 3aBepLUeHUs HAaCTPOVKM HaxkmmTe kHonky Apply (MpuHATL)

10.6.4 (RMON Configuration)

RMON — npoTOKO<T MOHUTOPMHIA KOMMbIOTEPHbLIX CETEN, OCHOBAHHbI
Ha npoTokorie SNMP.

B ocHoBe RMON, kak n B ocHoBe SNMP, nexut cbop u aHanu3
WHpopMaLmn O xapakTepe AaHHbIX, nepeaaBaemMbix no cetu. Kak n 8 SNMP,
cbop uHdopmaumm ocyLecTBRASeTCs annapaTHO-MPOrpaMMHbIMU areHTamu,
OaHHble OT KOTOpbIX MOCTYMalwT Ha KOMMbIOTEpP, rAe YCTAHOBMEHO
npunoxeHue ynpasneHns ceTtoto (NMS).

Otnnune RMON ot SNMP cocTtouT, B NepByto ovepeb, B Xxapakrtepe
cobunpaemoni uHdpopmauun: ecnn B SNMP ata nHdopmauus xapakrepusyeT
TONbKO COObITUSI, MPOUCXOAALLME HA TOM YCTPONCTBE, e YCTaHOBIEH areHT,
To RMON TpebyeT, 4tobbl Nonyvyaemble AaHHble XapakTepu3oBanu Tpaduk
MexXay ceTeBbIMU YCTPOUCTBaMU.

RMON noggepxvBaeT cnegytoLime rpynnbl cobbitui (cornacHo RFC1757):

v/ Statistic group — nepeasi rpynna «cTtaTUCTUKM». B Hell cobupaetcs
obwasa mHdbopmauus o Tpaduke B AaHHOM CErMEHTE M CTENEeHu
MCMOMNb30BaHNA MPOMYCKHOW CMOCOOHOCTM CeTn -  KOnuM4ecTBe
nepegaHHbIX 6alToOB N CETEBbLIX NAKETOB, YMCNEe OWMBOK 1 KONNN3nin
W Tak ganee.

v/ History group - [pynna «npegpicTopun» oOTBe4yaeT 3a cGop
WHpopMauun, OnMpefeneHHon B Trpynne CTaTUCTUMKU, B TeyeHue
onpefeneHHoOro BpemMeHn (OT OO4HOW CekyHObl OO0 ofHoro 4yaca). B
pe3ynbTaTe OKa3biBaeTCsi BO3MOXHbLIM MpOaHanu3vMpoBaTb TeKyliue
TeHOeHUMM B paboTe ceT W CpaBHUTb TeKyllee COCTOSIHWE C

0a3oBbIM - 3TO MO3BOSIUT BbIABUTb HEXenaTeNbHble SBMEHUs B
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paboTe ceTu paHblle, YeM OHW MPEBPATATCS B CEPbE3HYH Npobnemy
(Hanpumep, noka cbou B paboTe 0bGOpydOBaHUA He NPUBENU K ero
NOfHOMYy OTKasy).

Events group — B rpynne «cobbiTuiny, onpegensietcd, koraa cnenyet
OTNPaBnsiTb aBapUMHbLIN CUrHam MNPUIOXEHUIO YNpaBreHwsi, korga -
nepexsaTtbiBaTb NakeTbl, U BOOOLLE - KaK pearnpoBaTb Ha T€ UIN UHbIE
cobbITVsA, npoucxogsmne B CETW, Hanpumep, Ha npeBbiLeHne
3aaHHbIX B rpynne alarms noporoBbIX 3Ha4YEHUN: criegyeT Ny CTaBUTb
B W3BECTHOCTb MNPWIIOXKEHWE YyMpaBneHUs, WU Hago MpocTo
3anpoToKONMpOBaTh AdaHHOe cobbiTue u npogomkaTbe paboTtatsb.
CobbiTva MOryT M He ObiTb CBSi3aHbl C nepedadven aBapuHbIX
CUrHanoB - HanpuMmep, HanpasfneHue naketa B Oydep nepexsaTa
TOXe npeacTaenseT codbon cobbiTue.

Alarms group — rpynna «aBapuUWHbIX CUrHanoB» MO3BONAET
nonb3oBaTeno onpefennuTb psig NMOPOroBbIX YPOBHEW (3TM MOpOru
MOTYyT OTHOCUTBLCS K CambiM pasHbIM BeLlam - nobomy napameTpy 13
rpynnbl  CTaTUCTMKW, aMmnnuTyae WM CKOPOCTU €ro WU3MEHEHus u
MHOrOMy [Opyromy), MO MpEBbLILEHUM KOTOPbIX TrEeHepupyeTcs

aBapurHbIN cUrHan

10.6.4.1 HacTpouku rpynnbl cobbiTum (Event Group)

Descnption

acvon

Index Descripton Action Recent Time

Ha paHHoM cTpaHuue WEB uHTepderica kommyTaTopa HaxoasaTcs

HaCTPOWKKM rpynnbl cobbiTMiA NnpoTokona RMON.
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e Index — uHgekc rpynnel codbituin ot 0 go 1024
e Description — onucaHue cobbITus.
e Action — gencTBusa npu obHapyXeHnn cobbITus:
— None — He npeanpuHMMaTb HUKaKNX OeACTBUN;
— Log - 3aHecTu 3anmck 0 cobbiTUK B XXypHan cobbITui
KOMMyTaTopa.
— Trap — oTnpaBuTb coobLieHne 06 0BHapyXeHUN cobbITUS
ynpaBnsoLwemMy XOocTy;
— Log&Trap — otnpaBuTb coobLieHne 06 obHapykeHun cobblTua
yNpaBnsoLLEeMy XOCTY U 3aHECTM 3anMUCb O COOLITMM B XXypHan

cobbITHIA KOMMYyTaTOpA.

Haxxmute kHonky Add (Jo6aButb), 4TOBbLI 3aKOHYNTL HACTPOWKY.

10.6.4.2 HacTpoMKu rpynnbl ctaTucTukm (Statistic Group)

Ha paHHon cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
HaCTPOMKM «CTaTUCTUKM» npoTokona RMON.

e Index — uHaekc 3anucu oT 1 go 65535.

(] Port — Bbl60p nopTta KOMMyTaTopa, KOTOprVI OOJDKEeH YyHUTbIBaTbCA.

Haxxmute kHonky Add (Jo6aButb), 4TOObLI 3aKOHYNTL HACTPOWKY.

84



10.6.4.3 HacTtpoka rpynnbl npeabicTopum (History Group)

Index
sSample Port
sampling Interval

Max Sample Number

Index sSample Port sampling Interval Number Sampies

s found

Ha paHHoi ctpaHuue WEB nHTepdelica kommyTaTopa HaxogaTcs
HaCTPOWKK «npegbicTopum» npotokornia RMON.

e Index — uHaekc 3anucn o BbiIGopke.

e Sample Port — nopT ans BoIGOpPKM.

e Sampling Interval — nHTepBan ansa BbIbopkM Ha nopTe. 1o yMon4aHuto
1800 cek.

¢ Max Sample Number — none gns BBoga MakcMmarnbHOro konmyecrtsa

oTobpaxkaembix 3anuncen BbIOOPKM, KOTOPbIE MOTYT ObITb COXpPaHEHbI B
TEKyLLYIO 3anuChb C 3adaHHbIM paHee MHAEeKCOM. [Juana3oH 3Ha4YeHuin
1 - 100. 3HaueHne no ymonyanumio — 50.

HaxmuTe kHonky Add (Jo6aBuTb), 4TOBbLI 3aKOHYNTL HACTPOWKY.

10.6.4.4 HacTpoMukKa rpynnbl TpeBOXHbIX curHanoB (Alarm Group)

Index
Sample Port

Alarm Parameters
sampiing Interval
Sampling Type

Rising Edge Threshoid

Falling Edge Thresho 7]

Rising Edge Event
Falling Event

Rising Edge Falling Edge
Threshold n d

e Rising Edge Event Falling Event

Index sample Port Alarm Parameters sampling Interval Sampiing Type
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Index — nHaekc 3anucu o6 TPEBOXXHOM COBbLITUN.
Sample Port — nopT, ¢ KOTOPOro PeErMCTPUPYOTCA TPEBOXKHbIE 3AMUCH.

Alarm Parameters — napamMeTpbl TPEBOXHbLIX COOLITHIA.

Sampling Interval — uHTepBan o6HapyXeHUs1 TPEBOXXHOIO CODLITHS.

Mo ymonyanuio 1800 cek.

Sampling Type — BbIGop MeToga obHapy>KeHUsA TPEBOXHOIO CObbITUSA:

— Absolute — npsiMoe cpaBHeHUe pe3ynbTaToB BLIOOPKU C
yKa3aHHbIM MOPOroM Nno OKOHYaHMI0 MHTepBana obHapyXeHus;

— Delta — cpaBHeHWe pe3ynbTaTa Bbl4UTAHUS TEKYLLEro 3Ha4YeHusi C
yKa3aHHbIM MOPOroMm.

Rising Edge Threshold — none ansa ykasaHus nopora HapacTtaHus,

rocne KoToporo cpabaTbiBaeT MexaHu3M obHapyXeHUs TPEBOXHOIOo
cobbITus. 3HaveHne no ymonyaHuio — 100.

Falling Edge Threshold — none gns ykasaHusi nopora cnaga, nocne

KoToporo cpabaTbiBaeT MeXaHWU3M 0GHapYKEHUSI TPEBOXHOIO
cobbITus. 3Ha4eHMe no ymonyanuo — 100.

Rising Edge Event — ngeHTUnkaTop TPEBOXHOIO CODLITUS, NOCrne

npesbiweHns nopora Rising Edge Threshold
Falling Event — naeHT1dunKaTop TPEBOXHOro COBLITUSA, NOcne
nageHus Huxe nopora Falling Edge Threshold.

HaxmuTe kHonky Add (Jo6aButb), 4TOBbLI 3aKOHYNTL HACTPOWKY.
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10.6.5 Hactpowka npoTtokona LLDP (LLDP Configuration)

LLDP — npoTtokon kaHanbHOro ypoBHs (Layer2), nossonstowui
ceteBomy obopyaoBaHuio onosewaTtb obopyaoBaHue, paboTaiollee B
nokanbHOW ceTu, O CBOEM CyLleCTBOBaHMM W nepefaBaTb €My CBOM
XapakTePUCTUKN, a TaKkkKe Nofny4aTb OT HEr0 aHanornyHble CBEAEHMS.

CobGpaHHble gaHHble 3anpalmnBaloTcst ¢ NomoLlbo npotokona SNMP
(npoTtokon ceteBoro ynpaenexus). na pabotel LLDP Heobxogumo npsimoe
NOAKITIOYEHNEe MexXady YCTponcTBamu (Hanpumep, CeTb, MOCTPOEHHas Ha
KOMMYyTaTope).

LLDP BcTtaBnsieT cBoe coobuieHune B Ethernet-naket n nepenaet ero
yepes annuHk. KommyTtaTop, nony4msLUni coobLieHne ngeHtudmumpyeT ero
no onpeaeneHHoMy mac-agpecy nonyyarens (yYHukanbHOMy Ans NpoTokona)
W He nepefaeT ganbLue.

Multicast MAC- GT;I"‘%':;;‘T”;‘; Ehtertype | DatalUnit FSC
anpec (6 GaAT) (Bp-ﬁam) ) (2 GanTa) (1500 GawT) | (4 GanTa)

Bca ocHoBHasi uWHgopmauus, nepegaBaemas u3  coobuweHun LLDP,
cogepxutca B DataUnit (LLDPDU) B Buge TLV.

TLV, B cBOIO o4vepenb, ABNAETCA METOAOM 3anuUCu KOPOTKUX OaHHbIX B
TENEKOMMYHUKaLIMOHHbIX NPOTOKOMaXx.

Twn

TLV Nma TLV Onucanune

OnpepenseT okoH4YaHue 6noka LLDPDU.
0 End of LLDPDU JTiobast tHdhopmauua 3a npegenamm 3Toro
3HayeHus He byageT obpabaTbiBaTbCA.

OnpenensaeT naeHTUdUKaTOp Waccu Ans

1 Chassis ID o
NOAKITIOYEHHOro YCTPONCTBA.

2 Port ID Onpegenset ngeHTndukaTop MHpopmauum
0 nopTe, C KOTOPOro OTNPAaBIIEH MaKeT.

3 Time To Live (TTL) Bpems xun3Hu uHdopmaumm o ycTponcTaax-
coceasix

4 Port Description OnwncaHne nopTa ycTpONCTB—COCeaen
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Twn

Umsa TLV OnwncaHune
TLV

CuncteMHoe nMmsi, Ucrnosnb3yemoe Ans

5 System Name ’ o y A
yBeOOMIIEHMS YCTPONCTB-COCEeaAEN
OnwucaHne cuctemHon nHdopmaunm ans

6 System Specification yCTpOWCTB-coceaen. B Tom uucne
annapaTtHasi Bepcusi 1 BEPCUS MPOLLNBKU.

. WHdopmaumsa ona ycTporucTe—coceaen o

7 System Capability (bopmauvs Ans yetp a
COBMECTUMOCTMW.
YBegomneHue ycTponcTe—cocenen ob

8 Management address | agpece, ¢ KOTOPOro MOXHO ynpaBnATb

YyCTPONCTBOM.

10.6.5.1 Nmo6anbHbIe HacTpomnku LLDP (Global Config)

Gilobal Config Port Config LLDP Neighbor

LLDP

T Interval

TX Delay

Tx Hold Times

Port Reinit Delay

Manage Address

TLV optional to send

Manage Address TLV

Port Description TLV

System Capability TLV

System Description TLV

System Name TLV

I ‘111l

Ha paHHon cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
rnobarnbHble HacTPoWkM npoTokona LLDP.
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LLDP — Bkn/BbIkn npoTtokona LLDP.

Tx Interval — uHTepsan otnpasku LLDP naketoB oT 5 o 32768 cek.
3HayeHne no ymonydanuio — 30 cexk.

Tx Delay — 3agepxka nepep otnpaskou naketa LLDP. Ot 2 go 10
cek. 3HayeHVe No yMonyaHuio — 4 cex.

Tx Hold Times — Bpemsi »xu3nu (TTL) gns naketos LLDP. OT 2 go 10
cek. 3HayeHVe No yMonyaHuio — 4 Cex.

Port Reint Delay — Bpemsa gnst peuHnumnanusaumm nopta. Ot 2 oo 5

cek. 3Ha4YeHre No YMOMYaHuio 2 cek.

Manage Address — IP agpec, no kKOTOpoMy ynpaBnsieTcs KOMMyTaTop

W KOTOPbIN AOMXKHbI 3HaTb YCTPOWCTBa—Ccoceau.

Manage Address TLV — nepegaBaTtb/He nepegaBaTb MHGOPMALUIO O

agpece ynpasefieHsi KOMMYTaTOPOM.

Port Description TLV — nepegaBatb/He nepefgaBaTtb MHGOPMaLNIO C

onncaHmem nopta.

System Capability TLV — nepefgaBaTb/He nepefaBaTb MHpOPMaLUIO O

COBMECTUMOCTW.

System Description TLV — nepegaBaTtb/He nepefaBaTtbh onucaHve

CcUCTeMbl, BKNoYasa annapaTHy0 BEPCU0 1 BEPCU0 NMPOLLIUBKN.
System Name — nepegaBaTb/He nepegaBaTb CUCTEMHOE UMS (MMS

KOMMYyTaTopa).

Haxxmute kHonky Apply (MpuHATE), 4TOBbI 3aKOHYNTL HACTPOWKY.
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10.6.5.2 HacTpoika npuema/nepenaum LLDP nakeTtoB Ha nopTax (Port
Config)

Port

|IS3535235202R5254.
|IS953353302A03804.

Ha paHHown ctpanuue WEB uHTepcbelica eCTb BO3MOXHOCTb BKI1/BbIKI
oTAenbHO npuem v nepegady LLDP nakeToB Ha BbIGpaHHbLIX MOpTax.

10.6.5.3 UHhbopmauusa nonyyeHHas oT ycTpoucTB-cocegen no LLDP
(LLDP Neighbour)

Ha paHHon cTtpaHuue WEB wuHTepdenca kommyTaTopa HaxoguTcs
Tabnuua ¢ uHdopmaumen, NONyYEHHON OT YCTPOMUCTB-COCEAEN B FOKaNbHOWM
ceTu ¢ nomoLbio rnpoTtokona LLDP. NHdopmauusa npegoctaBnseTcsi TONbKO
ONSA YTeHUs.
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10.6.6 HacTpoika npoTokorna CMHXpoHu3auum BpemeHu NTP (NTP
Configuration)

NTP (anrn. Network Time Protocol — npoTokon ceTeBoro BpeMeHwu)
— CeTeBOM NPOTOKON ANS CUHXPOHM3aLUN BHYTPEHHMX YacoB KOMMYyTaTopa C
yacamu K, nogknioYeHHOro kK KOMMyTaTopy.

10.6.6.1 Nmo6anbHble HacTporku NTP (NTP Global Config)

Ha paHHon cTtpaHuue WEB uHTepdelnica koMmmyTaTtopa HaxogaTcs
rnobanbHble HacTponkn NTP.

v' Mode — Bkn/BbIKIN NPOTOKONAa CUHXPOHU3auum sBpemexHn NTP.

v' Time zone setting — BbIGOP YacoBOro nosica
v Time gap — WHTepBan CWHXPOHU3aUUW BPEMEHW. 3HayeHue no

ymonyanumio 300 cek.

10.6.6.2 Hactpomku cepBepa NTP (NTP Server Config)

Commenly used server

Taiwan

Ha paHHon cTtpaHuue WEB wuHTepdenca kommyTaTopa HaxogaTcs
HaCTPOWMKM CUHXPOHU3ALMM YacoB KOMMYTatopa C 4YacaMu Ha yAaaneHHoM
cepsepe ¢ nomoLbto npotokona NTP.

v' Server — none ans Beoga IP agpeca cepeepa NTP. Hanpumep:
24.56.178.140 — gna Amepuku.

HaxmuTe kHonky add Server, 4tobbl fob6aBuTL HOBLIV cepeep NTP B
Tabnuuy. YoanuTe cepBep 13 Tabnuvubl CEPBEPOB MOXHO C MOMOLLbIO KHOMKM

Del.
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10.6.7 MexaHM3m 3aWwmThbl OT ceTeBbIX aTtak (Anti-attack)

DDoS - Distributed Denial of Service unu pacnpegeneHHble ceTeBble aTaku
TMNa «oTka3 B obcnyxuBaHum». PaboTaloT no npuHUMny nepenofnHeHus
Oycbepa kommyTaTopa C NOMOLLBID GOMbLLWIOrO KONMMYECTBa 3anpoCOB Ha
obcnyxusaHue.

ICMP — artaka, HauerneHHas Ha yda3BUMOCTb npoTtokosia ICMP, kotopas

NO3BOJIAET Bbl3blBaTb «OTKa3 B OGCJ'Iy)KVIBaHVIVI». KommyTaTop no3BonideT
6J'IOKVIpOBaTb aTtaku no npuHuuny 3xo 3anpocos.

DDOS

lemp-echo

HaHHas ctpaHmua WEB uHTepdelica komMmyTaTopa cogepXut B cebe
WHCTPYMEHTLI ANS npegoTBpaLleHuns ceteBbix atak Tuna DDOS u ICMP-Echo.

v DDOS - BKN/BbIKIT MEXaHMU3M 3alUuTbl OT aTtak Tuna DDOS
v" ICMP-ECHO — BKN/BbIKN MexaHu3ma 3aluTbl OT aTtak C NMoMOLLbH

ICMP 3x0-3anpocos.

YTo6bI 3aBEPLUNTE HACTPOWKY, HaXXMuTe kHonky Apply (MpuHATB).
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10.7 HacTtponku cuctemsl (System Managment)

10.7.1 Hactpoiku nonb3oBatens (User Settings)

Administrator admin

New Password
16 characters at most

Retype Password
16 characters at most

Ha paHHon cTtpaHuue WEB uHTepdelnca koMmmyTaTtopa HaxogaTcs
HaCTPOWKM Nonb3oBaTensi, C NpaBamMmu agMmHMcTparTopa.

v/ Administrator — noruH (MMs1) agMUHUCTpaTOpa ynpaBreHus
KOMMYTaTopom;
v New Password — HOBLIIN Naporb;

v'  Retype Password — none gns noBTOpHOro BBoAa napons.

YTto6bl 3aBEpPLUNTL HACTPOWKY, HaxXmnTe kHomky Apply (MpuHATb).

10.7.2 CeTteBble HacTpomku (Network Settings)

Manage Interface vianif
IPV4 Address 92 168.1.14/24
Default Gateway 192 166.1.3
Preferred DNS Server

Alternative DNS Server

Ha paHHoW cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
HacTpowuku IP agpeca ynpasneHus KoMMmyTaTopom, wrio3a n DNS cepsepa.
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v' IPV4 Address — none ans Beoga IP agpeca, koTopblii OyaeT
MCMNonb30BaThbCs ANS YyNpaBneHns KOMMYTaTOPOM.

v' Default Gateway — IP agpec wnto3a no ymonyaHuto. YkasbiBaeTcs, B

cny4vyae noAKn4YeHna KoMMyTaTopa K UHTEPHETY.

v' Preferred DNS Server — IP agpec npegnoytutensHoro DNS cepsepa.

v' Alternative DNS Server — IP agpec anbTepHaTUBHOIO (Pe3epBHOr0)

DNS cepsepa.

YT06bI 3aBEPLUNTE HACTPONKY, HaXkMuTe kHonky Apply (MpuHATE).

10.7.3 HacTporka cnoco60B ynpaBrieHMss KOMMyTaTopom (Service
Configuration)

TELNET Service

i

TELNET Port

SSH Service

il-In

§SH Port
HTTP Service HTTP

HTTP Port

Ha paHHon cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs
HaCTPOWKM ANs aKkTUBaL MM PasnnyHbiX CNOCOB0B yrnpaBneHnst KOMMYTaTOPOM.

v/ TELNET Service — BKN/BbIKN ynpaBrieHNs KOMMyTaTOpOM Yepes
TELNET.

v/ TELNET Port — Homep nopTa Afs ynpaBreHns KoMMyTaTopom Yepes
TELNET.

v/ SSH Service — BKN/BbIKN yNpaBneHns KOMMyTaTopom vyepe3 SSH.

v' SSH Port — Homep nopTa Ans ynpasrieHnsi KOMMyTaTOpPoOM Yepes
SSH.

v/ HTTP Service — BKN/BbIKkN ynpaBneHusi KoOMMyTaTopoM Yepe3 HTTP.
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v' HTTP Port — Homep nopTa Ans yrpaBneHs KOMMyTaTOpoOM Yepes
HTTP (WEB)

YTto6bl 3aBEpPLUNTL HACTPOWKY, HaxxmnTe kHomky Apply (MpuHATb).

10.7.3.1 YnpaBneHue 4yepe3 TELNET (TELNET Service)

dopmart komaHgpl: Telnet 192.168.254.1 xx

lne:
v’ 192.168.254.1 ato Tekywmii IP agpec kommyTaTopa;
v' 23 —nopt n3 nonst «<TELNET Port».

10.7.3.2 YnpaBneHue 4yepe3 SSH (SSH Service)

SSH — ceTeBOW MPOTOKON MPWKNAAHOIO YPOBHS, MO3BOSSOLLNNA
Npoun3BOAUTb yAanéHHOE ynpaBneHne KOMMyTaToOpPOM.

Cxox no yHKUMoHanbHOCTM ¢ npotokonamu Telnet, Ho, B oTnnuyne
OT Hero, wudpyeT Becb Tpaduk, BKNoYas M nepegasaemble naponu. SSH
AonyckaeT BblGOp pasnuyHbIX anroputMoB LWNEGPOBaHMS.

Mo ymonyaHmio KoMMyTaTop MCNONb3YH0 NPOTOKON SSHV2 1 nopt 22.

10.7.3.3 YnpaBneHue yepe3 HTTP (HTTP Service)

JaHHbin cnocob ynpaBneHus KOMMYTaTtopoMm no3sonseTr BblbupaTb 13 3
pocTtynHbeix WEB npoToKonoB 1 nx KoMmbuHauuii:

HTTP Service HTTP

HTTP Port HTTPS
HTTP & HTTPS

v" HTTP — ucnonb3oBaTb Tonbko HTTP;
v" HTTPS — ucnonb3oBaTb Tonbko HTTPS;
v' HTTP&HTTPS — nogaepxusaetca u HTTP n HTTPS.
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HTTP Service HTTP & HTTPS
HTTP Port

HTTPS Port 443

v" MNopT HTTP no ymonyanuto — 80.
v" Topt HTTPS no ymonyaHuio — 443.

Mpumep nogkntodeHus Yepes WEB: https://192.168.254.1

10.7.4 Copoc k 3aBoackuM HacTpomrkam (Configuration Management)

Restore factory settings

Ha paHHon ctpaHuue WEB uHTepdelnica kommyTaTtopa HaxoguTcs
KHOMKa, C MOMOLLbIO KOTOPOM MOXHO COpPOCUTb HAcTPOWKM KOMMyTatopa K
3aBOACKUM 3HAYEHUSAM.

Mpu atom Gyget yctaHoBneH IP agpec ynpasneHuns 192.168.254.1.
PekomeHgyeTcs npou3BoauMTb  AaHHYyl  npoueaypy cbpoca, TONbKO
ybeamBliMCcb, YTO Heobxoammas KOHWrypauus KOMMyTaTopa BbirpyXeHa B
¢ann Ha USB doreww Hakonutesb.

10.7.5 O6HoBneHue npowuBku (Firmware Upgrade)

Product Model

Hardware Version

Firmware Version V3.6.510-9a0ca129
Compile Time Jul 42018 12:14:39

New Firmware File

Ha paHHou cTtpaHuue WEB nHTepderica kommyTaTopa HaxoauTecs

MHCTPYMEHT Anda oOHOBNEHUSA NPOLNBKN KOMMYTATOpPa.
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Mopsiaok obHOBNEHMS cneayoLwmn:
1) Bbibepute dhann ¢ npowwmskor Ha MK ¢ nomoLLbto KHOMKK B none New
Fimware File (HoBbin dain ¢ npowmskom)
2) Haxmute kHonky UPLOAD v AOXAMTECH OKOHYaHWUIO 3arpysku danna.
Mo okoHYaHWUIO 3arpy3km KOMMyTaTop ByaeT nepesarpyeH.
3) B none Firmware Version (Bepcusi npowmnskn) — 6yaet oTpaxeHa

Bepcus TekyLleil, 0GHOBMEHHON MPOLLMBKM.

BHumanme!

v" He npepbiBanTe npoueaypy 0OHOBMEHMS NPOLLMBKU

v He nepesarpyxaite KOMMYyTaTop CaMOCTOSITEIbHO BO Bpemsi
OBHOBMEHNA MNPOLWMBKA BO u3bexaHue AanbHEeNWnX TEeXHUYECKUX
npobnem c yCTpONCTBOM.

v' CBSXMTECb C aBTOPWU3OBAHHLIM CEPBUCHBLIM LIEHTPOM, ecnu Obinu
nepebon C nogaven SNEKTPoONUTaHMs BO BpeMs OOHOBNEHUS

NPOLUMBKU 1 KOMMYTaTOp nepecTan paGoTaTk KOPPEKTHO.

10.7.6 OuarHocTtu4eckue TecThbl (Diagnostic Test)

B kommMyTaTOpE NpefycMOTPEHO HECKOSBKO AMAarHOCTUYECKUX TECTOB:
v" Ping Detection — TeCT ¢ NOMOLLb0 3aNpPOCOB C UCMONb30BaHNEM
npoTokona ICMP (komaHga PING);

v' Tracert Detection — TecT ans onpegeneHns mapLupyTa, no KOTOPOMy

npoxoaAT nNakeTbl 40 3a4aHHOIo y3na,;

v Network Cable Detection — TecT kabenbHOro coegmMHeHus

(uenocTHocTb Nap B kabene, ANMHA Kaxxaow 13 nap B kabene).
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10.7.6.1 TecTt ¢ nomouwbto Ping (Ping Detection)

C nomowblo KOMaHAbI Ping aMUHUCTPATOpP CeTn MOXET [MNpoBepuUTb
LL€NTOCTHOCTb NOAKNM04YeHnd, akTUBHOCTb CETEBOIO yCTpOIZCTBa nTa.

TecT ¢ nomowbto Ping coctont n3 3 atanos:

1) Otnpaeka ICMP 3anpoca Ha MHTepecytLLee CETEBOE YCTPONCTBO;

2) Ecnu cetb ncnpaeHa (McnpaBHO YCTPOWCTBO), BEPHETCS OTBET OT
YCTPONCTBA B BUAE CTAaTUCTUKW;

3) Ecnu ceTb HencnpaBHa, TO OTBET BEPHETCS C MHGOPMAaLMEN O TOM,

YTO YCTPOMCTBO HEAOCTMKMMO UM NPEBbLILLEH TalmayT 3anpoca.

Ping Detection Tracert Detection Cable Detection I

Ip Address

v' IP_Address — none gns Beoaa |P agpeca nHTepecyoLero ycrponctea
B CETW.

HaxxmuTe kHonky PING, 4TOGbI MPUCTYNUTL K TECTUPOBAaHMIO.

10.7.6.2 TecTt ¢ nomoubto Tracert (Tracert Detection)

Ha paHHon cTtpaHuue WEB uHTepdperica koMmyTaTopa coaepXxutcs
WHCTPYMEHT Ansi TeCTupoBaHusa Tracert — NO3BOMSIOWMIA NPOBEPUTL MapLLPYT
NPOXOXAEHWUSI NAKeTOB 40 3aaHHOro y3na.
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PesynbTatbl TpaccupoBKM OTOBpaxaloT, Kakoe KOMMYeCTBO MPOMEXYTOUHbIX
YCTPOMUCTB L3 ypOBHSA (KOMMYTaTOPOB, MapLIPyTU3aTOPOB U TA) Haxoautcs
MeXay KOMMYTaToOpOM W WHTepecylLlmMm XocTom. [lpu 3ToM BbiBOAUTCHA
WHpopMaumMss O 3adepXkke npoxoxaeHuss naketoB u  IP apgpeca
NPOMEXYTOUHbIX YCTPOWUCTB.

10.7.6.3 TecTt kKabenbHoro coeguHeHus (Cable Detection)

Ping Detection Tracert Detection Cable Detection

Cable Detection: G3 v

Ha paHHom cTtpaHmue WEB uHTepdenca HaxoouTCa WMHCTPYMEHT,
KOTOPbIN MOXET MNOMOYb CEeTeBOMY aAMMHUCTPAToOpy C AMarHOCTUKOM
kabenbHOro coeanMHeHns Ha BbiIbpaHHOM nopTe.

v/ Cable Detection — BbIGop nopTa, coeguHeHue ¢ KOTopbiM TpebyeTcs
NpoBepUTD.

Pe3y1'IbTaTbI BbIBOOAT KOJIMYECTBO Nap B kabene, NPUMEPHYIO OJIMHY
kabens, a Takke COCTOSIHUE KaXKaoMn napbl B kabene n ux OJNHY.

lMepen NOBTOPHbIM TECTMPOBaHMEM HeoGXoAMMO MoAoXAaTb He
MeHee 5 cek, YTOObI UCKIMHYUTL OLIMOKN NPU ANarHocTuke.

10.7.7 MNMepe3arpy3ka kommyTtaTopa (Restart the system)

e —————

Ha paHHon ctpanunue WEB nHTepdenca kommyTaTtopa HaxoaMTCs KHOMKa Ans
NPUHYANTENBHON Nepe3arpysku ycTponcTea. Bce HecoxpaHeHHble HacTPOnKn
OyayT cOpoLueHbl K NpeablayLmM 3Ha4YeHNSM.

[na nepesarpyskn Haxxmute KHonky Restart
99



11. TexHNn4YeCcKMe xapakTepucTukmn**

Mopenb

SW-32G4X-1L

OO0uee Kon-BO NOPTOB

36

Kon-Bo noptoB Combo
GE (RJ45+SFP)

8 (8xRJ45 + 8XSFP)

Kon-Bo noptoB SFP
(He Combo nopTbl)

16xGE SFP (1 I'out/c)
4x10G «SFP+» (10 '6ut/c)

3Be3na
Tononorum

Kackapg,
NoAKMoYeHNs

KOnbLO
bydep naketoB 1,5Mb
Tabnuua MAC-agpecoB 16 K
MponyckHas
cnocobHoCTb
KOMMYTaLMOHHOWN 128 I'out/c
MaTpuubl
(Switching fabric)
CkopocTb
obcnyXmMBaHMs NaKeToB 96 MPPS
(Forwarding rate)
Mopoepxka jumbo 10 KB
frame
Pasmep flash namstu 16 Mb

CraHgapTtbl 1
NPOTOKObI

o |[EEE 802.3 — 10Base-T

¢ |EEE 802.3u — 100Base-TX

¢ |[EEE 802.3ab — 1000Base-T

o |[EEE 802.3z — 1000 Base-X

o |EEE 802.3ae — 10G Base-SR/LR

o [EEE 802.3x — Flow Control

¢|[EEE 802.1g — VLAN

o [EEE 802.1p — Class of Service

¢ [EEE 802.1d — Spanning Tree

¢ |[EEE 802.1w — Rapid Spanning Tree
o |[EEE 802.1s — Multiple Spanning Tree
¢ (G.8032 — ERPS Ethernet loop protection switch
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Mopenb

SW-32G4X-1L

DYHKUMUKM YpOBHS L2

¢|[EEE 802.1D (STP)

¢|[EEE 802.1w (RSTP)

o|EEE 802.1s (MSTP)

¢VLAN / VLAN Group, Voice VLAN

s Link Aggregation IEEE 802.3ad with LACP
¢ IGMP Snooping v1/v2/v3

¢ DHCP Snooping

¢ |GMP Static Multicast Addresses

e Storm Control

®PyHKUMM ypoBHSA L3

¢ ARP Configuration

¢ Routing Configuration

¢ DHCP server

¢ DHCP Relay

e Support RIP V1/V2 protocols

e Support OSPF V1/V2 protocols

KauectBo
o6cnyxumBaHusa (QoS)

8 ouepenen / nopt

¢ Management System User Name/Password

Protection

BesonacHocTb o [EEE 802.1x Port-based Access Control

eHTTP & SSL (Secure Web)

o SSH v1/v2(Secured Telnet Session)

¢ YnpasneHue yepe3 Web-untepgeic
YnpasneHue *CLl

e Telnet

o SNMP

v" PWR 1/2 — nutaHue
WHaukaTopbl v SYS — cocTosiHMe cUcTeMbI
v' Master — pexvum Master npu cTekMpoBaHUm
lpo3o3aiwmta 6k, 8/20us
[na noptoB RJ-45
MutaHne AC 90-253V c pesepBupoBaHnem
OHepronoTpebneHune <10 Bt
OxnaxaeHHe AKTVBHOE (BEHTMNATOPbI B KOpnyce)
Front-to-Back BeHTUnAUuS

Paamepbl (LLUxBxI") (Mm) 440x44x320
Cnocob MoHTaxa B 19” cTOWKy
Pabouas Temnepartypa -10...+50 °C
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Mopenb SW-32G4X-1L

v" TMopt OOB — ynpaeneHne pasgenbHo ¢
KaHanom nepegayu AaHHbIX.

v" TMopT Console — KOHCOMbHbIN NOPT AN
ynpasneHust Yepes RJ45-RS-232 nHtepdeinic ¢
nomollbto CLI komaHA.

[ononHuTensHo v" MopTt Micro USB (ay6nep nopta Console) —
KOHCOMbHLIN NOPT AN ynpasneHna yepes USB
¢ nomoubto CLI komaHA.

v" Mopt USB — nopT Ans 3arpy3skun/coxpaHeHuns
TeKyLLen KoHurypauuu.

v' CTekupoBaHue o 8 yCTpONCTB.

*x |_|p0VISBO,CI,VITeJ'Ib MMEET NnpaBO U3MEHATb TEXHUYECKNE XapakKTepUCTUKU
n3genus u Komnnekrauumto 6es npeaBapuTernibHOro yseomMrieHu4.

12. NapaHTHA

lapaHTMst Ha Bce obopymoBaHne OSNOVO — 60 mecsiueB c gathbl
NPoAaxu.

B TeyeHne rapaHTUMHOrO Cpoka BbINOMHAETCA GecnnaTHbI PEMOHT,
BKIOYada 3anyactu, Unm 3aameHa U3genuin Npyu HEBO3MOXHOCTU UX PEMOHTA.

MogpobHasa uHdopmauns o6 ycnoBmsax rapaHTUAHOMO o6CnyXuBaHus
HaxoOuTCH Ha canTe WWW.0SNovo.ru

CoctaBun: Enarnn C.A.
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